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Abstract

We propcsean abstractiorrefinemenimethodfor invariantcheck-
ing, which is basedon the simultaneos analysisof all abstract
courter examplesof shortestengthin the currentabstractionThe
algorithmis focusedon an improvedAriadne’s Bundle! of SORs
(SyntironousOnion Ringg of the abstractmodel; the transitions
throughtheseSORscontainall shortestACEs (AbstractCounter
Examples)and no other ACEs. The SORsare exploited in two
distinctwaysto provide global guidarce to the abstractiorrefine-
ment process: (1) Refinementvariable selectionis basedon the
entirety of transitionsconneting the SORs,and (2) a SAT-based
concretizationtestis formulatedto testall ACEsin the SORsat
once. We call this testmulti-threadconcretization The scalabil-
ity of our refinementalgorithmis ensuredn the sensethatall the
analysisand computatiorrequiredin our refinementlgorithmare
condictedontheabstracimodel.

The abstiaction efficiencyof a given abstractiorrefinemental-
gorithm measurefiov much of the concretemodelis requiredto
male the decision. We include experimentalcomparisonsof our
new methodwith recentlypublishedtechniqueg6, 4]. Theresults
shaw thatour scalablemethod ,basedon global guidancefrom the
entirebundleof shortesACEs,outperformgheseothermethodsn
termsof bothrun time andabstractiorefficiency.

1. Intr oduction

The primary obstacleto widespreaduse of formal verification
technigles,especiallycontemporargymbolicmodelcheckingpro-
grams,remainsthe continung explosive growth in the compleity
of themodelonwhichtheverificationpropertyis specified.Thisis
partly dueto Moore’s law—asthe chipsthemselesgrow in com-
plexity, the size of the circuit assignedo one designeror design
teamgrows commensrately Anothercausefor explosive growth
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lin the legendof TheseusAriadne’s bundle containedoneball of
threadto helpTheseusavigatethelabyrinth. In this papemwework
with multiple threads—hencthe “improved”

is increasinguseof high level HDLs (Hardware DescriptionLan-

guagse); modelswhoseimplementatiorrequiresthousand or tens
of thousand®f binary statevariableg(e.qg.,registers)may yet look

modestwhen consideringtheir HDL descriptions.Recentpapers,
including this one, have shavn that symbolicmodelcheclers, ex-

tendedto include an automatedabstractiorrefinementparadigm,
still hold greatpromisein dealingwith stateexplosion.

In sucha paradigm oneseekshe simplestabstracmodelsuffi-
cientto decidethe propaty athand.This correspmdsto achieving
the maximium abstractiorefficiengy. However, the optimum ab-
stractionproblemis hard[5], andexisting practicalabstractiorand
refinementechnigue do notguarante®r even pursueglobal opti-
mality.

Automatedabstractiontechniquewas first introducedby Kur-
shan[16] in checkng linear propertiesspecifiedby w-regular au-
tomata,whereoverapproxmation sufiice to prove a propertytrue.
In COSRAN [11], the initial abstractioncontainsonly the state
variablesin the propety andleavesthe othersunconstraing; the
counterexample obtainedfrom the abstractmodel was searched
for thevariablesappearingn it andmincut-maxflev evertually de-
terminedwhich variablesof the model comprisedthe refinement
step.

For logics like CTL [7] or the full p-calculws [15], which ex-
pressalsoexistentialandmixed propertiespnehasto resortto both
underaproximation and overappoximation [14, 20, 12]. If one
wantsto prove a universalpropertyfalse,onecantry to concretize
the counterexampleasdonein [16, 5], or useunderappoximation
asin [17]. Concretizatiorvia satisfiabilitywasintroduce in [22]
(wherean ATPG programwasused)andimprovedin [6, 4].

However, in theseexisting methodspnly asingleabstractount-
er exampleis usedfor concretizatiortestandfor deriving the re-
finementihis singleACE is usuallyarbitrarily chosen Onecanar-
guethatadravbackof thesemethoais their“neede in ahaystack”
approat, lacking global criteriaor searchstratgies; we have ob-
sened,onareal-world circuit, thatthenumberof theshortesACEs
canbelargerthan10*. Focusingon a singleACE amongsuchan
astronomicallylarge number of ACEsmales it difficult to find a
setof refinemenvariablessufiicient to kill all ACEsof thecurrent
length L and thus might lead the refinementin the wrong direc-
tion; it might alsobedifficult to find a realcourter exampleby the
concretizatiortest.

In contrast,we proposea new refinementalgorithmthat works
on global guidane provided by the “improved Ariadne’s Bundle”
of all shortestACEs. Thisbundleis representedly thesetof SORs
(SynchronaisOnionRings)of theabstractmodel. Eachonionring
is the intersectionof forward and backward reachableonion rings
at the samenumberof time stepfrom (or to) the initial states.In
caseall of the shortestACEsare spurious the refinementprocess



triesto find the minimal setof refinementariablessufficientto kill
all the given ACEs(thatis, sufficientto prove thatall ACEsof the
currentsetof SORsarespurious).

The algorithmdoesnot try to kill the entirebundlein oneshot;
rather it tries to identify local variablesthat are critical to the re-
finementaccordingto a gametheoreticapproacho exploiting the
global guidanceprovided by the SORs. It may take a setof re-
finementsteps,called a geneation of refinementspeforeall the
shortestACEsat a given length disappar. From our experience,
typically only afew suchiterationsarerequired.

Like [4], the new algorithmalsoemploys a form of the refine-
mentminimizationfirst introducedin [22]. However we male this
taskmore effective by a techniquecalled geneiational refinement
minimization This methodperformsminimizationbasedon test-
ing the non-empinessof the SORsandis triggeredonly attheend
of eachrefinemengeneration Note thatat the point we have a set
of refinemenvariablesaddedin this generationthataresuficient
to kill the entire ACEsin the SORs. We usea greedyapproach
that first tries to drop someof thesevariablesand then checksif
the SORscanstill bekilled, thusminimizing the setof refinement
variablesin this generation

Our SAT-basedmulti-threadconcretizatiortestdecideswith one
satisfiability check whetherany ACE in the SORscan be con-
cretized.Datashaw thatthetimeto conductthistestis surprisingly
closeto the concretizatiortesttime for a single ACE, andusually
muchlessthanthe overall verificationtime.

In summary our methoddiffers from previous counterexample
driven abstractiorrefinementschemeg5, 22, 6, 4] in that: (1) It
handesall shortestACEs,ratherthana singleshortestACE; (2) at
eachACE level in the concretizationtest, a setof abstractstates,
insteadof justoneabstracstate areusedto constrainthe bounded
unrolled concreée modelat eachtime step;and (3) the refinement
is basedn theanalysisof all the spuriots ACEswith agametheo-
reticapproachSincethis refinemenwariableselectiormethodop-
eratessolely on the abstractmodelandits local suppat variables,
it is morescalableghanthosemethodghatinvolve computatioron
theconcretemodel.

More recently an automaticabstractioralgorithmbasedon the
unsatisfiableBMC runswas propcsed[18], andit alsocanelimi-
nateall the counterexamples.However, our refinementlgorithm
is BDD-basedandis conductedsolely on the abstracimodels,wh-
ereagtheirsis basedon computingthe unsatisfiablgoroof for con-
creteBMC instancesisingSAT. Furthermorepur multi-threadcon-
cretizationtestis alsodifferentfrom their plain BMC runs,for we
usethe SORsto restrictthe searchspace.In anotherecentpaper
[9], multi-valuedcounter examplewas usedto guide the refine-
ment. This multi-valuedanndationcollectsinformationfrom mul-
tiple courter examples,but is still differentfrom our SORsin the
sensehatit doesnot captureall the shortestACESs. (For example,
their concretizatiortestdoesnot checkall the shortestACEs.)

We presenta thoroughexperimentalcomparisorof our new al-
gorithm to the BDD-basedinvariantcheckalgorithmin VIS [3],
VIS’s BMC (BoundedModd Checking, the SepSetlgorithm of
[6] andthe Conflict Analysis (CA) approzh of [4]. For the pur-
poseof experimentalcompaision, we alsoimplementedhe algo-
rithmsof [6, 4]. Theexperimentavereconductedon circuitsfrom
both public-danain andindustry Many of the modelsusedwere
kindly provided by the authorsof [4]. After establishinghotation,
we discusshow to compue and deplgy Ariadnes bundlein the
abstractiorrefinementprocess. This leadsto a discussionof the
new algorithm,its compaisonto ourimplementatiorof compeing
methodsandindicationsfor promisingnen avenuesof research.

2. Preliminaries

In this sectionwe establishthebasicpropertiesof theconsidered
abstractionsandthendefineandillustratethe SORs.

A modelis givenin termsof: (1) A setof present-stateariables
x = {Xq,...,Xm}; (2) a setof input variablesw = {wx,...,wn}; and
(3) a setof next-statevariablesy = {yi,...,ym}. Thus,the model
M canberepresetedby thepair (T, | ), whereT (x,w,y) is thetran-
sition relation,and| (x) is the setof initial states.We assumehat
the concretemodelis the synchramouscompodgtion of a collection
of m elementarycompaments,eachof which containsexactly one
statevariable.LetJ = {1,...,m}; then,

Txwy) = ATi(xwyj) ,
jed

whereTj(x,w,Yj) is the transitionrelation of the jth binary state
variable andthusdepend on onenext-statevariable.Tj (x,w,y; ) is
definedas[y; < 8j(x,w)], wheredj(x,w) is thetransitionfunction
of the j" statevariable.

The abstractmodel consistsof k < m elementarycomporents.
LetJ={1,...,k} CJ. Then,

Herey = {yj|j € J} is the subsebf next-statevariablesin the ab-
stractmodel. Let X denotethe subsebf present-stateariablescor
respondhg to ¥, x can be bipartitionedinto X (statevariablesin
theabstracmodel)andX = x\ X (statevariablesthatareabstracted
away). During the symbolicmodelcheckingof theabstracimodel,
variablesin X aretreatedasinputs;Ww = {X,w} is now the entireset
of inputvariablesfor theabstractodel.M = (T (%,W, ), (X)) rep-
resentsan over-approximatiorof the original model. Informally, I
is anexistentialprojectionof I: An abstracttateis calledinitial if
it containsa concretdnitial state.

In the sequé we will assumethat the given propety is anin-
variantAG p (thatis, “ p holds globally on all paths”). The states
satisfyingthe propositionalproperty p arealsoabstractedy pro-
jection: If anabstractstatecontainsa concretestatethatis labeled
by p, thenit toowill be labeledby p. Thusthe abstractmodelM
simulateshe concretemodelM, and,if the propertypasse®nthe
abstractmodel,it alsopasse®n the concretemodel. However, if
thepropertyfailsandanabstractounterexampleis generatedrom
aninitial stateto a—p state it mayor maynotbea CCE(concrete
counterexample).A concretizatiortestdeterminesvhetheranab-
stractcounterexampleis real or spurious.In the publishedworks
[6, 4], givenan ACE ss; -..S., sucha concretizationtest builds
a lengthL bounded conaete model (unrolling the model exactly
L time steps)and constraingt at eachtime stepwith the abstract
states;; a satisfiabilitycheckis thenconductedn this constrained
bourdedmodel,eitherby SAT-solversor by ATPGengines.If the
ACE is concretizable(i.e., there exists a satisfiableassignment),
thepropertyfails with arealcourter example;otherwisetheresult
is still inconclusve and we have to refine the abstractmodel, by
composng moreelementarytransitionrelations.

Our new algorithmis basedon the synchronousonionrings dis-
cussedelan, which areobtainedy forwardandbackwardtravers-
ing the statetransitiongraphof the model.

The abstractionwe call “Ariadne’s Bundle” is a subsetof the
transitionsof T, asillustratedin Fig. 1. The statetransitiongraph
of the abstractmodel M is shavn in Part (1). Abstractforward
reachabilityfrom [’ givesthe indicatedsetsof statescalledthe for-
wardonionrings: F! = {3,4,5}, etc..Notethat—p s first reached
atthe 3" stepof the search.An analogais backward reachability



(2) Synchpnots onionrings

Figure 1: Ariadne’s bundleof synctronousonionrings.

from the—p statein the3' stepwould reachstates{8, 9} atthe2"d
step,{5} atthe 1% step,andtheinitial state2. Both forward and
backward abstractonion rings induce subrelationsof T, andthus
canbeusedto restrictthe searchspaceon the concrée model[10].
Taking the intersectionof the two setsof statesat eachstepgives
thesynctronousonionrings

SO:{2}, 312{5}, 82:{879}7 83:{12} :

The term “Ariadne’s bundle” refersto the subrelationT® induced
by consideing only thetransitionsof T betweera stateat onestep
to anotherstatein the next stepin the SORs.It compriseghebun-
dle of all shortestACEs,and no other ACEs. In this simple case
therearetwo shortestACEs,bothof length3. In practice however,
thenumker of ACEsin the SORsis typically astronomicallylarge.

Comparingthe statetransitiongraphof Ariadne’s bundleto the
original statetransitiongraph onecannotesubstantiateductionin
the numberof statesandtransitions. Thuswhile the abstraction
canbemuchsimplerthanthe concretesystemT, Ariadnes bundle
canbemuchsimplerstill.

3. Generational Refinement

We bagin illustrating the genericprocessof the abstractiorand
refinementhy treatingthe simpleexamplein Fig. 2. Theconcrete
modelM isthesynchramnouscompogtion of threecompaents:My,
M, andMs. Thatis,

M =M |[Mz || Mg .

EachcompmentM; hasonestatevariabley;. In M1, the statevari-
ablev; cantake 4 valuesandthusmustbeimplementedy 2 binary
variablesthe othertwo statevariablegv,, v3) arebinaryvariables.
Thevariablev,, which appear®ntheedgesn My, is aprimaryin-
put. Thepropertyof interestis AG(vy # 3), i.e., State3 in M1 is not
reachabe. Theright partin Fig. 2 givesthe statetransitiongraph
of the concretemodelM. It is not difficult to seethatthe property
fails onthe concretamodel,asshovn by the bold edgeswhich ex-
hibits the length-4CCE (ConcreteCounterExample): (000, 111,
200,211,300).

Lettheinitial abstractiorbeM = My, thatis, only the statevari-
ableappearingn the given propertyis presered, andall the other
statevariablesaretreatedasinputs. Note thatthereis an abstract
courterexampleof length3: (0__, L. _, 2 _, 3. _); thisACE s
spuriousbecausit is notconcretizake on M.

| -p
—& 000—e111—e-200 311

bl

211—e300
—Vg Va4

011—=100:

01 101 210—=301

Va

001 110—=201 310

Figure2: A simpleexample.
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(b) split states & ﬁ
T D)

(c) account for TR of M,
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(e) compute length-4 SORs P

Figure 3: Therefinemenprocess.

Although this exampleis extremely simple, it demonstrategn
importantaspectof the abstraction/refinemermirocess. Refine-
mentmechanisméik e thosein [5, 6], sincethey areactuatecby a
single ACE, might pick only variablev, for refinement.However,
afterthis refinementan ACE of length 3 still exists; for example,
it couldbe (00-, 10., 21, 30.). This shavs that{v,} is nota suf-
ficientrefinemensetto kill the ACE(0._, 1_._,2__,3_)). Thisis
suggestie of the dangerof placingtoo muchrefinemenemphasis
on asingle ACE. Of course thisis muchmoreof a problemwhen
the SORscontainan extremelylarge numberof shortestACES. In
this casechoasingthe refinementariableson the basisof a single
ACE couldbeineffective.

We now discussandillustratethe proposedramevork of gener
ational SOR-basedefinementusingthe abose example.Notethat
in building the SORs,self loops andback edgesare prunedaway
to focuson the shortestACEsin the currentabstracimodel. In the
initial abstracimodelM = M1, all the shortestACEsare of length
3, andthe SORsare just the 4 statesof M1, conrectedby the 4
forwardedges.

Becausehe first geneation of shortestACEsare of length 3,
we startour refinementprocessy dealingwith all theselength-3
SORsuntil all of themarekilled. Theseinitial SORsareshavn in
Part (a) of Fig. 3. Notethatin M; only edgedrom state? to states
1, 2, and 3 arelabeled. As discussedbelav in Section5, these
labelscauseourvariableselectiorroutineto pick variablew for the
first refinement.The refinedabstracmodelwill beM = M || My;
however, M is not constructedn this naive way, but by a more
efficient two-stepprocess.

First,we split the statesaccordingto thelabelson their outgoing
edges,asshaovn in Part (b) of Fig. 3. Becauseof the label v, A
V4, the last abstractedge,(2__,3..), is split into 2, ratherthan4
refinededges. State20_ is now backward unreachale from —p,
soits two incomingedges(10_,2Q) and(11,2Q), areremoved.
Theoutgdng edgedrom State01 areremovedbecaus®l is not
aninitial state. Statedike 20_ arecalledthe deadend states.The
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Figure 4: The effect of the generationalefinementwith the re-
finementminimization.

concept of deadendstatesis critically involved in the refinement
variableselectionalgorithm,asdiscussedelav in Section5. We
muststresghatall thesesplits,which make the SORschangefrom
the onein Part (a) to the onein Part (b), are donebefore M is
broughtin.

Thesecondstepof refinements to actuallytake thecompgsition
of M2 with the remainingedgesof the SORs(i.e., thoseedgesin
Part (b)). Thiskills theedgeq11_,21) and(21,31), andleadsto
thereducedSORsin Part(c).

After the aborve refinemenstep,we arestill atthelength-3gen-
eration; the numberof length-3spuriousACEsis decreasedbut
we have notkilled themall. At this point, vz will beselectedasthe
next refinementvariable. We then proceedto againtake the first
part of the two-steprefinementprocessasillustratedin Part (d).
Theresultis adisconrectionof | and—p, sinceafterthis reduction
thereis no outgoirg edgefrom the soleremaininginitial state.

At this point,we have proventhatthereis no CCEof length3, so
this generatiorof refinementss complete.Note thatduring these
two refinementteps(i.e., addingv, andaddingvs), the SORsare
upddedincrementally thatis, insidethe existing SORs.The BDD
don't caresassociatedvith this incrementalprocesslend critical
efficiengy to the SORsrefinemenprocess.

Next, werehuild the SORsfrom scratchwhich now areof length
4, asis shawvn in Part (e). This final setof SORscontainsa single
ACE, which is concreizable, as discussedabove in referenceto
Fig. 2. Sowe know the givenpropaty fails.

Theeffect of thegeneratioal refinementss illustratedin Fig. 4,
which is obtainedfrom a real-world circuit on which the given
propertyis true. Theuppercurwe is the numberof statevariablesn
theabstractodelatdifferentrefinemenstepsandthelowercurve
is the shortestACE lengthsat differentrefinementsteps.A gener
ation consistsof anumker of consective refinemenstepsall with
SORsof the samelength. Note that every time the shortestACE
lengthchangesthenumberof abstractariablesmaydecreasethis
is dueto the greedyrefinementminimization procedire that tries
to keepthe abstractiorassmallaspossible.Our experienceshavs
thatthisis critical in achiezing a high abstractiorefficiengy.

4. The Algorithms

Let {S,S',...,S-} be the lengthL synchrotized onion rings,
wheres is the setof initial statesS- consistsof statessatisfying
-p,andtheS (0< j < L) isthesetof abstracstateontheshortest
abstracpathsfrom € to S-.

GRAB(M,®) {

1 M= INITIALABSTRACTION(M, ®)

2 while (1) { //Loop over SORswith differentlengt

3 {9} = coMPUTESORS(M, ®)

4 if ({3} is empty)

5 return TRUE

6 CCE= MULTITHREADCONCRETIZATION(M, ®,{3})
7 if (CCEnotempty)

8 return (FALSE, CCE)

9

{K}=1{s} ,

10 while (1) { //Loop over refinemetts for currentlength
11 M = REFINEABSTRACTION(M, {S:})
12 {Sk} = REDUCESORS(M, {S}, ®)
13 if ({Sk} is empty)
14 break
5}
16 M = REFINEMENTM INIMIZATION(M,{S })

I

REFINEABSTRACTION(M,{S}) {

17 ws={}, wg =W

18 while (Jws| < threshdd) {

19 v= PICKBESTVAR(M,{S})

20 ws = WsU {v}, wg =we \ {v}

21 }

22 return COMPUTEABSTRACTION(M,ws) }

Figure5: Abstraction-RefinemerglgorithmGRAB.

4.1 The Overall Algorithm of Gras

The pseud codeof our abstractiorandrefinementalgorithmis
givenin Fig. 5. We call the algorithm GRAB, for Generational
Refinemenbf Ariadnes Bundle. GRAB acceptsaasinputsthe con-
cretemodd M andthe property® (in this paper ® = AG p, where
p is apropostional formulaover the statevariables.)

First,aninitial abstracmodelM is createdwith only thosestate
variableghatappeain thelocal supportof the property Theouter
loopisoverthelength,L, of thecurrentgeneratiorof refinedSORs.
As the abstracmodelis graduallyrefined,L is guaranteedo grow
monotorically in the outerloop.

The actionstartsin Line 3, whereBDD-basedforward reacha-
bility analysisis usedto comptte the forward onionringsfrom the
initial statesto —p states.If —p cannotbereachecnM, it cannd
be reachedin M either In this caseof early termination, GRAB
returnsTRUE. Otherwise we computethe first setof SORsof the
currentlengthlL.

A SAT-basedconcretizatiortestof the currentthe SORsis then
conduwctedon the concretemodel. Here,we simultaneouslytry to
concretizeall the ACEspresentin the SORsby one SAT instance.
If any ACE of the currentlength canbe concretizedwe have the
secondcaseof early termination(Line 8). Thusthe property® is
proved FALSE, and the CCE (ConcreteCounterExample)is re-
turned.

Otherwise,we startthe innerloop over the refinementdor this
generation. The length of the SORs(éR standsfor the “reduced
SORs")doesnotchargein theinnerloop, but thenumberof ACEs
in it decreasemondonically. Notethatthereis no concretization
testin the inner loop, for all the ACEsin $ have beenproved
spurious.

Eachtime the abstracimodelis refined(Line 11), the SORsare
reducedLine 12) until all the spuriousACEsin themareremoved.
Typically a few passeghroughthe innerloop producethe break-
out, which impliesthe currentgenerdion of refinementonstitutes
asufiicient setthatkills theentirelengthL SORs.



The detailsof the subpocedurecalls at Lines 6 and 16 will be
discussedn the following two subsectionsWe resene the treat-
mentof REFINEABSTRACTION (Line 11) andthe gametheoretic
heuristicrick BESTVAR for Section5.

Priorartin abstraction/refinemeiaigorithms[5, 6, 4] canbede-
scribedwith a similar framewvork of pseudoode. However, these
algorithmsareall basedntheanalysisof asingleabstractourter-
example. We note that even an optimum refinementbasedon a
single ACE could not necessarilyguarartiee a good overall refine-
ment,althoudh our experimentakesultsshav thatsometimegood
resultscanbeobtained We will compae GRAB to thesealternatve
methodsdn the experimentalkesultssection.

4.2 Multi-Thr eadConcretization Test

The multi-threadconcretizationtestis formulatedas a satisfi-
ability problem,which canbe solved by the state-of-the-arSAT
solvers. For this purpose the concretetransitionrelationsare un-
rolled to length L and constrainedat eachtime stepby the corre-
spondng SOR.To achieve this, we translatethesesSORsinto the
CNF (Conjundive Normal Form) format. Let the CNF formula
Y = WYy A Ws, whereWy representshe bounded concretemodel,
andWs represetshe constraintdrom the abstractSORs.

Wm l(XO) /\0§|<LT(XI’WIaXI+1) )

Ws = Aga<tS(X),

whereX! andW! arethe statevariablesandinputsat the I™" time
step.(Wwu is constructedy unrolling the concretemodelexactly L
time stepsandrepresentinghe new bounda& modelwith only and
gatesandinverters. The and-irverter graphis thentranslatednto
the CNF format.) Note thatthis is similar to building a lengthL
instancein BoundedModel Checking(BMC) [2].

In theBDD-basednodelchecler, eachs of the SORsis aBDD
representationf asetof statesatthe |t time step.In orderto build
the CNF formula for 3(X'), an and-inverter graphmustbe built
for that BDD; in our implementation this is doneby corverting
eachBDD nodeinto a 2-input multiplexer (which in turn canbe
representedby 3 nand gates)[10]. Oncethe and-irverter graphs
arebuilt, encodng theminto CNFis straightforvard.

Y is satisfiablaff thereexistsa concretecounterexampleinside
the abstractSORs. If satisfiable the assignmenteturnedby the
SAT solverrepresentsa CCEfrom aninitial stateto a —p state.

4.3 RefinementMinimization

Given a sufiicient setof refinementvariables,andthe spurious
ACE(s), the refinementminimization problem can be definedas
finding the minimal subsebf refinementariablesthatcankill the
spuriousACE(s). Refinemeniminimizationwasfirst propcsedin
[22] andthenusedin [4], wherea single ACE was used;the re-
finementminimizationwastriggeredevery time a singleACE was
killed.

In our method,however, we do not try to achieze sucha local
minimality; we conduct the minimizationonly at the end of each
generationwhenall the lengthL. ACEshave beenkilled. There-
sult is a potentially more global mimimality — the minimal set of
refinementvariabless with respecto the bundleof ACEs.

Our refinemenminimizationalsousesthe SAT solvers,andthe
satisfiability checksin it is similar to the multi-threadconcretiza-
tion test. For eachvariablein the sufficient set,we first try to re-
move it from the set,the SAT solver is thenusedto checkwhether
the killed ACEscomeback. If they do not comeback, that vari-
ableis provedto be redundan otherwise it mustbe addedback.
Unlike themulti-threadconaetizationtest,the satisfiabilitychecks

here are conduded on the abstractmodels,so they can be much
easierto solve.

5. Game-Theoktic Refinemert

In this sectionwe explain the algorithm usedin REFINEABS-
TRACTION, andwe dothisby first formalizingtherefinemenprob-
lem asa game. The setof invisible variables X, arethe free vari-
ables(i.e., inputs)in M. Let X be partitionedinto two sets(X =
WE Uws): Wg arethevariablescontrolledby ahostileernvironment
to force the abstractsystemM throughthe spuriousACEs; the re-
maining variablesws are controlled by the abstractsystemM to
play againsthe hostileenvironmert.

Given M, the two setswg, ws and a tamget predicate—p, the
modelcheckirg of AG p onM canbe viewed asa two-playercon-
currentreachabilitygame[8][13]. Thepositionsof thegamecorre-
spondto thestatef M; thetwo playersarethehostileenvironmert
andthe abstractsystem From one positionX (X is a valuationof
X; similarly let capitalvaluesof othervectornamesstandfor their
valuations),the ervironment(player) choosesvaluesfor the vari-
ablesin wg andsimultaneouslyhe systenplayer)choose values
for variablesin ws. The new positionis comptted asthe uniqueY
satisfyingT (X, X,Y). Thegoal of the hostileenvironmentis to go
throughspuriouspathsandreacha statelabeled—p in spiteof the
abstracsysterts opposition.

A (memorylessktratgy for the environmer is a function that
mapseachstateof M to onevaluationof thevariablesin we. Like-
wise, a strat@y for the systenis a functionthatmapseachstateof
M to onevaluationof thevariablesin ws. A positionX is awinning
positionfor theervironmert if thereexistsanervironmentstrategy
suchthat, for all systemstratgies, —p is eventually satisfied. If
wg = X (thehostileervironment controlsall theinvisible variables)
andM is deterministicthe ervironmentcanforce the systemalong
ary spuriousACEs. Note thatthis is exactly the casein M before
therefinement.

Therefinemenproblemcanbe statedasfollows: Amongall the
possiblepartitionsof X = wg Uws, we chocse the one that gives
the ervironmentthe leastnumbe of winning positions. Note that
in a “MinMax” gamewithout a “win-win stratgy”, the partition
thatfavorsthehostileervironmentheleastalsofavorstheabstract
systenmost. Thenwe refinewith the variablesin wg by adding
theirtransitionbit-relationinto the abstractmodel;this makesthem
notfreevariablesary more(in thegame they will becontrolledby
theabstracsysten

Given a partition {wg,ws} of the X variables,and the abstract
SORs{S'}, the environments winning positionsinside S canbe
representedymbolicallyas

Iwe.Yws 39.[F (%) AT (%, %, 9) A FTL(Y)]

which is the setof statesfrom which the hostile ernvironmen can
force the abstractsystento Sit1 despiteits opposition. Note that
althoughuniversd abstractioris not the sameoperationascompc
sition, they both reducethe numter of enalded edges. Further it
canbeshavn thatwhenan edgelabel hasa variablewhich factors
outofitslabel(all theedgesn Fig. 6 excepttheedgefrom states to
state7), thencomposinghatvariablewith theabstractnodelsplits
theabstracedgeinto 2 edgeginsteadof 4). For suchedgesa split
is createdjn which oneof thetwo split nodeshasno fanout—that
is, it is adeaden split.

Let usconside the abstractmodelin Fig. 6 asanexample.Sup-
posel = {1,2,5,6}. Then, ¥ =1 = {1,2,5,6}, S' = {3,4}, X =
{g, f}. Whenthepartitionis suchthatwg = {g} andws={f}, the
winning positionfor theervironment is {1,2}. Statel is awinning
positionfor theernvironmentecausewhenthehostileervironmen



Figure6: lllustrationof thewinning position.

chocsesthevaluationg = 1, theabstracsystenwill beforcedto a
—p state(either3 or 4) no matterwhatits strat@y (thevalueof f)
is.

Giventhepartition {wg, ws}, thenormalizedhumberof winning
positionsfor the ervironmert insideabstractstatesS canbe com-
putedas

Nwews) _ [FWe-YWs 39 [S (R) AT (X%, Y) A )]
‘ 1S/(%)]

Here|.| standsfor the cardinality (or numberof states).For the
purpcseof refinementwe seeksucha partitionthat, whenadding
the wg variablesinto the abstracimodel,removesthe largestnum-
berof spuriots edges N;j, the estimatechumberof spuriousedges
that might be killed, is a goad indicator of the impactof refining
with respecto the wg variables. Thuswe preferthe partition that
givesN; thelowestvalue.

Accordingto thedefinitionof Nj andthegivenexamplein Fig. 6,

NS Z 1,
N{SH Z g5,
NGEPHE — 0.2,
N9 Z g

Thisindicatesthatg is a bettercandidatehan f for therefinement,
becawse putting g alonein ws gives the hostile environmen one
winning position,while putting f alonein wg givesit two winning
positions.

Our refinemengoalis to selecta smallsetof invisible variables
into ws suchthatthe partition {wg, ws} minimizesthe

Ni[WE s} 3 v{WE ) WS} .
<<l

This is greedilyappraimatedinside REFINEABSTRACTION: The
onevariablethatminimizesthe abore numteris repeatedlypicked
(Line 19in Fig. 5). In ary case thosews variablestogetherwith
their transitionbit-relation,will be putinto our refinedmodel.
Thecompuationof Iwe.¥ws. 3.[S (R) AT (X, %, ¥) ASIHL(9)] can
bemademoreefficientby pulling §' out of thequartifications,and
by sharingthecommornintermediateesult3y. [T (%, %, §) ASI+1(9)].
We alsopoint out that, the subset{wg, ws} containsonly invisible
variableghatarein thelocal suppat of the currentabstracmodel.

6. Experiments

We have implementedthe GRAB algorithm and two compet-
ing refinementalgorithmsin VIS-2.0[3, 21]. We useCUDD for
the BDD-basedcomputationand Chaf [19] asthe back-endSAT
solver. Theexperimeriswererununder Linux onanIBM IntelliS-
tationwith a 1.7 GHz Intel Pentium4 CPU, 2 GB of RAM. CPU
timesarein secondsaindareall-inclusive.

Table 1 comparegwo variantsof the GRAB algorithm against
theBDD-basednvariantcheckingalgorithmin VIS (Cl), Bounded
Model Checking(BMC), the SepSetalgorithm [6], a variant of
SepSetalled SepSet+andthe conflict analysisalgorithm of [4].
The ClI experimernts consistof forward reachabilityanalysiswith
early termination. For BMC, only the timesfor failing properties
arereported. (BMC in VIS checksfor inductive invariants, but
noneof ourinvariantsis inductive.) The variantof GRAB denoted
by GRAB- doesnot performrefinemeniminimization. Thevariant
SepSet+differs from SepSebecausdt minimizesthe numberof
variablesin the separatiorset,insteadof the sizeof the separation
tree.

Eachmodelcheckng runwaslimited to 8 hours.Dynamicvari-
ablereorderingwasenabledwith methodsift) for all BDD opera-
tions. The comparisorwasconductedn 14 models,comingfrom
bothindustryandthe VIS verificationbenchmark [21].

In Table 1, the secorml columnlists the numberof binary vari-
ablesin the coneof influence(COl) of the property Thethird col-
umn shows the length of the counterexample,or of the last ACE
encouwnteredby GRAB if the propertyholds(indicatedby a T).

For eachof the abstractiorrefinementmethodscompared iter
is the numberof refinementterations;regsis the numter of state
variablesin the proof or disproof.If anexperimentranout of time,
thenumbe of iterationsperformedup to thatpoint andthe number
of statevariablesn thelastabstractmodelaregivenin parenthses.
For GRAB we alsoreportsat, the time spentin the SAT solver
during ACE concretization.Note thatin GRAB iter canbe larger
thanregsbecaus®f refinemenminimization.

Note thatbothvariantsof the GRAB algorithmsignificantlyout-
performCl, SepSetandCA in termsof CPUtime. BMC hasthe
besttimesfor severalfailing propertiesbut failsto completefor the
hardesproblemsandfor thepassingoroperties Regardingthesize
of theBDDs, GRAB is muchmoreefficientthanCl; SepSeandCA
have evenfewer BDD nodes, becausehey usethe SAT solwer (in-
steadof BDDs) to computethe refinementunlike GRAB, they do
not needbackwardreachablity analysis.BMC usesnoBDDs.

In thel12-plinstancethesattimefor GRAB is markedy higher
thanelsavhere.Thisis becasel12-plis amodelinheriantlyhard
for BMC/SAT; it is a failing property and BMC cannot solve it
within 8 hours.

Table2 compareghefinal abstraction®f GRAB andCA. In the
table,g is thefinal setof statevariablesproducel by GRAB, while
c is thefinal setof statevariablesproducedoy CA. Thefirst three
columnsarerepeatedrom Tablel.

Table 2 shavsthatin generathereis very goodcorrelationbe-
tweenthe final abstractiongprodued by CA and GRAB. In the
23 experimentsthatboth method completed GRAB and CA pro-
ducedthe samefinal abstractiorin four casesln anotherlO cases,
theabstractiorproducedby GRAB is strictly betterthanthe oneof
CA. Corversely in two casesCA prodwcesan abstractiorthatis
strictly betterthanthe oneof GRAB. Thesedifferencesarein parta
consegienceof applyingrefinemenminimizationonceevery outer
iterationin GRAB, insteadof onceevery inneriteration. The other
sourcef differencearethe orderin which variablesare selected
for refinement(this is what happes in D24-p2) andthe orderin
whichthey areconsideredy the greedyminimizationprocedure.

Thoughwe exerciseddiligencein implementingthe algorithms
of [6, 4], thereremaindifferencesbetweenthe originals and our
rewritings. For instancepur currentimplementationconsiderghe
bit relation of one statevariableasan atom: Whena variablebe-
comespartof the abstractmodel, all the statevariablesin its sup-
portbecomenputsto themodel. Thisis notthe caseof theoriginal
methodsof [6, 4], andwill in somecasedmpedethe searchfor a



Table 1: Performanceomparisorfor invariantcheckingalgorithms.

‘ circuit | COI ‘ cex H Cl H BMC | SepSet | SepSet+ I CA GRAB-— GRAB |
regs | len time time || time [ iter [ regs [| time | iter | regs || time [ iter [ regs | time | iter | regs || time [ iter [regs|[ sat]
DIpl [ 101 | 9 45 1 48] 11] 38 747 9 21 98] 15| 26 9] 18] 21 9] 18] 21 1
D23-p1| 85 5 7 1 8 2 21 17| 2 21 11 1 21 29| 5| 23| 20] 5| 21 1
D24-pl| 147 | 9 >8h 27 1 0| 4 1 0 4 1] 0 4 1] 0] 4 1] 0| 4 1
D24-p2| 147 | T(9) || >8h - 6982 2 8| 7087 2 8| 2153 34| 77 1] 3| 8 3] 3| 8 1
DI-p2 | 101 | 13 1947 2 [ 1774] 27| 45| 962 23| 38| 423| 28| 44| 27| 25| 28| 51| 37| 23 1
D22-p1| 140 | 10 58 2| 615] 3] 133|| 1005| 5| 135| 728| 3| 133 537 3| 134| 720] 3| 132 1
DI-p3 | 101 | 15 1157 3| 623] 22| 36| 446] 19| 32| 636] 25| 39 39 23] 27 56| 34| 25 2
D24-p5| 147 | 1(2) || >8h - 310 4 7 944 3 7 36| 4 11 4] 4] 6 3] 4 5 1
Di2-pl| 48 | 16 5 5| 106 22| 32 124 20| 35 64| 12 28 6| 17| 24 14| 25| 23 1
D2-pl | 94 | 14 166 6| 147 5| 48 280] 5 48| 239 7 50| 124| 5| 53| 180 10| 48 1
Di6-pl| 531 | 8 837 10| >8h| (35)| 41) || >8h| (36)| (41)| 8%0| 3 16| 282 9| 14| 92| 9| 14 5
D24-p3| 147 | 1(3) || >8h -I>8n] @] @ >8h| @] & 62| 5 11 37| 6| 8 20] 6 8 1
D5-pl | 319 | 31 513 58 43| 4| 13 148 4 13 82| 3 13 26| 9| 18 31| 9| 18] 12
D24-p4| 147 | 1(3) || >8h - 545 4 7 711 4 7 70 5 11 29| 6 8 43| 6 8 1
D21-pl| 92 | 26 63| 3787| 3790 39| 88| 2402| 36| 85| 1922| 28| 79| 1010 11| 76| 2817] 26| 66 3
B-p1 124 | T(18) || 7453 - [ 4359 14| 27| 4360] 14| 27| 284 5 19] 88| 19| 24| 173] 19| 18 6
B-p2 124 | 17 | 1298 150(| 110 2 7 115] 2 7] 108] 2 7| 220] 8] 13|| 93] 8 7] 11
MO-pl | 221 | T(3) || >8h ->8n] ©] ® >8h| (O] @] 1182 9 19| 219] 14| 17| 136| 14| 16| 20
B-p3 124 | T(4) | 12466 -T>8h [ (& | (80) || >8h | (95)| (01)| 167| 6| 42| 144| 35| 52| 223 35| 43 2
D21-p2| 92 | 28 152 || 10515] 4146] 36| 85| 2930] 37| 86| 2962| 30| 83| 2079] 19| 89| 4635 41| 70 6
B-p4 124 | 1(5) || 708 - | 9255] 49| 67| 1030 | 54| 68| 228] 8 43| 157| 36| 54| 393] 47| 42 3
B-p0 124 | T(17) || 7467 -T>8h [ GH| BL) | >8h [ (39)| (47| 2644] 7 49| 330] 28] 29| 1256] 32| 24| 10
rcu-pl | 2453 T(2) || >8h - 375 7] 11| 375 7 11 >8h| 5| (9| 197] 9] 12| 195] 9| 10 0
D4-p2 | 230 | T(19) 765 -T>8h| ()| (@6)|| >8h | (10)| (22)] >8h| (3| (171)|]| 682| 38| 69| 1103] 69| 38 6
12-p1 | 119 | 370 | >8h|| >8h| 6202] 26| 31| 6062 26| 31| >8h| (3)| (61)] 3025| 15| 20| 2503] 30| 16| 1382
goodabstraction However, the dravbackis sharedby all methods -
we implementegandthereforeshouldnot have a majorimpacton g ¥ 3 o
the compaisonwe present. B, T E . o
Furtherevidence for the importanceof global guidarce is pro- g AL 5 .
vided by an analysisof abstractiorefficiency for 80 mid-sizetest 7 e 5 . g e P ¥
casedrom theVIS Benchmark. Eachtestcasehasa passingorop- 2 S . = w1 N
ertyandanon-trivial abstractmodel. (It requiresatleastonerefine- _ “ W F - © AR
mentiteration.) The abstractiorefficiency is 0 (100% if the final g ol T ’ £ onl tff N
modelcontainsall (no) statevariables.Fig. 7 shavs scatterplotof < . T A .
the abstractiorefficiengy of SepSetCA, and GRAB. SepSet+be- T e e e O e T e e 10

haveslike SepSetEachpoint belon the diagoral represents win
for GRAB.

Table 2: Thecorrelationbetweerthefinal proofs(GRAB vs.CA).

circuit | COIl | cex gl Ic] | [guc] | [gnd] [ Jg\¢] | [c\g] | subset?
Di-pl | 101 9 21 26 27 20 1 6 no
D23-pl| 85 5 21 21 21 21 0 0] yes
D24-pl| 147 | 9 4 4 4 4 0 0| yes
D24-p2| 147 | T(9) 8 77 77 8 0 69| strict
D1-p2 | 101 | 13 23 44 44 23 0 21] strict
D22-p1]| 140 | 10 || 132] 133| 133]| 132 0 1] strict
D1-p3 [ 101 | 15 25 39 40 24 1 15] no
D24-p5 | 147 | T(2) 5 11 11 5 0 6| strict
D12-pl| 48 16 23 28 28 23 0 5| strict
D2-pl 94 14 48 50 50 48 0 2| strict
D16-p1| 531 8 14 16 16 14 0 2| strict
D24-p3] 147 | T(3) 8 11 13 6 2 5 no
D5-p1 | 319 | 31 18 13 18 13 5 0| strict
D24-p4| 147 | T(3) 8 11 13 6 2 5 no
D21-pl| 92 26 66 79 81 64 2 15 no
B-pl 124 [T(A8) || 18 19 19 18 0 1] strict
B-p2 124 [ 17 7 7 7 7 0 0[] yes
MO-p1 | 221 | T(3) 16 19 21 14 2 5 no
B-p3 124 [ T(4) || 43 42 43 42 1 0] strict
D21-p2| 92 28 70 83 85 68 2 15| no
B-p4 124 [ T(5) || 42 43 43 42 0 1] strict
B-p0 124 | T(17) 24 49 49 24 0 25| strict
rcu-pl | 2453| T(3) 10 9) ? ? ? ? | strict
D4-p2 | 230 | T(19) || 38| (171) ? ? ? ? ?
112-p1 [ 119 [ 370 16[ (61) ? ? ? ? ?

Abstraction efficiency by method GRAB Abstraction efficiency by method GRAB

Figure 7: Comparisorof the abstractiorefficiengy: (1) GRAB vs.
SepSet(2) GRAB vs.CA.

Scatterplotgor the otherpairsof methodgnot shawn for lack of
spaceshav no clearwinner.

Refinemenminimization,thoughessentialor goad performance
of CA, doesnot alwaysimprove CPU time when appliedto our
refinementscheme:The time spentcheckingthe variablesfor re-
dundang/ andthe additionaliterationsarenot alwaysoffset by the
reductionin the sizeof theabstractionNonethdess,we arguethat
aswe progressowardlargermodels refinemenminimizationadds
to therobustnessf themethod

7. Conclusions

Recenabstractiorrefinementesearctandadwancesin SAT sol-
vershave led to model checkingalgorithmsthat exhibit muchin-
creasedobustneson problemswith hundredsof statevariables,
and are beginning to foray into the thousads of variables. The
combinationof decisionprocediresthat characterizeshosemeth-
odsraisesheissueof globalversudocal guidan@in thesearchor
counterexamples.

In this paperwe have shavn that significantperformancem-



provements canbe achieved by emphasizig global guidane. For
agiveninvariant,our approat analyzesll counterexamplesof the
shortestengthat once. This leadsto higherabstractiorefficiency
relative to methodsthat basethe refinementon the analysisof one
courterexampleonly. Ourapproab to refinements scalabldn the
senseahatthe computationof the refinementonly requiresthe ex-
aminationof the abstracimodel. We still needthe concretemodel
to checkwhetherabstractourterexamplesarespuriousputin our
experimeristhecostof concretizingmultiple pathswasusuallyless
thanthecostof SAT-basedefinemenproceduresA practicalless-
eningof the concretizatiorcheckproblemmay alsocomefrom an
incrementabpproacHik e the oneof [1].

Ourcurrentwork aimsatexploring furthermechanisméor global
guidarce,in particularwith regardto thetrade-of betweercostand
predictve power, andthebiasbetweertrying to prove or disprove a
property Thegranularityof therefinemenhasalsogreatimpacton
performarce,andour efforts aredirectedat providing morecontrol
over this parameter

Futurework includeswidening the locality scopeof the setof
refinementcandidateswhich is currentlylimited to theimmediate
suppat of the currentabstraction.We have notedcasesn which
variablesthat arein the suppat of the local supportgive a better
refinementdueto increasedleaded split prodiction. We arealso
consideing making the definition of abstractionefficiency more
precise,to distinguishbetweentruly successfurefinementalgo-
rithms, and algorithmsthat repeatedlypick mary poor variables,
andthenrely on refinementminimization. In somecasesve have
studied the SAT-basedconflictanalysismethodfallsinto thislatter
category.
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