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Abstract. We presentan extrapolationwith care setoperatorto accelerateter-
minationof reachabilitycomputationwith polyhedra.At thesametime,a coun-
terexampleguidedre�nement algorithm is usedto iteratively expandthe care
setto improve the precisionof the reachabilitycomputation.We alsointroduce
two heuristicalgorithmscalledinterpolateandrestrict to minimize thepolyhe-
dral representationswithout reducingtheaccuracy. We presentsomepromising
experimentalresultsfrom apreliminaryimplementationof thesetechniques.

1 Intr oduction

Staticanalysisbasedonabstractinterpretation[9] andmodelchecking[7, 27] arepop-
ular techniquesfor programveri�cation. They bothrely on �xpoint computation,with
the former heavily employing widening [11] to ensuretermination.The precisionof
a wideningoperatoris crucial for the effectivenessof abstractinterpretation.Often a
wideningoperatoris carefullydesignedby theusera priori for anabstractdomain,and
if it doesnotprovideenoughprecision,theusereitheracceptstheresultasinconclusive
or hasto redesigntheoperator. In thispaper, weusecounterexampleguidedre�nement
developedin model checkingto automaticallyimprove the precisionof reachability
computationusingthepolyhedralabstractdomain.

Widening for convex polyhedrawas introducedin [11] for numericalrelational
analysisandlater extendedto veri�cation of integer-valuedprograms[15] andlinear
hybrid systems[16]. Theoperatorwasgeneralizedin [5] andin [2] to powersets(or �-
nite unions)of convex polyhedra.Approximationtechniqueswerealsostudiedin [17],
wherean extrapolationoperatoris introduced.The differencebetweenwideningand
extrapolationis that the latterdoesnot guaranteetermination.Thewideningprecision
canbe increasedby partitioningmethods[20]. In [1], a wideningalgorithmwas in-
troducedby combiningseveral known heuristicsandusingconvex wideningasa last
resort.In all thesepreviousworks,thereis noautomaticre�nementinvolved.

In modelchecking,counterexampleguidedre�nement[21, 6, 3] hasbeenusedto-
getherwith predicateabstraction[13] to verify softwareprograms.Predicateabstrac-
tion relieson �nite setsof predicatesto de�ne abstractdomains,andthereforecanbe

? This is anewerversioncontainingacorrectionto Algorithm 1. Theoriginalversionof thispa-
perappearedin theProceedingsof CAV'07, in whichAlgorithm 1 wasnotpresentedcorrectly.
Theproblemwasfoundand�x edbeforetheconferencepresentation.Thecorrectversionwas
presentedin CAV'07.
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viewedasan instanceof domainre�nement in abstractinterpretation.However, �nite
abstractionsin generalarenot aspowerful asanin�nite abstractdomainswith widen-
ing for Turing equivalentprogramminglanguages[10]. Although our new procedure
usesa backward counterexampleanalysissimilar to thosein [3], our goal is to re�ne
thecaresetin thesameabstractdomaininsteadof creatinga new abstractmodel(or a
new abstractdomain).

In a recentwork [14], Gulavani and Rajamanialso proposeda counterexample
drivenre�nementmethodfor abstractinterpretation,which identi�es the�xpoint steps
at which precisionlosshappensdueto wideningin forward�xpoint computation,and
thenusetheleastupperbound(convex hull for convex polyhedra)insteadof wideningat
thosesteps.In effect,theirre�nementproceduresimplyskipsthewideningatparticular
steps(theleastupperboundof two consecutivesetsP andQ of a �xpoint computation
is actuallyQ, sinceP v Q). Our re�nementproceduredoesnot merelyskip theover-
approximation;instead,it producesa re�ned caresetto guidethedirection-of-growth
in over-approximationat thenext iterationof there�nementloop.

Wede�ne anew operatorcalledextrapolationwithacareset. GiventwosetsP v Q
andacaresetC suchthatQ \ C = ; , theextrapolationof P with respectto Q underC
is a setS suchthatQ v S andS \ C = ; . In reachabilitycomputation,thecaresetC
is initially empty—inthiscasethenew operatorcanbesubstitutedby normalwidening
whoseresultS = Pr Q satis�es both Q v S andS \ C = ; . If a given invariant
property holdsin theover-approximatedreachableset,thenthepropertyis proved.
Otherwise,we intersectthis over-approximatedsetwith :  , pick a subset,andstarta
precisebackwardanalysisin orderto build a counterexample.If a counterexamplecan
be found, thenwe report it asa real error; otherwise,it remainsto be decided.In the
lattercase,weanalyzethespuriouscounterexampleandproduceanew caresetC. The
expandedcaresetC is usedwith extrapolationto computea new reachability�xpoint.
This iterative re�nement processcontinuesuntil eitherenoughprecisionis achieved
to derive a conclusive result,or thecomputingresourcesareexhausted.Note that the
entireprocedureis automatic,whereasfor theexisting wideningtechniques,typically
theuserhasto redesignthewideningoperatormanuallywhena falsebug is reported.

We proposea setof algorithmsfor implementingthe new operatorin the domain
of convex polyhedra.For two powersetsP andQ of convex polyhedra,we apply the
proposedoperatorto individualpairsPi 2 P andQi 2 Q only whenPi v Qi . In prac-
tice, theuseof acaresetcansigni�cantly increasetheprecisionof programanalysisin
thepolyhedralpowersetdomain.We alsointroducetwo new operatorscalledinterpo-
lateandrestrictto heuristicallysimplify thepolyhedralrepresentations.Applying these
two operatorsduringforwardandbackwardreachability�xpoint computationsdoesnot
causea lossin precision.

Thereis ananalogybetweenour wideningcriterionandtheover-approximationin
interpolant-basedmodelchecking[24]. That is, both aregoal-directedandmay over-
approximatethe reachablestatesby addingany statethat cannotreachan error in a
givennumberof steps,or alongagivenpath.Ourmethodcanbene�t from otherrecent
improvementsin widening-basedapproaches,suchas lookaheadwidening [12]. Im-
provedwaysof selectingextrapolationpointscanbene�t us also.Overall, we believe
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thatour goal-directedapproachfor improving precisionis complementaryto theseap-
proachesbasedmostlyonprogramstructure.

2 Preliminaries

2.1 Abstract Inter pretation

Within thegeneralframework of abstractinterpretation[9], theabstractpostcondition
andpreconditionoperations,aswell asthe leastupperbound,mayall induceapprox-
imations.Wideningis usedto enforceand/orto acceleratethe terminationof �xpoint
computationssincein generalthecomputationmaynothavea�xpoint or haveonethat
cannotbereachedin a �nite numberof iterations.

Widening (cf. [9]). A wideningoperatoron a partialorderset(L; v ) is a partial func-
tion r : L � L ! L suchthat

1. for eachx; y 2 L suchthatxr y is de�ned,x v xr y andy v xr y;
2. for all ascendingchainsy0 v y1 v :::, theascendingchainde�ned by x0 := y0

andx i +1 := x i r yi +1 for i � 0 is not strictly increasing.

An operatorsatisfyingthe�rst conditionbut not thestrictly increasingrequirementof
thesecondconditionis calledanextrapolation[17]. In thesequel,we user to denote
bothwideningandextrapolationwhenthecontext is clear. Sincethereis morefreedom
in choosinganactualimplementationof anextrapolationoperatorthanwidening,it is
possiblefor extrapolationto producea tighterupper-boundsetthanwidening.

For programveri�cation, weconsiderapowersetdomainof convex polyhedraover
alineartargetprogram,whereonly r causestheprecisionloss(i.e.,precondition,post-
condition,and leastupperboundare precise).We want to computethe reachability
�xpoint F = �Z : I [ post(Z ), whereI is the initial predicateand post(Z ) is the
postconditionof Z with respectto a setof transferfunctions.In general,Z is a �nite
union of convex polyhedra.We de�ne  asa predicatethat is expectedto hold in the
program(i.e., thepropertyof interest),thenprogramveri�cation amountsto checking
whetherF v  . To applywidening/extrapolationin thereachabilitycomputation,let
yi +1 = x i [ post(x i ); thatis,

y0 = I x0 = I
y1 = I [ post(I ) x1 = I r y1

y2 = x1 [ post(x1) x2 = x1r y2

y3 = : : :

Reachabilitycomputationin theconcretedomain,asis oftenusedin symbolicmodel
checking[23], canbeviewedasaspecialcase(by makingx i = yi for all i � 0).

2.2 Polyhedral Abstract Domain

Thepolyhedralabstractdomainwas�rst introducedin [11] to capturenumericalrela-
tionsoverintegers.Let Z bethesetof integernumbersandZn bethesetof all n-tuples.
A linearinequalityconstraintis denotedby aT � x � b, wherex; a 2 Zn aren-tuples(x
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is thevariable)andb 2 Z is ascalarconstant.A polyhedronP is asubsetof Zn de�ned
by a�nite conjunctionof linearinequalityconstraints,P = f x 2 Zn j 8i : aT

i �x � bi g.
We chooseto usethis constraint systemrepresentationin orderto be consistentwith
our actualimplementation,which is basedon the Omega library [25]. An alternative
wouldbeto de�ne P asageneratorsystemcomprisinga �nite setof vertices,rays,and
lines.Someimplementations(e.g.,[22]) chooseto maintainbothto take advantagesof
their complementingstrengthsandto avoid theconversionoverheadbetweenthetwo.

The �rst wideningoperatorfor this abstractdomainwasintroducedin [11], often
beingtermedasstandard widening(we follow this conventionfor easeof reference).

Standard Widening. Let P andQ betwo polyhedrasuchthatP v Q; thewidening
of P with respectto Q, denotedby Pr Q, is computedasfollows: whenP is empty,
returnQ; otherwise,removefrom P all inequalitiesnot satis�edby Q andreturn.
The intuition behindstandardwideningis to predict the directionsof growth from P
to Q andthendrop any constraintof P in thesedirections.The �nitenessof the �rst
polyhedron(wherewideningstarts)ensurestermination.

Widening Up-to. Let P and Q be two polyhedrasuchthat P v Q, and let M be
a �nite setof linear constraints.The wideningup-to operator, denotedby Pr M Q, is
theconjunctionof thestandardwideningPr Q with all theconstraintsin M thatare
satis�edby bothP andQ.

Thewideningup-tooperatorwasintroducedin [15, 16] to improve standardwidening
whenever the result is known to lie in a known subset.This subset,or up-to set M ,
is de�ned asa setof constraintsassociatedwith eachcontrol stateof a program.For
instance,if avariablex is declaredto beof subrangetype1..10,thenx � 1 andx � 10
areaddedinto M . If thereexistsa loop for (x=0; x<5; x++) , thentheconstraint
x < 5 is alsoaddedinto M . It is worthpointingoutthattheup-tosetin [15, 16] is �x ed.
It doesnot considerautomaticre�nementadaptive to thepropertyunderveri�cation.

3 Extrapolation with a Care Set

Wede�ne thecaresetto beanareawithin whichnoextrapolationresultshouldresidein
orderto avoid falsebugs.Weuseaprecisecounterexampleguidedanalysisto gradually
expandthecaresetandthereforeimprove theprecisionof theextrapolationwith care
setoperator(de�ned below).

De�nition 1. An extrapolation with a care set C on a partial order set (L; v ) is a

partial function
: C
r : L � L ! L such that

1. for each x; y 2 L such thatx
: C
r y is de�ned,x v x

: C
r y andy v x

: C
r y;

2. for all ascendingchainsy0 v y1 v ::: such that yi \ C = ; , theascendingchain

de�nedbyx0 := y0 andx i +1 := x i

: C
r yi +1 for i � 0 satis�esx i \ C = ; .

De�nition 1 is genericsinceit is not restrictedto any particularabstractdomain.
In this paper, we consideranimplementationfor thedomainsof convex polyhedraand
their powersets.Figure1 providesa motivatingexample,in which P1 andQ1 aretwo
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P2

: C
r Q2

P1r Q1

C

Q1

P1

C
Q2

P2

P1

: C
r Q1

P0

Fig.1. An exampleof usinga caresetwith extrapolation

polyhedraandC is thecareset.P1 is representedby theshadedareain themiddle,and
Q1 is representedby the solid thick lines.From P1 to Q1 therearetwo directionsof
growth.ThestandardwideningP1r Q1 wouldgeneratetheoutertrianglethatintersects
C, therebyintroducingfalsebugs.

We prohibit the growth to the right by using the caresetC in extrapolation.By

expandingonly towardsthe left, the extrapolationresult,denotedby P1

: C
r Q1 on the

left, andP2 (shadedarea)on the right, doesnot intersectC. In thenext �xpoint step,
weconsidertheextrapolationof P2 with respectto Q2 (solid thick lines)underthecare
setC. This time, the standardwidening resultwould not intersectC. Therefore,we
preferthattheresultof extrapolationwith acaresetis thesameasP2r Q2.

3.1 Using the CareSet

We now presentan algorithmto computethe extrapolationwith careset for convex
polyhedra.In the sequel,a linear inequalityconstraintc is alsoreferredto asa half-
spacesinceit representsasetf x 2 Zn jaT �x � bg. Let cbeaconstraintof apolyhedron
P, and let c0 be anotherconstraint(may or may not be in P); we useP c

c0 to denote
the new polyhedronafter replacingc with c0 in P, and useP c

true to denotethe new
polyhedronafterdroppingc from P.

Algorithm 1 Let P @Q betwo polyhedra, andC bea non-emptypowersetsuch that
Q \ C = ; . Theextrapolationof P with respectto Q underC is computedasfollows:

1. build a new polyhedron P 0: for each constraint c of P whosehalf-spacedoesnot
containQ, if P c

true \ C = ; , thendropc.
2. build a new polyhedronQ0: drop anyconstraint c of Q whosehalf-spacedoesnot

containP 0, if Qc
tr ue \ C = ; .

ReturnQ0 astheresult.

An exampleof applyingthisalgorithmis theextrapolationof P1 with respectto Q1

underthecaresetC to generateP2 in Figure1. In this example,P 0 is thepolyhedron
formedby droppingtheleft-mostconstraintof P1; thenall but theleft-mostconstraint
of Q aresatis�ed by P 0, so the resultQ0 is the polyhedronobtainedby droppingthe
left-mostconstraintof Q1. It is clearthattheresultdoesnot intersectwith C. In general,
theresultS of Algorithm 1 satis�esQ v S v Pr Q.

Using this algorithmtogetherwith an iterative framework to improve the careset
canguaranteethatafter re�nement,the previousprecisionlosswill not appearagain.
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However, if all thedirectionsof growth(indicatedby standardwidening)areforbidden
by the caresetC, thenAlgorithm 1 will returnQ. This may lead to postponingthe
wideningoperationforever(whichmayproduceanon-terminatingsequence).In theory,
if desired,we could remedythe terminationproblemby switchingfrom Algorithm 1
backto standardwideningafterasuf�ciently large(but �nite) numberof �xpoint steps.
Anotheralternative is to usethe wideningup-to operatorinsteadof extrapolation,by
acceptingthefact that there�nementof caresetmaystopmakingprogress.However,
thereis a trade-off betweenprecisionand termination,sinceprogramveri�cation in
generalis undecidablein thepolyhedraldomain.In practice,it is oftenpossiblefor the
proposedtechniqueto achievebothterminationandincreasedprecision.

This algorithm is de�ned for two convex polyhedra.In programveri�cation, we
intendto representreachablestatesetsby �nite unionsof convex polyhedra.Weextend
the extrapolationoperatorto thepowersetdomainasfollows: given two powersetsP
andQ, we apply Algorithm 1 only to individual convex polyhedrapairsPi 2 P and
Qi 2 Q suchthatPi v Qi . If Pi 2 P is not containedin any Qi 2 Q (no matching
pair), we simply usePi . Theextrapolationresultis alsoa powerset.This is similar to
theapproachof Bultanet al. [5], exceptthattheirwork doesnotusethecareset.

3.2 Re�nement for Impr oving the CareSet

Let F̂ bethe�xpoint of reachabilitycomputationachievedwith extrapolation,andF v
F̂ be thesetof actualreachablestates.If the invariantproperty holdsin F̂ , then 
alsoholdsin F . If thereexistss 2 (F̂ \ :  ), it remainsto bedecidedwhethers 2 F ,
or s is introducedbecauseof extrapolation.If s 2 F , thenwe cancomputea concrete
counterexample.Otherwise,thereis a precisionlossdueto extrapolation.

We computeF̂ by extrapolationwith caresetasfollows,startingwith C = :  .

– F̂0 = I ;

– F̂i +1 = F̂i

: C
r (F̂i [ post(F̂i )) , for i � 0 until �xpoint.

WhenthecaresetC is empty, the extrapolationwith caresetis equivalentto normal
widening.If thereis anindex f i suchthatF̂f i \ C 6= ; , we stopreachabilitycomputa-
tion andstartthebackwardcounterexampleanalysis(usingpreconditioncomputations),

– B f i = F̂f i \ C;
– B i � 1 = F̂i � 1 \ pre(B i ) for all i � f i andi > 0, if B i 6= ; .

If B0 6= ; , wehavefoundaconcretecounterexampleinsidethesequenceB 0; : : : ; B f i .
If B i � 1 = ; for anindex i > 0, thenthesetB i is introducedby extrapolation.

Theorem1. If thereexistsan index 0 < i < f i such thatB i � 1 = ; , thenB i musthave
beenintroducedinto F̂i byextrapolationduring forward �xpoint computation.

Proof. SinceF̂i = F̂i � 1

: C
r (F̂i � 1 [ post(F̂i � 1)) , the setB i � F̂i is addedeitherby

postconditionor by extrapolation.SinceB i � 1 = ; andB i � 1 = F̂i � 1 \ pre(B i ), B i is
not reachedfrom F̂i � 1 in onestep.ThereforeB i is introducedby extrapolation. ut
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P

Q

c1 c2

c3

Pr M QQ

CC

Pr M Q

c1

c3

c2

P

Fig.2. Two examplesof applyingwideningup-tooperator:M = f: c1 ; : c2 ; : c3g.

We expandthe careset(initially empty)by makingC = C [ B i . After that,ex-
trapolationis allowed only if it doesnot introduceany erroneousstatein B i . Recall
thatextrapolationestimatesdirectionsof growth andthenover-approximatesgrowth in
thesedirections.B i provideshintsaboutdirectionsin whichover-approximationshould
beprohibited.With theexpandedcaresetC, we canre-startreachability�xpoint com-
putationfrom F̂i � 1 whereB i � 1 = ; andB i 6= ; . The badstatesin setF̂ \ :  can
no longerbe reachedthroughthe samecounterexample.This setmay eitherbecome
empty, or remainnon-emptydueto a differentsequenceof F̂i 's. In the lattercase,we
keepexpandingthe caresetuntil oneof the following happens:(1) a concretecoun-
terexampleis foundandwereportthattheproperty fails; (2) thesetF̂ \ :  is empty
andwereportthattheproperty holds;(3) thelimit of computingresources(CPUtime
or memory)is exceeded;in this case,thepropertyremainsundecided.

The correctnessof the iterative re�nement methodis summarizedas follows: (1)
SinceF̂ remainsan upper-boundof F , if a propertyfails in F , then it must fail in
F̂ aswell. Therefore,a failing propertywill never be reportedastrue in our analysis.
(2) Sincewe reportbugsonly whenthe precisebackward analysisreachesan initial
state,only failing propertiescanproduceconcretecounterexamples.Therefore,a pass-
ing propertywill neverbereportedasfalsein our analysis.

We have kept union exact in order to simplify the presentationof our re�nement
algorithm.However, only the requirementof exact postcondition/preconditionis nec-
essary. Union can be madelesspreciseby, for instance,selectively merging convex
polyhedrain a powerset,aslong astheresultingpowersetdoesnot immediatelyinter-
sectthecareset.Thisprecisionlosscanberecoveredby usingthesamecounterexample
guidedre�nement(theargumentis similar to Theorem1).

3.3 Impr oving the Up-To Set

OncethecaresetC is computed,it canbeusedto derivetheup-tosetM for thewiden-
ing up-tooperator. In ouriterativere�nementframework, theextrapolationoperatorcan
bereplacedby r M —this is analternativeway of implementingour iterativewidening
re�nementprocedure.In [15, 16], theoriginal r M operatorrelieson a �x edsetM of
linearconstraints,whichareoftenderivedstaticallyfromcontrolconditionsof thetarget
program.Givena caresetC, we cannegateindividualconstraintsof its polyhedraand
addtheminto theup-tosetM ; thatis,M = f: ci j ci is aconstraintof a polyhedronin Cg.

In widening up-to computationPr M Q, the half-spaceof a constraintin M , or
: ci , doesnot have to containP andQ. If : ci containsP andQ, thede�nition of r M

demandsthat : ci alsocontainsPr M Q. However, if : ci doesnot containP andQ,
then: ci doesnotneedto containPr M Q either. Figure2 showstwo examplesfor this
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computation,whereC is thecaresetandM is thederivedup-toset.In theleft example,
sinceboth: c1 and: c2 (representingareasabove thetwo lines)containQ (henceP),
theresultof Pr M Q is theconjunctionof : c1, : c2, andstandardwideningPr Q; the
constraint: c3 (representingthe areabelow the line) doesnot containQ. In the right
example,sincenoneof the threeconstraints: c1; : c2; : c3 containsQ, the widening
resultis simplyPr Q itself, andtherefore(Pr M Q) \ C 6= ; .

In general,the up-to setM is weaker than the caresetC in restrictingthe ways
to perform overapproximation,so thereis no guaranteethat the widing up-to result
doesnot intersectC. Therefore,it is possiblethatthereachability�xpoint computation
(with wideningup-to)after there�nementof caresetgeneratesa previously inspected
spuriouscounterexample.As a result,althougheachindividual forward reachability
�xpoint computationalwaysterminates,theoverall iterative re�nementloop maystop
makingprogress(a tradeoff).

4 Optimizations

Counterexampleanalysisusingprecisepreconditioncomputationsmaybecomecompu-
tationallyexpensive.In this section,wepresentseveraloptimizationsto make it faster.

4.1 Under-Approximating Backward Analysis

Theoverheadof counterexampleanalysiscanbereducedby under-approximatingthe
setB i for i � f i andi > 0; thatis, at eachbackwardstep,we usea non-emptysubset
B 0

i v B i . For instance,B 0
i could be a singleconvex polyhedronwhenB i is a �nite

unionof polyhedra.Thesimpli�ed counterexampleanalysisis givenasfollows:

1. B f i = (F̂f i \ :  ) andB 0
f i = SUBSET(B f i );

2. B i � 1 = F̂i � 1 \ pre(B 0
i ) andB 0

i � 1 = SUBSET(B i � 1) for all i � f i , if B 0
i 6= ; .

Thecorrectnessof this simpli�cation, that theproof of Theorem1 still holdsafter
we replaceB i with B 0

i , is dueto the following two reasons.First, the preconditionis
precisein our powersetdomain(it would not hold, for instance,in the convex poly-
hedrallatticewhereLUB may loseprecision).Second,theoverall iterative procedure
remainscorrectby addingeachtime B 0

i insteadof B i into thecaresetC—thediffer-
encebetweenthis simpli�ed versionandthe original counterexampleanalysisis that
thesimpli�ed oneusesamorelazyapproachfor re�nement,andit mayneedmorethan
onere�nementpassto achieve thesameeffect asusingB i . WhenusingB 0

i insteadof
B i to computethe careset,we may not be able to remove the spurioussetB i n B 0

i
right away. However, if spuriouscounterexamplesleadingto B i nB 0

i appearagainafter
re�nement,SUBSET(B i n B 0

i ) will bepickedup to startcomputingthenew careset.
Finally, if B 0

0 6= ; , it guaranteesthatthereis arealcounterexamplesinceall precon-
dition computationresults,althoughunderapproximated,areaccurate.What we miss
is the guaranteeto �nd a concretecounterexampleduring the earliestpossiblepass,
becausetheremaybecaseswhereB i 6= ; but B 0

i = ; .
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P ~4 Q

P

Q

B 0
i # F̂

s

s0

pre( ) pre( )

B i � 1

F̂

B 0
i

Fig.3. (a) interpolateand(b) restrict

P # Q

c

(b) empty(: c \ Q)

P

(a)empty(Pc
: c \ Q)

Q

c

P

Q

gistP givenQ

Fig.4. comparinggist with restrict

4.2 Simpli�cations of Polyhedral Representations

We now presenttwo heuristicalgorithmsfor simplifying therepresentationsof polyhe-
drawithout reducingtheaccuracy of �xpoint computation.Theseareorthogonalto the
useof extrapolationwith a careset.

De�nition 2 (Inter polate).LetP andQ betwosetssuch thatP @Q. Theinterpolate
P ~4 Q is a new setsuch thatP v (P ~4 Q) v Q.

Theinterpolatecanbeusedto simplify thefromset, i.e., thesetfor which we compute
thepostconditionduring thereachabilitycomputation.Let F̂i � 1 @F̂i be two consec-
utive setsin this computation.We use(F̂i n F̂i � 1) ~4 F̂i insteadof F̂i (or the frontier
F̂i n F̂i +1 ) to computethepostcondition.In principle,any setS suchthatP v S v Q
canbeusedasthefromsetwithout reducingtheaccuracy of thereachabilityresult.We
preferonewith a simplierpolyhedralrepresentation.

Algorithm 2 Let P @ Q betwo convex polyhedra. We computea new polyhedron S
by startingwith S = P andkeepdroppingits constraintsc as long asSc

true @Q. We
return,betweenQ andS, theonewith theleastnumberof constraints.

This heuristicalgorithmtries to minimize therepresentationof P by inspectingevery
constraintgreedily. Figure3 (a) givesan examplefor applyingthis algorithm,where
droppingany constraintsin P ~4 Q makestheresultgrow outof Q.

Wenotethatsimilar ideasandalgorithmsexist for BDDs[4] andareroutinelyused
in symbolicmodelchecking[23]. Ourde�nition of ~4 is a generalizationof theseideas
for abstractdomains.Also notethatsincethepurposehereis heuristicsimpli�cation,
any cheapconvex over-approximationtechnique(insteadof a tight convex-hull) canbe
usedto �rst computea convex setfrom F̂i n F̂i +1 .

De�nition 3 (Restrict). Let P andQ betwo sets.TherestrictP # Q is de�nedasthe
new setf x 2 Zn j x 2 P \ Q, or x 62Qg.

Restrictcomputesa simpli�ed set S for P suchthat (1) its intersectionwith Q, or
S \ Q, equalsP \ Q and(2) S may containan arbitrarysubsetof : Q. Restrictcan
beusedto simplify the fromsetin preconditioncomputation,with respectto a known
F̂ . In counterexampleanalysis,when computingB i � 1 = F̂i � 1 \ pre(B 0

i ), we use
pre(B 0

i # F̂ ) insteadof pre(B 0
i ). As is shown in Figure3 (b), addings 2 : F̂ doesnot

addany erroneousstatesinto F̂k for 0 � k < (i � 1).
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Algorithm 3 LetP andQ beconvex polyhedra.Wede�ne thecomputationof (P # Q)
asfollows: If P = Zn or if Q = ; , returnZn . Otherwise, in therecursivestep,choose
a constraint c fromP: if : c \ Q is empty, return(P c

true # Q), elsereturnc \ (P c
true #

(Q \ c)) .

This algorithmis inspiredby the gist operator[26], which itself is a restrictoperator
on polyhedra.In particular, gist P givenQ returnsa conjunctioncontaininga minimal
subsetof constraintsin P suchthat (gist P giv en Q) \ Q = P \ Q. However, gist
in its original form is expensive and not suitablefor fast heuristicsimpli�cation. In
Algorithm 3, we have safelydroppedtheminimalsubsetrequirementby checkingthe
emptinessof : c \ Q (insteadof P c

: c \ Q asin [26]). This maysometimesproducea
lesscompactrepresentation:in Figure4, for example,P # Q (right) hastwo constraints
while thegist resulthasonly one.However, thecomputationof P # Q is moreef�cient
andtheresultremainsageneralizedcofactor[29].

5 Application in Program Veri�cation

We have implementedthe proposedtechniquesin the F-SOFT [19, 18] platform. F-
SOFT is a tool for analyzingsafetypropertiesin C programsby usingbothstaticanal-
ysisandmodelchecking.Staticanalysisis usedto quickly �lter outpropertiesthatcan
beprovedin a numericalabstractdomain[28]. Unresolvedpropertiesarethengivento
the modelchecker. Despitethe combinationof differentanalysisengines,in practice
therearestill many propertiesthat (1) cannotbe provedby staticanalysistechniques
with standardwidening,and(2) symbolicmodelcheckingtakesalongtimeto terminate
becauseof the largesequentialdepthandstateexplosion.Our work aimsat resolving
thesepropertiesusingextrapolationwith aniteratively improvedcareset.

Implementation We incorporatedthe proposedtechniqueinto a symbolic analysis
procedurebuilt on topof CUDD [30] andtheOmegalibrary [25], asdescribedin [32].
It begins with a C programandappliesa seriesof source-level transformations[18],
until theprogramstateis representedasacollectionof simplescalarvariablesandeach
programstepis representedas a setof parallel assignmentsto thesevariables(each
programstepcorrespondsto abasicblock). Thetransformationsproduceacontrol�o w
structurethat servesasthestartingpoint for bothstaticanalysisandmodelchecking.
We useBDDs to track the control �o w logic (representedasBooleanfunctions)and
polyhedralpowersetsto representnumericalconstraintsof thetargetprogram.

The reachablesets(e.g. F̂i ) are decomposedandmaintainedaspowersetsat the
individualprogramlocations(basicblocks),sothateachlocationl is associatedwith a
subsetF l

i . Eachlocationl is alsoassociatedwith a caresetC l . Extrapolationwith the
caresetC l is appliedonly locally to F l

i andF l
i [ postl (Fi ), wherepostl (Fi ) denotes

thesubsetof postconditionof Fi thatresidesat theprogramlocationl .
Duringforwardreachabilitycomputation,weapplyextrapolationselectively atcer-

tainprogramlocations:Weidentifyback-edgesin thecontrol�o w graphwhoseremoval
will breakall thecyclesin thecontrol �o w. Tails of back-edgesserve asthesynchro-
nizationpointsin the�xpoint computation.A lock-stepstyle[32] �xpoint computation
is conductedasfollows:weusetransferfunctionson theforward-edgesonly in the�x-
pointcomputationuntil it terminates;wepropagatethereachedstatesetsimultaneously
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Table1. Comparingmethodsfor computingreachability�xpoint (?meansunknown)

TestProgram AnalysisResult Total CPUTime(s)
name loc vars blks widen extra MIX BDD widen extra MIX BDD

only re�ne m.c. m.c. only re�ne m.c. m.c.

bakery 94 10 26 ? true true true 18 5 13 2
tcas-1 1652 59 133 ? true true true 18 34 128 433
tcas-2 1652 59 133 ? true true true 18 37 132 644
tcas-3 1652 59 133 ? true true true 18 49 135 433
tcas-4 1652 59 133 ? true true true 18 19 137 212
tcas-5 1652 59 133 ? false false false 18 80 150 174
appl-a 1836 78 307 true true ? ? 17 22 > 1800 > 1800
appl-b 1836 78 307 ? false false ? 11 94 277 > 1800
appl-c 1836 78 307 ? false false ? 13 111 80 > 1800
appl-d 1836 78 307 ? false false ? 13 68 78 > 1800

throughtheback-edges;wethenperformforwardcomputationagain.Insidethis reach-
ability computationframework, we applyextrapolationonly at the tails of back-edges
andonly whenwepropagatethestatesetsthroughback-edges.

Experiments Our experimentswere conductedon a set of control intensive C pro-
grams.Amongthetestcases,bakery is aC modelof LeslieLamport'sbakeryprotocol,
with a mutualexclusionproperty. Thetcasexamplesarevariousversionsof theTraf�c
alertandCollision AvoidanceSystem[8] with propertiesoriginally speci�ed in linear
temporallogic; we modelthesepropertiesby addingassertionsto the sourcecodeto
trap the correspondingbugs,i.e., an error exists only if an unsafestatementbecomes
reachable.Theapplexamplesarefrom anembeddedsoftwareapplicationfor aportable
device.Most of thepropertiescannotberesolveddirectlyby conventionalstaticanaly-
sistechniques(dueto thelow wideningprecision).

Our experimentswereconductedon a Linux machinewith 3 GHz Pentium4 CPU
and2GB of RAM. The resultsaregiven in Table1, whereinwe list in Columns1-4
thename,thelinesof C code,thenumberof variables,andthenumberof basicblocks.
Thesenumbersarecollectedafter the testprogramshave beenaggressively simpli�ed
usingprogramslicingandconstantvaluepropagation.Columns5-8 indicatetheanaly-
sisresultof four differentmethods:widen-onlydenotesanimplementationof thestan-
dardwideningalgorithm,extra-re�ne denotesournew iterativere�nementmethodwith
theuseof careset,MIX-mcdenotesa modelcheckingprocedureusinga combination
of BDDs and�nte unionsof polyhedra[32], andBDD-mcdenotesa symbolicmodel
checkerusingonly BDDsthathasbeentunedspeci�cally for sequentialprograms[31].
We have tried SAT-basedBMC also,but our BDD-basedalgorithmoutperformsBMC
on theseexamples(experimentalcomparisonin [31, 32]). Columns9-12comparethe
runtimeof differentmethods.

Amongthefour methods,widen-onlyis thefastestbut alsotheleastprecisein terms
of theanalysisresult—it cannotprove any of true propertiesexceptappl-a. BDD and
MIX aresymbolicmodelcheckingalgorithms,which oftentake a longertime to com-
pleteandarein generallessscalable.In contrast,thenew methodextra-re�ne achieves
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a runtimecomparableto widen-onlyandat thesametime is ableto proveall thesetrue
properties.For falseproperties,widen-onlyalwaysreportsthemas“potential errors.”
The other threemethods,extra-re�ne, MIX, and BDD, are able to produceconcrete
counterexamplesif they complete.Dueto stateexplosionandthelargesequentialdepth
of the software models,BDD doesnot perform well on theseproperties.Both MIX
andextra-re�ne �nd all thecounterexamples,dueto theiruseof Integer-level represen-
tationsinternally. The methodextra-re�ne hasa run time performancecomparableto
(oftenslightly betterthan)thatof MIX on theseproperties,althoughin appl-c it takes
moretime to producea counterexamplethanMIX dueto the overheadof performing
multiple forward-backwardre�nementpasses.

Unlike commonprogrammingerrorssuchasarrayboundviolations,mostproper-
ties in theabove examplesareat the functionallevel andareharderto prove by using
a general-purposestaticanalyzeronly. Althoughour new methodis alsobasedon ab-
stractinterpretation,theprecisionof its extrapolationoperatoris adaptiveandproblem-
speci�c, i.e., it adaptsto thepropertyat handthroughuseof counterexamples.

6 Conclusions

We have presenteda new re�nementmethodto automaticallyimprovetheprecisionof
extrapolationin abstractinterpretationby iteratively expandinga careset.We propose,
for the polyhedraldomain,a setof algorithmsfor implementingextrapolationwith a
caresetandfor re�ning thecaresetusingcounterexampleguidedanalysis.Ourprelim-
inaryexperimentalevaluationshowsthatthenew extrapolationbasedmethodcanretain
the scalabilityof staticanalysistechniquesandat the sametime achieve an accuracy
comparableto modelchecking.For futurework, we planto investigatetheuseof care
setsin othernumericalabstractdomainsincludingtheoctagonandinterval domains.
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