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Abstract. We presentan extrapolationwith care setoperatorto accelerateer-
minationof reachabilitycomputatiorwith polyhedra At the sametime, a coun-
terexample guidedre nement algorithm is usedto iteratively expandthe care
setto improve the precisionof the reachabilitycomputation We alsointroduce
two heuristicalgorithmscalledinterpolateandrestrict to minimize the polyhe-
dral representationwithout reducingthe accurag. We presentsomepromising
experimentakesultsfrom apreliminaryimplementatiorof thesetechniques.

1 Intr oduction

Staticanalysisbasedn abstracinterpretatior{9] andmodelchecking[7, 27] arepop-
ular techniquedor programveri cation. They bothrely on xpoint computationwith

the former heavily emplgying widening[11] to ensuretermination.The precisionof

a widening operatoris crucial for the effectivenessof abstractinterpretationOftena
wideningoperatoiis carefullydesignedy theusera priori for anabstracdomain,and
if it doesnot provide enoughprecisiontheusereitheracceptsheresultasinconclusve
or hasto redesigrthe operatorIn this paperwe usecountergampleguidedre nement
developedin model checkingto automaticallyimprove the precisionof reachability
computatiorusingthe polyhedralabstracdomain.

Widening for corvex polyhedrawas introducedin [11] for numericalrelational
analysisandlater extendedto veri cation of integervaluedprogramg15] andlinear
hybrid systemg16]. The operatowasgeneralizedn [5] andin [2] to powersetqor -
nite unions)of corvex polyhedra Approximationtechniquesverealsostudiedin [17],
wherean extrapolation operatoris introduced.The differencebetweenwideningand
extrapolationis thatthe latter doesnot guarantegermination.The wideningprecision
canbe increasedby partitioningmethods[20]. In [1], a widening algorithmwas in-
troducedby combiningseveral known heuristicsand using corvex wideningasa last
resort.In all thesepreviousworks,thereis no automaticre nementinvolved.

In modelchecking,counter@ampleguidedre nement[21, 6, 3] hasbeenusedto-
getherwith predicateabstractiof13] to verify software programs.Predicateabstrac-
tion relieson nite setsof predicatego de ne abstracdomainsandthereforecanbe

? Thisis anawver versioncontaininga correctionto Algorithm 1. Theoriginal versionof this pa-
perappeareth the Proceedingsf CAV'07, in which Algorithm 1 wasnotpresente@orrectly
Theproblemwasfoundand x edbeforethe conferencepresentationThecorrectversionwas
presentedn CAV'07.



viewed asan instanceof domainre nementin abstractinterpretation However, nite
abstractionsn generalarenot aspowerful asanin nite abstracdomainswith widen-
ing for Turing equivalentprogramminglanguageg10]. Although our new procedure
usesa backward countergampleanalysissimilar to thosein [3], our goalis to re ne
the caresetin the sameabstracdomaininsteadof creatinga new abstractmodel(or a
new abstracdomain).

In a recentwork [14], Gulavani and Rajamanialso proposeda countergample
drivenre nementmethodfor abstracinterpretationwhichidenti es the xpoint steps
atwhich precisionlosshappensiueto wideningin forward xpoint computationand
thenusetheleastupperbound(convex hull for corvex polyhedrajnsteadf wideningat
thosestepsin effect, theirre nementproceduresimply skipsthewideningat particular
stepqtheleastupperboundof two consecutie setsP andQ of a xpoint computation
is actuallyQ, sinceP v Q). Ourre nementproceduraedoesnot merelyskip the over-
approximationjnstead,it producesare ned caresetto guidethe direction-of-gowth
in over-approximatiorat the next iterationof there nementloop.

Wede ne anew operatorcalledextrapolationwith a care set GiventwosetsP v Q
andacare setC suchthatQ\ C = ;, theextrapolationof P with respecto Q underC
isasetS suchthatQ v SandS\ C = ;. In reachabilitycomputationthe caresetC
isinitially empty—inthis casethe new operatorcanbe substitutedy normalwidening
whoseresultS = Pr Q satisesbothQ v SandS\ C = ;. If agiveninvariant
property holdsin the over-approximatedeachableset,thenthe propertyis proved.
Otherwise we intersecthis over-approximatedetwith ;. , pick a subsetandstarta
precisebackwardanalysisin orderto build a countergample.lf a countergamplecan
be found, thenwe reportit asa real error; otherwise |t remainsto be decided.In the
latter casewe analyzethe spuriouscountergampleandproducea new caresetC. The
expandectaresetC is usedwith extrapolationto computea new reachability xpoint.
This iterative re nement processcontinuesuntil eitherenoughprecisionis achiered
to derive a conclusve result,or the computingresourcesare exhaustedNote thatthe
entire procedurds automaticwhereador the existing wideningtechniquestypically
theuserhasto redesigrthewideningoperatormanuallywhena falsebug is reported.

We proposea setof algorithmsfor implementingthe new operatorin the domain
of corvex polyhedra.For two powersetsP andQ of corvex polyhedrawe apply the
proposedperatotto individual pairsP; 2 P andQ; 2 Q onlywhenP; v Q. In prac-
tice, the useof acaresetcansigni cantly increasehe precisionof programanalysisin
the polyhedralpowersetdomain.We alsointroducetwo new operatorsalledinterpo-
late andrestrictto heuristicallysimplify thepolyhedralrepresentation#pplying these
two operatorgluringforwardandbackwardreachability xpoint computationsloesnot
causealossin precision.

Thereis ananalogybetweerour wideningcriterionandthe over-approximatiorin
interpolant-basedhodelchecking[24]. Thatis, both are goal-directedand may over-
approximatethe reachablestatesby addingary statethat cannotreachan errorin a
givennumberof stepsor alonga givenpath.Our methodcanbene t from otherrecent
improvementsin widening-basedpproachessuchaslookaheadwidening[12]. Im-
provedwaysof selectingextrapolationpointscanbene t us also.Overall, we believe



thatour goal-directechpproactfor improving precisionis complementaryo theseap-
proachedasedmostlyon programstructure.

2 Preliminaries

2.1 Abstract Inter pretation

Within the generalfframewnork of abstractnterpretation9], the abstractpostcondition
andpreconditionoperationsaswell asthe leastupperbound,may all induceapprox-
imations.Wideningis usedto enforceand/orto acceleratehe terminationof xpoint
computationsincein generathecomputatiormaynothave a xpoint or have onethat
cannotbereachedn a nite numberof iterations.

Widening (cf. [9]). A wideningoperatoron a partialorderset(L; v ) is a partial func-
tionr :L L ! L suchthat

1. for eachx;y 2 L suchthatxr yisde ned,x v xr yandy v Xrvy;
2. for all ascendingchainsyg v yi1 v :::, theascendinghainde ned by xo = o
andxj+1 = Xir yi+1 fori  Oisnotstrictly increasing.

An operatorsatisfyingthe rst conditionbut not the strictly increasingrequiremenbf
thesecondconditionis calledan extrapolation[17]. In thesequelwe user to denote
bothwideningandextrapolationwhenthecontext is clear Sincethereis morefreedom
in choosingan actualimplementatiorof an extrapolationoperatorthanwidening,it is
possiblefor extrapolationto producea tighterupperboundsetthanwidening.

For programveri cation, we considera powersetdomainof convex polyhedraover
alineartargetprogramwhereonly r causesheprecisionloss(i.e.,preconditionpost-
condition, and leastupperboundare precise).We want to computethe reachability
xpoint F = Z :1 [ post(Z), wherel is the initial predicateand post(Z) is the
postconditionof Z with respecto a setof transferfunctions.ln generalZ is a nite
union of corvex polyhedraWe de ne  asa predicatethatis expectedto hold in the
program(i.e., the propertyof interest) thenprogramveri cation amountsto checking
whetherF v . To applywidening/etrapolationin the reachabilitycomputation)et
Yi«x = Xi [ post(xi); thatis,

yO:| X():l
yr=1 [ post(l) X1=1r1wy
y2 = X1 [ post(xy) X2 = X1l Y2
y3 = it

Reachabilitycomputationin the concretedomain,asis often usedin symbolicmodel
checking[23], canbeviewedasa specialcase(by makingx; = y; foralli  0).

2.2 Polyhedral Abstract Domain

The polyhedralabstracdomainwas rst introducedin [11] to capturenumericalrela-
tionsoverintegers.Let Z bethesetof integernumbersandZ" bethesetof all n-tuples.
A linearinequalityconstrainis denotecbya™ x b, wherex;a 2 Z" aren-tuples(x



isthevariable)andb 2 Z is ascalarconstantA polyhedrorP is asubsebfZ" de ned
bya nite conjunctionof linearinequalityconstraintsP = fx 2 Z"j8i:a' x hbg.
We chooseto usethis constaint systenrepresentatiorin orderto be consistentwith
our actualimplementationwhich is basedon the Omegallibrary [25]. An alternatve
would beto de ne P asageneratosystemcomprisinga nite setof verticesyays,and
lines.Someimplementationge.g.,[22]) chooseo maintainbothto take advantage ®f
their complementingstrengthsandto avoid the corversionoverheadetweerthe two.
The rst wideningoperatorfor this abstracdomainwasintroducedin [11], often
beingtermedasstandad widening(we follow this corventionfor easeof reference).

Standard Widening. Let P andQ betwo polyhedrasuchthatP v Q; thewidening
of P with respecto Q, denotedby Pr Q, is computedasfollows: whenP is empty
returnQ; otherwiseremovefrom P all inequalitiesnot satis edby Q andreturn.

The intuition behindstandardwvideningis to predictthe directionsof growth from P
to Q andthendrop ary constraintof P in thesedirections.The nitenessof the rst
polyhedron(wherewideningstarts)ensuregermination.

Widening Up-to. Let P and Q be two polyhedrasuchthatP v Q, andlet M be
a nite setof linear constraintsThe wideningup-to operatordenotedby Pr \ Q, is
the conjunctionof the standardvideningPr Q with all the constraintdn M thatare
satis edby bothP andQ.

The wideningup-to operatoiwasintroducedin [15, 16] to improve standardvidening
wheneer the resultis known to lie in a known subset.This subsetor up-tosetM ,

is de ned asa setof constraintsaassociatedvith eachcontrol stateof a program.For

instanceijf avariablex is declaredo beof subrangeype1..10,thenx l1andx 10

areaddedinto M . If thereexistsaloopfor (x=0; x<5; x++),thentheconstraint
X < Sisalsoaddednto M . It is worthpointingoutthattheup-tosetin [15, 16] is x ed.
It doesnot considerautomaticre nementadaptve to the propertyunderveri cation.

3 Extrapolation with a Care Set

We de ne thecare setto beanareawithin which noextrapolationresultshouldresidein
orderto avoid falsebugs.We usea precisecountergampleguidedanalysigo gradually
expandthe caresetandthereforeimprove the precisionof the extrapolationwith care
setoperator(de ned below).

De nition 1. An extrapolationwith a care setC on a partial order set(L;v) is a

: C
partial functionr :L L ! L sudthat

: C . C : C
1. foreachx;y 2 L sudhthatxr yisde ned,x v xr yandyv xr vy;

2. for all ascendingchainsyg v y; v i sudthaty; \ C = ;, theascendinghain
: C
de nedbyXg = yp andXj+1 = Xjr Yij+«1 fori  Osatisesx;\ C=;.

De nition 1 is genericsinceit is not restrictedto any particularabstractdomain.
In this paperwe consideranimplementatiorfor the domainsof corvex polyhedraand
their powersetsFigure 1 providesa motivating example,in which P; andQ; aretwo
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Fig. 1. An exampleof usinga caresetwith extrapolation

polyhedraandC is thecareset.P; is representely the shadedareain themiddle,and
Q1 is representedby the solid thick lines. From Py to Q; therearetwo directionsof
growth. ThestandardvideningP;r Qj; would generatehe outertrianglethatintersects
C, therebyintroducingfalsebugs.

We prohibit the growth to the right by usingthe caresetC in extrapolatlon By

expandingonly towardsthe left, the extrapolationresult,denotedby Plr Q1 onthe
left, andP, (shadedarea)on theright, doesnotintersectC. In the next xpoint step,
we considettheextrapolationof P, with respecto Q» (solidthick lines)underthecare
setC. This time, the standardwidening resultwould not intersectC. Therefore,we
preferthattheresultof extrapolationwith a caresetis thesameasP,r Q,.

3.1 Usingthe Care Set

We now presentan algorithmto computethe extrapolationwith caresetfor corvex
polyhedra.ln the sequel,a linear inequality constraintc is alsoreferredto asa half-
spacesinceit representasetf x 2 Z"ja" x  bg. Letcbeaconstrainbf apolyhedron
P, andlet c® be anotherconstraint(may or may not bein P); we useP to denote
the new polyhedronafter replacingc with c®in P, anduseP¢,, to denotethe new
polyhedromafterdroppingc from P.

Algorithm 1 LetP @ Q betwo polyheda, andC bea non-emptypowesetsud that
Q\ C = ;. Theextrapolationof P with respecto Q underC is computedasfollows:

1. build a new polyhedon P% for ead constaint ¢ of P whosehalf-spacedoesnot
containQ, if P§,.\ C = ;, thendropc.

2. build a new polyhedon Q% drop any constaint ¢ of Q whosehalf-spacedoesnot
containP % if Q% ..\ C = ;

ReturnQPastheresult.

An exampleof applyingthis algorithmis the extrapolationof P; with respecto Q1
underthe caresetC to generateP, in Figurel. In this example,P ®is the polyhedron
formedby droppingthe left-mostconstraintof P ; thenall but theleft-mostconstraint
of Q aresatis ed by P?, sothe resultQCis the polyhedronobtainedby droppingthe
left-mostconstrainf Q;. It is clearthattheresultdoesnotintersecwith C. In general,
theresultS of Algorithm 1 satisesQv Sv Pr Q.

Using this algorithmtogetherwith aniterative framework to improve the careset
canguaranteghat after re nement,the previous precisionlosswill not appearagain.



However, if all the directionsof growth (indicatedby standardvidening)areforbidden
by the caresetC, then Algorithm 1 will returnQ. This may leadto postponingthe
wideningoperatiorforever(whichmayproduceanon-terminatinggequence)n theory
if desiredwe could remedythe terminationproblemby switchingfrom Algorithm 1
backto standardvideningafterasufciently large(but nite) numberof xpoint steps.
Anotheralternatve is to usethe wideningup-to operatorinsteadof extrapolation,by
acceptinghe factthatthere nementof caresetmay stopmakingprogressHowever,
thereis a trade-of betweenprecisionand termination,since programveri cation in
generals undecidablén the polyhedraldomain.In practice,|t is oftenpossiblefor the
proposedechniqueo achieve bothterminationandincreasegrecision.

This algorithmis de ned for two corvex polyhedra.ln programveri cation, we
intendto representeachablestatesetsby nite unionsof corvex polyhedraWe extend
the extrapolationoperatorto the powersetdomainasfollows: giventwo powersetsP
andQ, we apply Algorithm 1 only to individual corvex polyhedrapairsP; 2 P and
Qi 2 Q suchthatP; v Q. If P; 2 P isnotcontainedn ary Q; 2 Q (no matching
pair), we simply useP;. The extrapolationresultis alsoa powerset.This is similar to
theapproactof Bultanetal. [5], exceptthattheir work doesnot usethe careset.

3.2 Re nement for Impr oving the Care Set

LetF bethe xpoint of reachabilitycomputatiorachievedwith extrapolation andF v
F bethe setof actualreachablestateslf theinvariantproperty holdsin F, then
alsoholdsin F. If thereexistss 2 (F'\ : ), it remainsto bedecidedwhethers 2 F,
or s is introducedbecausef extrapolationIf s 2 F, thenwe cancomputea concrete
countergample.Otherwisethereis a precisionlossdueto extrapolation.

We computeF by extrapolationwith caresetasfollows, startingwith C = :

_ [—AO =1;
- Fa=FH :rC(Ifi[ post(F;)), fori O until xpoint.

Whenthe caresetC is empty the extrapolationwith caresetis equivalentto normal
widening.If thereis anindex f i suchthatF;;\ C 6 ;, we stopreachabilitycomputa-
tion andstartthebackwardcountereampleanalysigusingpreconditiorcomputations),

- Bfi=Fri\ C;
—Bi 1= F 1\ pre(B;)foralli fiandi>0,ifB;6 ;.

If Bj 1 =; foranindexi > 0, thenthesetB; is introducedby extrapolation.

Theorem1. If theeexistsanindexO< i < fi sudthatB; 1 = ;,thenB; musthave
beenintroducednto F; by extrapolationduring forward xpoint computation.

: C
Proof SinceF; = Fi 1r (Fi 1[ post(F; 1)), thesetB; F; is addedeitherby
postconditioror by extrapolation.SinceB; 1 = ; andB; 1 = =S pre(Bi), Bj is
notreachedrom ¥, 1 in onestep.ThereforeB; is introducedby extrapolation. u



Fig. 2. Two examplesof applyingwideningup-tooperatorM = f: ci1;: Cz;: C3Q.

1

We expandthe careset(initially empty)by makingC = C [ B;. After that, ex-
trapolationis allowed only if it doesnot introduceary erroneousstatein B;. Recall
thatextrapolationestimateslirectionsof growth andthenover-approximategrowth in
thesadirections B; provideshintsaboutdirectionsin which over-approximatiorshould
be prohibited.With the expandedcaresetC, we canre-startreachability xpoint com-
putationfrom F; ; whereB; 1 = ; andB; 6 ;. Thebadstatesn setF \ : can
no longer be reachedhroughthe samecountergample.This setmay eitherbecome
empty or remainnon-emptydueto a differentsequencef F;'s. In the latter case we
keepexpandingthe caresetuntil one of the following happens(1) a concretecoun-
terexampleis foundandwe reportthattheproperty  fails; (2) thesetF \ : isempty
andwereportthattheproperty holds;(3) thelimit of computingresource¢CPUtime
or memory)is exceededin this casethe propertyremainsundecided.

The correctnes®f the iterative re nement methodis summarizedasfollows: (1)
SinceF remainsan upperboundof F, if a propertyfails in F, thenit mustfail in
F aswell. Therefore afailing propertywill never be reportedastruein our analysis.
(2) Sincewe reportbugs only whenthe precisebackward analysisreachesan initial
stateonly failing propertiescanproduceconcretecountergamplesThereforea pass-
ing propertywill neverbereportedasfalsein our analysis.

We have kept union exactin orderto simplify the presentatiorof our re nement
algorithm.However, only the requiremenbf exact postcondition/preconditiois nec-
essary Union can be madelesspreciseby, for instance selectvely merging corvex
polyhedrain a powerset,aslong asthe resultingpowersetdoesnotimmediatelyinter-
sectthecareset.This precisionosscanberecoveredby usingthesamecountergample
guidedre nement(theargumentis similarto Theoreml).

3.3 Impr oving the Up-To Set

OncethecaresetC is computedit canbeusedto derive theup-tosetM for thewiden-
ing up-tooperatorin ouriterativere nementframawork, theextrapolationoperatoican
bereplacedbyr \ —thisis analternatve way of implementingour iterative widening
re nementprocedureln [15, 16], theoriginalr \, operatoreliesona x edsetM of
linearconstraintswhichareoftenderivedstaticallyfrom controlconditionsof thetarget
program.Givena caresetC, we cannegateindividual constraintof its polyhedraand
addthemintotheup-tosetM ; thatis,M = f: ¢; j ¢ is aconstrainof a polyhedronin Cg.
In widening up-to computationPr y; Q, the half-spaceof a constraintin M, or
. ¢, doesnothaveto containP andQ. If : ¢; containsP andQ, thede nition of r
demandshat: ¢ alsocontainsPr y Q. However, if : ¢ doesnot containP andQ,
then: ¢ doesnotneedto containPr \ Q either Figure2 shavs two exampledor this



computationwhereC is thecaresetandM is thederivedup-toset.In theleft example,
sinceboth: ¢; and: c; (representingireasabove thetwo lines) containQ (henceP),
theresultof Pr  Q is theconjunctionof : ¢, : ¢, andstandardvideningPr Q; the
constraint ¢z (representinghe areabelow the line) doesnot containQ. In theright
example,sincenoneof the threeconstraints c;;: ¢;;: ¢z containsQ, the widening
resultis simply Pr Q itself, andtherefore(Pr yy Q)\ C 6 ;.

In generalthe up-to setM is wealer thanthe caresetC in restrictingthe ways
to perform overapproximationso thereis no guaranteehat the widing up-to result
doesnotintersectC. Thereforejt is possiblethatthereachability xpoint computation
(with wideningup-to) afterthe re nementof caresetgenerates previously inspected
spuriouscountergample.As a result, althougheachindividual forward reachability
Xpoint computatioralwaysterminatesthe overall iterative re nementloop may stop
makingprogresgatradeof).

4 Optimizations

Countergampleanalysisusingprecisepreconditiorcomputationsnaybecomecompu-
tationallyexpensve. In this sectionwe presenseveraloptimizationsto male it faster

4.1 Under-Approximating Backward Analysis

The overheaddf counter@ampleanalysiscanbe reducedby underapproximatinghe
setB; fori  fi andi > 0; thatis, at eachbackward step,we usea hon-emptysubset
BY v B;. For instanceB? could be a single corvex polyhedronwhenB; is a nite
unionof polyhedraThesimpli ed counter&ampleanalysiss givenasfollows:

1. B¢ = (I'-Afi\ . )andBfOi = SUBSET(Bfi);
2.Bi 1= F 1\ pre(BY) andB? ;, = sUBSET(B; ;) foralli fi,if B%6 ;.

The correctnes®f this simpli cation, thatthe proof of Theoreml still holdsafter
we replaceB; with BY, is dueto the following two reasonsFirst, the preconditionis
precisein our powersetdomain(it would not hold, for instance,n the corvex poly-
hedrallattice whereLUB may loseprecision).Secondthe overall iterative procedure
remainscorrectby addingeachtime B? insteadof B; into the caresetC—the differ-
encebetweernthis simpli ed versionandthe original countergampleanalysisis that
thesimpli ed oneusesamorelazy approacHor re nement,andit mayneedmorethan
onere nementpassto achieve the sameeffect asusingB;. WhenusingB ? insteadof
Bi to computethe careset,we may not be able to remove the spurioussetB; n B?
right away. However, if spuriouscountereampledeadingto B; n B ?appeamagainafter
re nement,SUBSET(B; nB?) will bepickedupto startcomputingthe new careset.

Finally,if BY & ;, it guaranteethatthereis arealcounter@amplesinceall precon-
dition computationresults,althoughunderapproximatedire accurate What we miss
is the guarantedo nd a concretecountergampleduring the earliestpossiblepass,
because¢heremaybecaseavhereB; 6 ; but BiO = ;.
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4.2 Simpli cations of Polyhedral Representations

We now presentwo heuristicalgorithmsfor simplifying therepresentationsf polyhe-
drawithoutreducingtheaccurag of xpoint computationTheseareorthogonato the
useof extrapolationwith a careset.

De nition 2 (Inter polate).LetP andQ betwo setssudithatP @Q. Theinterpolate
P4 QisanewsetsuhthatP v (P4 Q) v Q.

Theinterpolatecanbe usedto simplify thefromset i.e., the setfor which we compute
the postconditionduring the reachabilitycomputationLet F 1 @F betwo consec-
utive setsin this computationWe use(F; nF; 1)4 F; insteadof F; (or the frontier
Fi nFi.1 ) to computethe postconditionin principle,ary setS suchthatP v Sv Q

canbeusedasthefromsetwithoutreducingthe accurayg of thereachabilityresult.We

preferonewith a simplierpolyhedralrepresentation.

Algorithm 2 LetP @ Q betwo convex polyheda. We computea new polyhedon S
by startingwith S = P andkeepdroppingits constaintsc aslongasSg,. @ Q. We
return,betweerQ and S, theonewith theleastnumberof constaints.

This heuristicalgorithmtriesto minimize the representationf P by inspectingevery
constraintgreedily Figure 3 (a) givesan examplefor applyingthis algorithm,where
droppingary constraintsn P 4 Q makestheresultgrow outof Q.

We notethatsimilarideasandalgorithmsexist for BDDs [4] andareroutinelyused
in symbolicmodelchecking[23]. Ourde nition of 4 is ageneralizatiorof theseideas
for abstractdomains.Also notethat sincethe purposehereis heuristicsimpli cation,
ary cheapcorvex over-approximatiortechniquginsteadof atight corvex-hull) canbe
usedto rst computea corvex setfrom Fj nFi4y .

De nition 3 (Restrict). LetP andQ betwo sets.TherestrictP # Q is de nedasthe
newsetfx 2 Z"jx 2 P\ Q,or x 62Qg.

Restrictcomputesa simpli ed setS for P suchthat (1) its intersectionwith Q, or
S\ Q, equalsP \ Q and(2) S may containan arbitrarysubsebf : Q. Restrictcan
be usedto simplify the from setin preconditioncomputationwith respecto a known
F. In counter&ampleanalysis,when computingB; 1 = F 1\ pre(BY), we use
pre(BP# F) insteadof pre(BY). Asis shavnin Figure3 (b), addings 2 : F doesnot
addary erroneoustatesnto Fy for0 k< (i 1).
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Algorithm 3 LetP andQ becorvex polyheda. We de ne thecomputatiorof (P # Q)
asfollows:If P = Z" orif Q = ;, returnZ". Otherwisein therecursivestep,choose
aconstaintcfromP: if : c\ Q is emptyreturn(Pg,. # Q), elsereturnc\ (P&, #

(Q\ ©).

This algorithmis inspiredby the gist operator{26], which itself is a restrictoperator
on polyhedraln particular gistP givenQ returnsa conjunctioncontaininga minimal
subsetof constraintsn P suchthat(gist P givenQ)\ Q = P\ Q. However, gist
in its original form is expensve and not suitablefor fast heuristicsimpli cation. In
Algorithm 3, we have safelydroppedthe minimal subsetequiremenby checkingthe
emptinesf : ¢\ Q (insteadof P, \ Q asin [26]). This may sometimegproducea
lesscompactepresentatiorin Figure4, for example,P # Q (right) hastwo constraints
while thegist resulthasonly one.However, thecomputatiorof P # Q is moreef cient
andtheresultremainsa generalizedofactor[29].

5 Application in Program Veri cation

We have implementedhe proposedechniquesn the F-SoFT [19, 18] platform. F-
SOFT is atool for analyzingsafetypropertiesn C programsby usingboth staticanal-
ysisandmodelchecking.Staticanalysisis usedto quickly Iter outpropertieghatcan
beprovedin a numericalabstractiomain[28]. Unresohedpropertiesarethengivento
the model checler. Despitethe combinationof differentanalysisengines,n practice
therearestill mary propertiesthat (1) cannotbe proved by staticanalysistechniques
with standardvidening,and(2) symbolicmodelcheckingtakesalongtimeto terminate
becausef the large sequentiaepthand stateexplosion. Our work aimsat resolving
thesepropertiesusingextrapolationwith aniteratively improvedcareset.

Implementation We incorporatedthe proposedtechniqueinto a symbolic analysis
proceduréouilt ontop of CUDD [30] andthe Omegalibrary [25], asdescribedn [32].
It beginswith a C programand appliesa seriesof source-lgel transformationg18],
until theprogramstateis representedsa collectionof simplescalarvariablesandeach
programstepis representeds a setof parallelassignments$o thesevariables(each
programstepcorrespondso abasicblock). Thetransformationproduceacontrol o w
structurethat senesasthe startingpoint for both staticanalysisand modelchecking.
We useBDDs to track the control o w logic (representeés Booleanfunctions)and
polyhedralpowersetdo represenhumericalconstraintof thetargetprogram.

The reachablesets(e.g. F;) are decompose@nd maintainedas powersetsat the
individual programlocations(basicblocks),sothateachlocationl is associateavith a
subsef/. Eachlocationl is alsoassociateavith a caresetC'. Extrapolatiorwith the
caresetC! is appliedonly locally to F! andF,' [ post (F;), wherepost (F;) denotes
thesubsebf postconditiorof F; thatresidesattheprogramlocationl.

During forwardreachabilitycomputationye apply extrapolationselectvely at cer
tainprogramocationsWeidentify back-edges thecontrol o w graphwhoseremoval
will breakall the cyclesin the control o w. Tails of back-edgesene asthe syndiro-
nizationpointsin the xpoint computationA lock-stepstyle[32] xpoint computation
is conductedhsfollows: we usetransferfunctionsontheforward-edgesnly in the x-
pointcomputatioruntil it terminatesye propagatehereachedtatesetsimultaneously
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Table 1. Comparingmethodsfor computingreachability xpoint (? meansunknavn)

TestProgram AnalysisResult Total CPUTime (s)
name | loc |vars| blks|| widen|extra| MIX | BDD || widen| extra | MIX | BDD
only |[renel m.c.| m.c. || only | rene | m.c. | m.c.

balkery | 94 | 10 | 26 ? true | true | true 18 5 13 2
tcas-1 | 1652| 59 | 133 true | true | true 18 34 128 | 433
tcas-2 | 1652| 59 | 133 true | true | true 18 37 132 644
tcas-3 | 1652| 59 | 133 true | true | true 18 49 135 | 433
tcas-4 | 1652| 59 | 133 true | true | true 18 19 137 212
tcas-5 | 1652| 59 | 133 false| false| false 18 80 150 174
appl-a | 1836| 78 | 307 e | true| ? ? 17 22 |>1800> 1800
appl-b | 1836| 78 | 307 false| false| ? 11 94 277 |>1800
appl-c | 1836 78 | 307 false| false| ? 13 111 80 |>1800
appl-d | 1836| 78 | 307 false| false| ? 13 68 78 |>1800

=
NIESIENIFSIESIES BV BN RN

throughthe back-edgesye thenperformforwardcomputatioragain.Insidethis reach-
ability computationframawvork, we apply extrapolationonly at the tails of back-edges
andonly whenwe propagatehe statesetsthroughback-edges.

Experiments Our experimentswere conductedon a set of control intensize C pro-
grams Amongthetestcasesbakeryis aC modelof LeslieLamport'sbakery protocol,
with a mutualexclusionproperty Thetcasexamplesarevariousversionsof the Traf ¢
alertandCollision AvoidanceSystem[8] with propertiesoriginally speci edin linear
temporallogic; we modelthesepropertiesby addingassertiongo the sourcecodeto
trap the correspondindhugs,i.e., an error exists only if anunsafestatemenbecomes
reachableTheapplexamplesarefrom anembeddedoftwareapplicationfor aportable
device.Most of the propertiescannotberesoheddirectly by corventionalstaticanaly-
sistechniquegdueto thelow wideningprecision).

Our experimentsvereconductedn a Linux machinewith 3 GHz Pentium4 CPU
and 2GB of RAM. The resultsaregivenin Table 1, whereinwe list in Columns1-4
thename thelinesof C code the numberof variablesandthe numberof basicblocks.
Thesenumbersarecollectedafterthe testprogramshave beenaggressiely simpli ed
usingprogramslicing andconstantaluepropagationColumnss-8 indicatethe analy-
sisresultof four differentmethodswiden-onlydenotesanimplementatiorof the stan-
dardwideningalgorithm,extra-re ne denotesurnew iterative re nementmethodwith
the useof careset,MIX-mc denotesa modelcheckingprocedurausinga combination
of BDDs and nte unionsof polyhedra[32], andBDD-mcdenotesa symbolicmodel
checlerusingonly BDDs thathasbeentunedspeci cally for sequentiabrogramg31].
We have tried SAT-basedBMC also,but our BDD-basedalgorithmoutperformsBMC
on theseexamples(experimentalcomparisorin [31, 32]). Columns9-12 comparethe
runtimeof differentmethods.

Amongthefour methodswiden-onlyis thefastesbut alsotheleastprecisan terms
of the analysisresult—it cannotprove ary of true propertiesexceptappl-a BDD and
MIX aresymbolicmodelcheckingalgorithms,which oftentake alongertime to com-
pleteandarein generalessscalableln contrastthe nev methodextra-re ne achieves
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aruntimecomparableo widen-onlyandat the sametime is ableto prove all thesetrue
properties For falsepropertieswiden-onlyalways reportsthemas “potential errors”
The other three methods extra-re ne, MIX, and BDD, are ableto produceconcrete
countergamplesf they complete Dueto stateexplosionandthelargesequentiatiepth
of the software models,BDD doesnot performwell on theseproperties.Both MIX
andextra-re ne nd all thecountergamplesdueto theiruseof Integerlevel represen-
tationsinternally The methodextra-re ne hasa run time performancecomparabldo
(oftenslightly betterthan)that of MIX on thesepropertiesalthoughin appl-cit takes
moretime to producea countergamplethanMIX dueto the overheadof performing
multiple forward-backvardre nementpasses.

Unlike commonprogrammingerrorssuchasarrayboundviolations,mostproper
tiesin the above examplesareat the functionallevel andareharderto prove by using
a general-purposstaticanalyzeronly. Although our nev methodis alsobasedon ab-
stractinterpretationthe precisionof its extrapolationoperatolis adaptie andproblem-
speci ¢, i.e.,it adaptgo the propertyat handthroughuseof countergamples.

6 Conclusions

We have presented new re nementmethodto automaticallyimprove the precisionof

extrapolationin abstracinterpretatiorby iteratively expandinga careset.We propose,
for the polyhedraldomain,a setof algorithmsfor implementingextrapolationwith a

care setandfor re ning thecaresetusingcountergampleguidedanalysisOur prelim-

inary experimentakvaluationshavsthatthenew extrapolationbasednethodcanretain

the scalability of staticanalysistechniquesandat the sametime achieve an accuray

comparabléo modelchecking.For future work, we planto investigatehe useof care
setsin othernumericalabstracdomainsincludingthe octagonandinterval domains.
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