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Abstract— Induction has been studied in model checking for
proving the validity of safety properties,i.e., showing the absence
of counterexamples.To our knowledge, induction has not been
used to refute safety properties. Existing algorithms including
boundedmodel checking,predicateabstraction, and inter polation
are not ef cient in detectinglong counterexamples.In this paper,
we proposethe useof induction inside the counterexampleguided
abstraction and re nement (CEGAR) loop to prove the existence
of counterexamples.We target bugs whose counterexamplesare
long and yet can be captured by regular patterns. We identify
the pattern algorithmically by analyzing the sequenceof spurious
counterexamples generated in the CEGAR loop, and perform
the induction proof automatically. The new method has little
additional overhead to CEGAR and this overhead is insensitive
to the actual length of the concrete counterexample.

|. INTRODUCTION

Inductiontechniqueshave beenusedin model checkingto
prove safetypropertiesn a statetransitionsystemA property
is called safetyif it can be refuted by examining a nite
computationpath of the model. Propertiesof the form AG
(i.e., is an invariant) are an important special casesince
a generalsafety propertycanbe reducedto an invariantby a
compilationprocesq1]. Conceptuallyonecanprove invariant
propertiesby shawving that  holdsin theinitial statesand
is maintainedby the transitionrelation. SAT basedinduction
methods[2], [3], for instance rely on the obsenation that a
failing property has a simple path from an initial stateto a
badstate.An invariantholdsif all pathsof lengthk or shorter
satisfy , and thereis no simple path of lengthk + 1 or
longer from an initial state.Induction hasa clear advantage
over other proof methodssinceit hasto consideronly paths
of a shorterlength (up to k in k-induction) whereasbounded
model checking(BMC [4]), for instance,needsto checkall
pathsup to a completenesshreshold.

However, inductionhasnot beenusedto refute safetyprop-
erties,thatis, to shav that a concretecounter&ampleexists.
Existingmethodgfor nding bugs,includingBMC, countere-
ample guided abstractionre nement (CEGAR [5], [6], [7]),
andinterpolation[8], arenot ef cient in the presenceof long
concretecountergamplesFor example,BMC hasbeenwidely
regardedaseffectivein detectingshallav bugsin largemodels;
however, state-of-the-arBMC algorithmshandleonly up to
a few hundredunrollings on typical industrial-scalemodels.
When there are deepbugs, CEGAR and interpolationbased
methodsdo not work well either, sincethey too rely on nding
a state-by-statenatch betweenthe abstractand the concrete
countergamples.

We proposean induction basedrefutation methodfor de-
tectinglong countergamples whosecomputationabverhead
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(1) unsigned i , n; (1) bool P = *

2 .. 2 ..

(3) n = 10000 ; @ P==x

() — [ —

6 i =0; 6 P=T;

6) while ( i<=n ) { 6) while ( * ) {

(@) assert ( i<n ) ; ()] assert ( P ) ;
8) i+ 8) P=P?x*: F,;

} }
Fig. 1. Theoriginal C programandthe rst Booleanabstraction

is independenbf the actualcountergamplelength. Our main

obsenationis thatdeepbugscanoftenbecapturedy aregular
patternin the counterg&ampleof a family of systemsobtained
by introducing a parameterto the system under analysis.
Insteadof looking for a state-by-statamatch of the abstract
countergampleto a particular concretecountergample, we

prove by inductionthat therealways exists a countergample
of that generalpattern.

Considerthe programin Fig. 1, which hasa simpleandyet
representatie bug in line 7 (e.g., an array boundviolation).
Detectingthis bug is challengingfor all aforementioneaneth-
ods. For illustration purposesa standardoredicateabstraction
procedurewould add the following predicates p:i<iooo0)
P1:(i<9999) , P2:(i<9998) , etc. The procedureneedsn re ne-
mentiterationsin orderto producea concretecountergample.
Onemay arguethat CEGARIs not well suitedfor nding this
type of bugs.However, if theloop conditionwerei < n) and
the assertiomever failed, then CEGAR is ef cient in getting
the proof.

Ournew methodprovidescomplementargtrength(goodfor
refutation)to the popularCEGAR style abstractioralgorithms
(good for proof). In Fig. 1, regardlessof the initial value of
n, thereis an assertionfailure in Line 7. Furthermore,the
sequenceof concretecountergamples,in terms of the line
numbersleadingto the failure, is

gn
If we canprove thata countergampleof this regular pattern
exists for all n 1, then it follows that there exists a
countergamplefor n = 10000.

Although CEGAR is not ef cient in detectinglong coun-
terexamples,t canbe usefulin identifying the regular pattern
of the countergample.We presentan algorithm to identify
the regular patternof the countergample, by analyzingthe
failed countergampleconcretizationattemptsinside the CE-
GAR loop. The basicidea behind this algorithm is that the
regular patternof a concretecountergampleis often shavn
in the seriesof spuriouscountergamplesencounteredn the
CEGAR loop. In Fig. 1, for instance,the set of spurious
abstractcountergamplesproducedby the CEGAR procedure
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have the sameregular pattern—thg differ from the concrete
countergampleonly in the numberof copiesof the recurring
se@gment(6)(7)(8)

The existenceof a parameterizedounter@gamplecanthen
be proved by induction: (1) in the basestep, we shav that
a concretecountergampleof the given regular patternexists
for n = 1; (2) asaninductionhypothesiswe assumehat for
n = k, a concretecountergampleof the given patternexists.
(3) in the induction step, we extend the countergample for
n = k to build a nev countergamplefor n = k + 1, and
shav that the new countergample exists. One of our main
contributions is proposinga goal containmentcheck that is
sufcient to establishthe inductionproof for n = k+ 1 based
ontheinductionhypothesidor n = k. In thegoal containment
check,we align the commonpre x esof the two consecutie
countergamplesfor k andk + 1 and comparetheir sufx es.

We have implementedthe proposedmethodin a standard
CEGAR procedureand conductedexperimentson somesoft-
ware examplesfrom the public domain. The results shov
that when augmentedwith the new induction basedmethod,
CEGAR s ableto nd somevery long countergamplesin
nontrivial examplesmostof which would have eludedexisting
model checkingmethods.

The restof this paperis organizedasfollows. After review-
ing the relatedwork andintroducingthe notation,we present
the algorithmfor identifying a counter@amplepatternin Sec-
tion IV. We presentour symbolic methodfor establishingan
inductionproofin SectionV. We demonstratéhe effectiveness
of our methodthroughexperimentsin SectionVIl, andthen
concludethis paperin SectionVIIl.

Il. RELATED WORK

Detectinga long countergample has beena well-known
problemin formal veri cation of both hardware and software
systems.In [9], Ho et al. attemptto solve the problem by
simulatingup to a deepstateand then searchingaroundthat
stateexhaustvely. Thistechniquecanbe consideredsa semi-
formal method,in thatit combinegdirectedrandomsimulation
and model checking. A similar approachwas adopted by
DART [10] in the contet of programveri cation. Semi-formal
methodsmay miss bugs sincethey selectively, as opposedo
exhaustvely, explore the statespace.

In [11], Nanshiand Somenziuse guided pseudo-random
simulation in the search of a concrete countergample,
where the guidanceis provided by synchronousonion rings
(SORs [12]), a data structure that implicitly capturesall
shortestabstractcounter&amples.n [13], Bjesseand Kukula
presenta repeatextenderalgorithm for counter&ample gen-
eration within an abstractionre nement loop. They use the
abstracttountergampleasbadshelllighthouseswithout lim-
iting the BMC searchto concrete counter@gamplesof the
samelength. In [14], Kroening and Weissenbachepropose
a similar methodtargeting countergampleswith loops. After
heuristically identifying the loop, they put the assignment
statement®f the loop body into a closedform representation,
and use a SAT solwver to calculatea conserative bound on
the numberof loop iterations.Then,they useBMC to iterate

through the loop exactly that numberof times and derive a
concretecountergample.

All theseCEGAR basedmethodsinsist on nding a con-
cretepathfrom aninitial stateleadingto the bad state,which
malkesthemlessscalablewhenthe modelis complex andthe
countergampleis long.

In [15], Seghir and Podelskiuse transition abstiaction to
shortcutthe “trans nite” sequencenf re nement steps.They
abstractnot just statesbut also the statechangesnducedby
the structuredlanguageconstructsincluding for and whie
statementsin [16], Ball et al. analyzeterminationof loops
without re nementandwithout well-foundedsetsandranking
functions. Their methodis basedon the symbolic reasoning
of abstractcounter&amples;insteadof usinginduction, they
try to identify musttransitionsin the abstractstatetransition
graphusing conditionson the structureof the graph.

I1l. PRELIMINARIES
A. From CDFGsto Models

We representhe modelunderveri cation asatuple M =
hS;T;l;Sgi, whereS is asetof states,T S S is the
transitionrelation,I S is the setof initial statesand Sg

statevariables.eachstates 2 S is a valuationof the variables
in X . A concretepathis a sequenceof statess; :::s; such
that(si;si+1)2 T forall1 i<,

We use a control and data ow graph (CDFG) as the
intermediaterepresentationwhere CDFGs may be derived
from either hardware designsor software programg[17].

De nition 1 A control and data ow graph (CDFG) is a 5-
tupleG = hB E;V; ; i sud that
B
is the entry blodk.
E B B is a setof edges representingtransitions
betweerbasic blocks.
V is a nite set of variables that consistsof actual
design/pogram variables and the auxiliary variables
addedfor modelingthe hardware/softwae semantics.

: B! 250 js a labeling function that labels eacth
basic block with a setof parallel assignmentsSasgn is
the setof possibleassignments.

:E! Scong is a labeling function that labels each
edge with a conditional expression.Scong is the set of
possibleconditional expressions.

Figure 2 shavs a sampleC programand its CDFG. Each
rectanglas a basicblock. Block 1 is the entryblock andblock
7 is theerrorblock. Basicblocksareconnectedvith eachother
by edges,which are labeledby conditional expressions For
example, the transition from block 3 to block 4 is guarded
by (a<100) . Edgesthat are not labeledby arny condition are
assumedo have a true label.

The CDFG is regardedas an explicit representationof
the concretemodel. To representhe CDFG symbolically as
a veri cation modelM = hS;T;I;Sgi, we add a special
ProgramCounter(PC) variable x,c whosedomainis the set



gf\ézl @ void main ()
b=0 f
a= 1,
,,,,, @ @ aNS=1
Loop: L @200) 3 b= 0;
b 200) TERROR LOOP:
if (a+ b> 200)
ERROR
(a 100) (a<100) if (a < 100)
® @ aNS=nb+ g
o)
a= aNs;
® goto LOOP;
goto LOOP g
Fig. 2. The controlanddata ow graph
of basic block indexesB = fhy;:::;b,g. Furthermore,we

assumen themodelM thatX = fxpcg[ V isthesetof state
variablegV consistof the original variablesfrom the model).
If the entry block is by 2 B andthe error block is by, 2 B,
thenwe have | = (Xpc = b1) andSg = (Xpc = Derr).

B. ParameterizedCounteexamples

An abstract model ©1 can be derived from an over
approximatedpair ('b; p) suchthatT P andl P Given
a CDFG representationa naturalway of creatingan abstract
model Bl is to overapproximatethe assignmenstatements.
For instance,if we ignore the assignmentstatements(by
assumingthat arbitrary values can be assignedto the left-
hand side variables),the remaining control ow graph can
be regardedas an abstractmodel. In this abstractmodel 1 ,
an abstractstateis representedy the setl = (xpc = b),
wherely 2 B. Sinceall the guardsin M canbe eithertrue or
false,M hasall the behaiors of M and possibly more. An

De nition 2 A parameterizedbstiactcounteexample isan
abstact path of the form

=b:i:b 1 BBy Bl
suc that b; b and b QE. The recurring sgmentis
r = B il the nite prex is p, = Bi:::B 1, and the
nite sufx is s = B+1 :::B. Theinteger n is the numberof
copiesof ;.

Any of thethreesegmentsin  canbe empty For example,if
is usedto matchthe concretecountergamplein a state-by-
stateway, we assumehat , may be an empty segment.
GivenasetQ of statesthepost-condition(pre-condition)of
Q with respectto T consistsof all successorgpredecessors)
of Q. Formally,

pre(Q)= fs j9s2 Q:(s;sH2Tg;
post(Q) = fs?j9s 2 Q:(s;s9)2Tg:

The de nition can be extendedtransitively with respectto a
control path

pre ( ;Q)="fs]j

post ( ;Q) = fsf

thereis a concreterun inside
from s to s° suchthats®2 (Q\ §)g ;
thereis a concreterun inside
from s to s® suchthats 2 (Q\ §)g :

Givena control path , thetransitive versionof pre-condition
can be computedas follows: let Z 5 \ Q, and then
repeatedlycomputeZ = 5\ pre(Z) foralli j.

Functionf (V) is called disjunctively decomposableavith
respectto the partitionV = V, [ V, if

f(V) = (9Vaif (Va; W) * (OVoif (Va; W)

C. The CEGARProcedue

Countergample guided abstractionre nement is an itera-
tive procedureconsistingof three phasesabstractionmodel
checking,andre nement. Algorithm 1 shows the pseudocode
of a generic CEGAR procedure.Typically, one starts with
a coarseinitial abstraction® and applies model checking.
If the property holds in M1, it also holds in M and the
propertyis proved.If the propertyfails andthe modelchecler
returns an abstractcounter&ample (ACE), a concretization
procedureas usedto checkwhethera concretecountergample
(CCE)exists.If aconcretecountergampleexists,the property
is refuted. Otherwise,the spurious countergample is used
duringre nementto identify the needednformationcurrently
missingin the abstraction.

Algorithm 1 Cecar(M; )

1: M = INITIALLABSTRACTION(M ; );
2: while (1) do

3: ACE = MODEL_CHECKING(M ; );
4: if (ACE is empty) then

5: return TRUE;

6: endif

7: CCE = CONCRETIZECEX(M ;ACE);
8: if (CCE notempty) then

9: return (FALSE, CCE);

10:  endif

11: © = REFINEMENT(M ;ACE);

12: end while

Oneinefciency of CEGAR in detectinglong countere-
amplesis dueto its concretizationalgorithm. Algorithm 2 is
a standardconcretizationprocedurewhich takes the abstract

statesh and repeatedlycomputespre-conditionsIf the pre-
conditiong; is non-emptyaconcretecountergamplehasbeen
found. If the preconditionbecomesmpty beforei decreases
to 1, concretizationfails and the abstractcountergample is
marked as spurious After the countergampleis declaredas
spurious,the re nement stepfollows to improve the abstract
modelby analyzingthe spuriouscountergample. The CEGAR
loop continuesuntil eitherthe propertyis proved (no abstract
countergample),or a concretecountergampleis found, or
the procedureruns out of computingresources.

It may take a large number of re nement iterations for
the CEGAR procedureto produce an abstract countere-
ample whose length matchesthe length of the concrete
counter&ample—beforehat, all the abstracttountergamples
are declaredas spurious.If the concretecountergamplehas
a parameterizecattern, using Algorithm 2 to concretizeit
is inef cient. Recall that of +g" s. When contains
a large numberof copiesof |, the pre- and post-condition
computationover canbe expensve.



Algorithm 2 CoNcreTizECEX(M , )

i=1

G = bi;
while (i 6 1) do
G 1=pre(@)\ b 1;
if (g 16 ;) then
i=i 1
else
return no concretecountergample;
end if
: end while
: return a concretecountergample;

ESooNourwnek

IV. IDENTIFYING COUNTEREXAMPLE PATTERNS

To augmentthe standardCEGAR procedure,we add an
induction proof attemptright after concretizationfails, but
before re nement. Our proceduretries to identify a regular
patternfrom the setof abstractcounter@amplesby analyzing
thefailed concretizatiorattemptsThe countergamplepattern
becomes hypothesiswhich subsequentlwill bevalidatedby
aninductionstep.If we canprove thatfor all inductionparam-
etervalues(includingtheonein the concretecountergample),
an instanceof the parameterizedountergampleexists, then
the propertyis refuted.If this addedinduction proof attempt
doesnot succeedwe fall backuponthe standardCEGARIoop
and continuewith re nement.

A. The RecurringSgment

To characterize, we needto identify the headandtail states
of , from agivenabstracipath = b;:::l. We accomplish
this by modifying the standardconcretizationprocedure We
rely on the fact thatif the concretecountergampleis an in-
stanceof aparameterizedbstraccounteraample ,f g" s,
then the CEGAR procedureis likely to generatea seriesof

spuriouscounteragamplesof the following form:
iteration 1: = p 1 s
iteration 2: = p 1 r s
iteration 3: S S S S S

the sequencecontinuesuntil the number of copies of
matchegshe valuein the concretecountergample.

Recall that for a spuriousabstractpath = b, ::: b, the
concretizationprocedurein Algorithm 2 will nd a failing
index i suchthatl i < | andpre(g+)\ & = ;. In

Fig. 3, for instancethefailing index is i sinceq; is empty In
Algorithm 2, oncea failing index i is found, is declaredas
spuriousandthe concretizatiorstops.

pre(g)\ §

b B b 5

Fig. 3. Backleapto identify the counterample pattern

We modify Algorithm 2 to allow the searchHor a potentially
longer concretecountergample by using a “backleap” strat-
egy. Thenew concretizatiorproceduras givenin Algorithm 3,
in which the additional steps(with respectto the standard
algorithm) arelisted in lines 8-19. Cy s is a predetermined
thresholddenotingthe maximumnumberof backleapsllowed
in a concretizationattempt.

The idea is to start from the failing index i and search
backward for a transition (b ; bc) with i k i |
suchthat in the concretemodel b, is reachablefrom b in
one step. If k andj exist, the concretizationretreatsfrom
G+1 backto g and makes a successfulbackleapfrom o
to b ; after that we continuethe concretizationprocessfrom
pre(ck) \ k. At the sametime, we recordl; asa candidate
tail stateof , and by as a candidateheadstateof . In
thismodi ed concretizatiorprocedureywe canmake backleaps
morethanonce(boundedby the constantCy,, ¢s)—therefore,
it is possibleto nd a concretecountergamplethatis longer
thanthe abstractcountergampleto be concretized.

Algorithm 3 CoNCRETIZECEX BACKLEAP(M ; )

Li=Lag=5;

2! pleap = 0

3: while (i 6 1) do

4 g 1= pre(G)\ B 1;

5. if (g 16 ;) then

6: i=i 1

7. else

8: nd k andj suchthati k j | andpre(g)\ & 6 ;.
9: if (k andj donotexits, or pLeap > Cinr es) then
10: if ( PROVE_CEX_BY_INDUCTION() ) then

11: return aconcretecountergample;//proved
12: else

13: return no concretecountergample;

14: end if

15: end if

16: g = pre(ak)\ b;

17: i=j;

18: bLeap t t5

19: addsegment X to alist of candidateof | ;
20: endif

21: end while

22: return a concretecountergample;

If after making Cir es backleapsthe new concretization
procedurefails to nd a concretecountergample but some
r = B 111 have beenrecognizedwe enterthe induction
proof mode (lines 9-15). In Algorithm 3, induction proof is
implementedn the function PROVE_CEX_BY _INDUCTION.

B. Thelnduction Parameter

Given a recurring sggment ; = bc:::b, we needto
identify the potential induction parameterassociatedvith
before calling PROVE_CEX_BY _INDUCTION. We will showv
in the next sectionthat checkingwhetherthe induction proof
holdsis cheapcomputationallycomparedo modelchecking),
and only a correct induction parameter(paired with a true
recurring sggment) allows the induction proof to hold. The
naive approachis to blindly try all the programvariablesone
by oneasthe inductionparameterand underthat assumption
checkwhetherthe induction proof holds. The naive approach
can be costly, but it doesnot affect the correctnessof the
overall CEGAR procedure.



In practice,howvever, we needto reducethe overheadof
identifying induction variable. We rst compute a list of
promising candidatevariables,that is, the programvariables
in V thatarelikely to be induction parametersThenwe try
the candidatevariablesone by one, to seewhethertreating
eachof themasthe induction parametemalkes the induction
proof go through.

We use the following criteria to Iter out non-induction

expressionguarding the transition from k; to by (the back
edge).For a programvariablen to betheinductionparameter
n needsto be in the transitve support of the expression
g(V). Furthermoreall the guardexpressiondnside , must
be monotonicwith respecto variablen—this guaranteeshat
aslong as a transition (of ) is valid for n = k, it is valid
alsofor then = k + 1 countergampleinstance.

C. Counteexamplelnstances

In order to prove that exists for all n 1, we need
to control the value of n in the model to producea set
of parameterizedountergampleinstancesConceptuallythis
is accomplishedby nding inside , the last assignment
statementto n, and replacingit with a statementassigning
a symbolicvaluek to n.

In Fig. 1, for instance, the prex sement is

p = LEE)M@E) and the last assignmentstatement
to n is in line 3. A simple static analysiscan locate the
statementr=1000 at line 3 and rewrite it into n=k, where k
remainsa parameterizegymbolic value. When settingk to
1, we cancheckwhether exists for the induction basisn=1.

In practice,when andn aregiven, we have implemented
a procedureto locate the last assignmentstatementto n
inside |, followed by an automatic rewriting of CDFG
representatiof the concretemodetf.

V. PROVING THE EXISTENCE OF COUNTEREXAMPLES

In this section we explain the underlying algorithm for
the function PROVE_CEX _BY _INDUCTION. Recallthat before
entering the induction proof mode, we have alreadyidenti-
ed a potential parameterizedabstractcountergample =

of + " s

A. Induction Proof

Theinductionhypothesiss thatthereexists a concretepath
inside the abstractcounter&ample ,f g€ s. We divide the
counter@ampleinstanceinto ,f g and s, andde ne the
intermediatepre-conditionand post-conditionsas follows:

G = post ( p;1)
F = post (pf (g1)
B =pre ( s;Sg)

To rephrasethe induction hypothesis,

F\B 6;

Lif n doesnot appearin ,, e.g.,whenloop conditionis (i<CONST) and
we rewrite it as(i<n) , we assumehatn = k holdsin the initial state.

Thatis, thereexistss 2 (F\ B) suchthats is reachabldrom
| through pf g¢ andcanreachSg through s.

We want to prove that there also exists a concretepath
inside the abstractcountergample f (gt 5. Similar to
the previous case,we divide the countergample instance
into two parts: f ;g€ and , s. The correspondingpre-
conditionsand post-conditionsare de ned asfollows:

G%= post ( p;l)
FO=post (o f +g%l)
B%=pre ( s;Sg)

The existenceof a concretecountergampleis rephrasecdas
follows,
FO\ B%6 ;

The inductionstepsaysthat, if thereexists a concretestate
s 2 (F\ B) whenn = k, thenthereexists a concretestate
s2 (FO\ B9 whenn = k+ 1. With alittle abuseof notation
(F asasetandF (V) asaformula), we expressthe induction
stepformally asfollows,

9V i F(V)AB(V) ! 9V :FYqVv)~BYV) :

Here V is the set of programvariables.However, we shall
never computeF V) andF (V) explicitly sincethey areover
parameterizedsegment (expensve to compute).Instead,we
rely on the analysisof G(V) and GYV) to derive sufcient
conditionsunderwhich the induction holds.

B. Induction Condition

We partition the setV of variablesinto V. = V, [ Vu. V»
containsthe induction parametem and variableswhich are
assignedn , to valuesthat dependson n, andV, contains
the remainingvariables.To get an induction proof, consider
the following requirementon V, andV, (CO0):

in |, variablesin V, do not appearin ary assignment
(neitherin left-handside nor in right-handside);
guardsg(Va; W) in  aremonotonicwith respecto V.

In such cases, pre- and post-conditionsover | can be
computedby updatingfunctionsfor V, andV, separatelya
Cartesianproduct). This characteristichas beencapturedby
the notion of a disjunctively decomposabléunction described
in Sectionlll.

Given G and G we de ne

Ga = 9V : G(Va; W)
Gy = 9V, : G(Va; W)
Gg = 9Vb . GO(Va;Vb)
GY = 9V, : GYVa; W)

The induction holdsif the following conditionsare satis ed:
C1: G andGP differ only in the valuationsof Vy:

G® = G3(Va) " G(Wb);
Ga =G0

C2: B andB?satisfythe following goal containmentheck:

9NV :Gp"B ! 9V :G2ABO:



All conditionscan be checled algorithmically in the CDFG
model by a combinationof static analysis(for checkingthe
partition of V) and pre-conditionand post-conditioncompu-
tationsover nite counter&amplesegments.

C. Proof of Correctness

The correctnessf the induction proof is establishedby
Theorem3. The proof is illustratedpictorially in Fig. 4.

Theorem3 If F\ B 6 ;
satis ed, thenF°\ B96 ;.

and conditions C0,C1,C2 are

Proof: SinceG and G° are disjunctively decomposable,
\, variablesdo not changetheir valuesin  ;, andV;, variables
areupdatedndependentlyfrom Vy, in  , we know thatF and
F 0 are alsodisjunctively decomposablethat is,

F = Fa(Va) ® Fo(Mo) = Fa(Va) " Gp(W);
FO = FVa) " FAWb) = F(Va) ® GY(Vb);
andF, = FQ (becausef G, = G2). From conditionC2,
9VbZGb’\ B 9VbZG8A BO )
9Vp:Fa(Va) A Gp~ B OVL:F(Va) A GO~ BO ;
9Vy:F N B 9V,:For BO :

OV:F (V) A B(V) IV:FYV) A BYV) :

This meansthatif s 2 F\ B exists, thens® 2 FO\ BO
exists. Note that s and s° may differ only in their valuations
of variablesin V. [ |

Fig. 4. The normalinduction condition.

VI. GOAL CONTAINMENT CHECKING
A. TheWbrking Example

In Fig. 1, when the set of predicatesis empty (the ini-
tial abstraction),the abstract countergample produced by
the CEGAR procedureis  =(1)..(5)(6)(7) . This abstract
countergample cannotbe concretizedby the standardcon-
cretizationprocedureor our backleapalgorithm.Furthermore,
our concretizatioralgorithmcannotdetectany countergample
pattern;at line 8 in Algorithm 3 theredoesnot exist a valid
index pair (j; k) for backleap.

After the rst re nementiteration (which removesthe spu-
rious countergample),the induction proof attemptbecomes
possible. Algorithm 3 will return the following counterg-
ample pattern: of +g" s suchthat , =@.e0 ,

r=EM©  ,and s =@

ThesetV of programvariableds partitionedinto V, = fi g
andV, = fng. Inside ., all the LHS variablesareincludedin
Va,, andthe only variablein Vj, doesnot change Furthermore,
inside  theguardg: (i  n) is monotonicwith respectto

n.
For the rst two conditions,
G =({=0"(n=Kk);
G =(=0"(n=k+ 1) :
Let G, = G = (i=0), G, = (n=k), and G} =

(n= k+ 1); both G and G° are disjunctively decomposable.
For the last condition,

B =pre(si n) =(i=n)
B =pre(, i n) =(+1=n)
Therefore,
9V, G B :(i:k)

9Vp 1 GIABO = (i +1=k+ 1)
This provesthe goal containment,

9Vp:Gp"B ! 9V, :G2ABO:

B. Goal Containment

SetsB? and B are regardedas the goals of postcondition
computationsover the commonpre x ,f +g¢. The goal
containmentheckrequiresa decisionprocedurehat supports
guanti ed formulas.In our implementationwe use a mixed
model checkingprocedure[18] which incorporatesboth bit-
level and word-level symbolic representationdf all program
variablesare assumedo be in nite domains,one can also
chooseto usestandardBDD-based xpoint algorithms

Since we always considera single programpath (a nite
pre x or sufx), the pre- and post-conditioncomputations
can be madeefcient in practice.Although the CDFG may
have mary branchingstatementsyhencomputingpost () and
pre () over , and s, we do not needto considermore
thanonebranchat eachpre or post step.For instance given

liberal pre-condition[19] of with respectto , denotedby
wlp( ; ), is computedasfollows,

For a statement: v = e, Wlp(s; )= (e=V);

For a statement: assume(c) , WIp(s; )= "¢

For a sequenceof statements1; s2, wip(sl:s2; ) =
wlp(s1;wip(s2; )).

For a single CDFG path, there are only two types of
statementsassignmenttatementsand branchingstatements
(assume(cy comesfrom ifc) ). Complex C statementsnvolv-
ing pointers, arrays, structures,function calls, etc. can be
rewritteninto simplestatementfvolving scalarvariablesonly
duringa preprocessinghaseof the CDFGrepresentatiof20].
Therefore,the pre- and post-conditionresults over a single
CDFG path do not blow up. In practice,the time spenton
computingG; G% B ; B is often negligible whencomparedo
other phasesof the CEGAR procedure.



C. Strengtheningnduction

The conditionscanbe strengthenetly imposinga restricted
areawithin which goal containmentshould hold. This step
is optional, but may increasethe chanceof getting a proof.
Speci cally, we identify a statesubspacd-1 S suchthat
goalcontainmentvithin F; canestablistthe proof. We de ne
F, astheunionof F for all k 1,

F)()St( pf rng; | )
k=1
By de nition, FA F; = F andF°* F; = FC
AssumethatF ~ B 6 ;. We now prove thatif 9Vy: (Gp*
E; N F:l ) ! S)\AO: ((;g A E3 on F:l )' th(}ﬂ

F: (SN E3 0 g; .
Sincegoal containmentholdsinside F;

NVp: Fa” (Gob" B~ Fy) OV FO7 (GO7 BOA Fy )
Ny (FABAFy) MVp: (FOA BOAFy )
NVp: (F ~ B) Vp: (FO7 BO)

This is furtherillustratedin Fig. 5. We call it a strengthening
becausegoal containmentwith F; increaseshe chanceof
getting a proof.

Fy

Fig. 5. The strengthenedhduction condition.

Our use of F; is similar to the method in [21] on
strengtheningBMC induction proof with overapproximated
reachablestates.To ensureterminationwhen computingF; ,
we computeexact post-conditionsover f +g¢ upto a nite
set of valuesof k and then switch to widening[22]. In the
working example,for instancef; =i n.

D. Compositionof Parameterizedlraces

Extending the induction methodto handle more complex
countergample patternsis possible.For countergamplesin-
volving concatenatiorand embeddingof recurringsegments,
we have identied sufcient conditions (special cases)in
which goal containmentanbe checkef ciently . Dueto page
limit, we omit the discussionon thesecomple patterns;an
extendedversionof this paperis available uponrequest.

VIl. EXPERIMENTS

We have implementedthe new methodin the F-Soft ver-
i cation platform [23] and integratedwith a CEGAR proce-
dure[24]. F-Softis a tool for analyzingsafety propertiesin

arereachablelt hasa preprocessinghasein which complex
C statementqsuch as pointers, arrays, function calls, etc.)
arerewritten into simple statementénvolving scalarvariables
only. For the simpli ed C program,it builds a CDFG repre-
sentationwhich is taken asinput by subsequenanalysispro-
ceduresjncluding CEGAR and our induction basedmethod.

Ourtestcasesareseveral softwarebenchmarksn the public
domain. For eachtest case,we run both standardCEGAR
andthe augmentedrersion(with our inductionmethod)of the
sameCEGAR procedureAll the experimentswvereconducted
on a workstationwith 3 GHz Pentium4 processorand 2GB
of RAM running RedHat Linux 7.2.

A. TheGNU bc Example

Our rst test case comes from the GNU bc package
(bc-1.06 ), which implementsa Unix commandine calculator
with arbitraryprecision.Thereis a known arrayboundsviola-
tion bugin line 176 of the le storagec . Thebugis illustrated
in thelastline of Fig. 6, wherethe guard(ndx<v county should
be changedto (indx<a _county . This bug is inherently dif cult
to nd with testing[25], sincethe corruptedheapdoesnot
always causean immediate crash—it often causesa crash

when anothersometimesunrelatedmaiioc) is called.
a_count = 256;

old_count
a_count

= a_count;
= a_count + STORE_INCR;

arrays
names

bc_malloc(a_count
bc_malloc(a_count

* sizeof(bc_var_array
*sizeof(char  *));

)

for (indx=1:
arrays[indx]

indx<old_count;
= old_ary[indx];

indx++)

for (; indx
arrayslindx]

< v_count;
= NULL;

indx++)
[[failure

Fig. 6. Codein more_arrays()  of the GNU bc example

This bug cannotbe detectedusing standardCEGAR when
acount=256 . However, if acount is setto somesmall value,
standardCEGAR may nd a concretecountergample.ln our
experiments,acount is setto variousvaluesstartingwith 1,
2, 3, ... The resultis given in Fig. 7. With a small initial
value, standardCEGAR found the concretecountergample,
but it demonstratepoor runtime performanceand is clearly
not scalable.

The CEGAR procedure augmentedwith our induction
method was able to identify and prove the existence of

bc

10000

acount | time (s)
1 21
1000 4 2 36
. 3 5.9
/ 4 10
1004 & 5 14
,,/ 6 27
4 — 7 49
10 ~ Acon 8 85
—ftpd 9 135
10 522
1 ' ' ' 11 885

0 20 40 60 80 12 5256

Fig. 7. Runtime of the standardCEGAR procedurex-axis: valuesof n;

C programsby checkingwhether certain labeled statements y-axis: run time in seconds.



a parameterizeccountergample within 10 seconds.This is
slightly slower thanstandardCEGAR for a_count=3 . However,
the proof is valid (i.e., a concretecountergample instance
exists) for all acount = 1;2;:::; K.

(7]
(8]

B. The AeonExample

Our secondtest casecomesfrom the Linux mail transfer
agentaeon 0.02a . Thereis a buffer over ow inside the func-
tion getconfig , whenever it calls sicpy to duplicatea string
returnedby the function getenv to a buffer with size maxLen.
This bug is representatie for mary buffer over ows leading
to possiblesecuritybreachesThis examplewas also studied
by Kroeningand Weissenbachein [14].

We applied standardCEGAR as well as the augmented
versionto this example.WhenmaxLen=512, our implementation
of standardCEGAR failed to detectthe bug within 4 hours
(BLAST [26] and SLAM [7] also timed out, as reportedin
[14]). Our induction basedmethodwas able to identify and
prove the existenceof a parameterizedountergamplewithin
6 secondsIn comparisonthe loop detectionmethodin [14]
detectedthe bug within 254.5 secondsithe runtime of their
method will keep increasingas maxLen becomeslarger (its
runtime was 25.0 secondswhen maxLEN=25). In contrast,our
proofis valid (i.e., a concretecountergampleinstanceexists)
for all maxLen= 1, 2;:::; K.

C. Theftpd Example

Our third testcasecomesfrom the wu-fipd-2.6.2  package.
Thereis a buffer overruninsideftprestart.c whenthefunction
is called. The induction parametelis numfiles , which
is 1024 in the concretecountergample. This example was
also studiedin [27]. StandardCEGAR failed to detectthe
bug (althoughit can nd a bug when we set numfiles  to
smallervalues,asis shown in Fig. 7), whereasour induction
augmentedCEGAR procedurefound the bug in 22 seconds.

(9]

[20]
[11]

[12]

[13]
[14]
[15]
[16]
[17]
(18]

newfile [19]

[20]
[21]

[22]

VIIl. CONCLUSIONS

We have presentedan induction basedmethodfor proving
the existenceof long countergamples.The method avoids
a state-by-statamatch of the abstractcountereampleduring
the searchfor concretecountereamples.lt providescomple-
mentarystrengthgo the popularCEGAR methods For future
work, we wantto extendthe inductionmethodto handlemore
complex countergamplepatterns.

(23]

[24]

[25]
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