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Abstract— Induction has been studied in model checking for
proving the validity of safetyproperties,i.e., showing the absence
of counterexamples.To our knowledge, induction has not been
used to refute safety properties. Existing algorithms including
boundedmodelchecking,predicateabstraction, and interpolation
are not ef�cient in detecting long counterexamples.In this paper,
we proposethe useof induction inside the counterexampleguided
abstraction and re�nement (CEGAR) loop to prove the existence
of counterexamples.We target bugs whosecounterexamplesare
long and yet can be captured by regular patterns. We identify
the pattern algorithmically by analyzing the sequenceof spurious
counterexamples generated in the CEGAR loop, and perform
the induction proof automatically. The new method has little
additional overhead to CEGAR and this overhead is insensitive
to the actual length of the concrete counterexample.

I . INTRODUCTION

Induction techniqueshave beenusedin modelcheckingto
prove safetypropertiesin a statetransitionsystem.A property
is called safety if it can be refuted by examining a �nite
computationpath of the model.Propertiesof the form AG 
(i.e.,  is an invariant) are an important specialcasesince
a generalsafetypropertycanbe reducedto an invariantby a
compilationprocess[1]. Conceptually, onecanprove invariant
propertiesby showing that  holdsin the initial states,and 
is maintainedby the transitionrelation.SAT basedinduction
methods[2], [3], for instance,rely on the observation that a
failing property has a simple path from an initial stateto a
badstate.An invariantholdsif all pathsof lengthk or shorter
satisfy  , and there is no simple path of length k + 1 or
longer from an initial state.Induction hasa clear advantage
over other proof methodssinceit hasto consideronly paths
of a shorterlength (up to k in k-induction)whereasbounded
model checking(BMC [4]), for instance,needsto checkall
pathsup to a completenessthreshold.

However, inductionhasnot beenusedto refutesafetyprop-
erties,that is, to show that a concretecounterexampleexists.
Existingmethodsfor �nding bugs,includingBMC, counterex-
ample guided abstractionre�nement (CEGAR [5], [6], [7]),
and interpolation[8], arenot ef�cient in the presenceof long
concretecounterexamples.For example,BMC hasbeenwidely
regardedaseffective in detectingshallow bugsin largemodels;
however, state-of-the-artBMC algorithmshandleonly up to
a few hundredunrollings on typical industrial-scalemodels.
When there are deepbugs, CEGAR and interpolationbased
methodsdonot work well either, sincethey too rely on �nding
a state-by-statematchbetweenthe abstractand the concrete
counterexamples.

We proposean induction basedrefutationmethodfor de-
tecting long counterexamples,whosecomputationaloverhead

(1) unsigned i , n ;
(2) ...
(3) n = 10000 ;
(4) ....
(5) i = 0 ;
(6) while ( i<=n ) {
(7) assert ( i<n ) ;
(8) i++ ;

}

(1) bool P = * ;
(2) ...
(3) P = * ;
(4) ....
(5) P = T ;
(6) while ( * ) {
(7) assert ( P ) ;
(8) P = P ? * : F ;

}

Fig. 1. The original C programandthe �rst Booleanabstraction

is independentof theactualcounterexamplelength.Our main
observationis thatdeepbugscanoftenbecapturedby aregular
patternin thecounterexampleof a family of systemsobtained
by introducing a parameterto the system under analysis.
Insteadof looking for a state-by-statematch of the abstract
counterexample to a particular concretecounterexample,we
prove by induction that therealwaysexists a counterexample
of that generalpattern.

Considertheprogramin Fig. 1, which hasa simpleandyet
representative bug in line 7 (e.g., an array boundviolation).
Detectingthis bug is challengingfor all aforementionedmeth-
ods.For illustration purposes,a standardpredicateabstraction
procedurewould add the following predicates,P:(i<10000) ,
P1:(i<9999) , P2:(i<9998) , etc. The procedureneedsn re�ne-
mentiterationsin orderto producea concretecounterexample.
OnemayarguethatCEGARis not well suitedfor �nding this
typeof bugs.However, if the loop conditionwere (i < n) and
the assertionnever failed, thenCEGAR is ef�cient in getting
the proof.

Ournew methodprovidescomplementarystrength(goodfor
refutation)to thepopularCEGARstyleabstractionalgorithms
(good for proof). In Fig. 1, regardlessof the initial value of
n, there is an assertionfailure in Line 7. Furthermore,the
sequenceof concretecounterexamples,in terms of the line
numbersleadingto the failure, is

(1)(2)(3)(4)(5) f (6)(7)(8) gn (6)(7)

If we canprove that a counterexampleof this regular pattern
exists for all n � 1, then it follows that there exists a
counterexamplefor n = 10000 .

Although CEGAR is not ef�cient in detectinglong coun-
terexamples,it canbe useful in identifying the regularpattern
of the counterexample.We presentan algorithm to identify
the regular patternof the counterexample,by analyzingthe
failed counterexampleconcretizationattemptsinside the CE-
GAR loop. The basic idea behind this algorithm is that the
regular patternof a concretecounterexampleis often shown
in the seriesof spuriouscounterexamplesencounteredin the
CEGAR loop. In Fig. 1, for instance,the set of spurious
abstractcounterexamplesproducedby the CEGAR procedure
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have the sameregular pattern—they differ from the concrete
counterexampleonly in the numberof copiesof the recurring
segment (6)(7)(8) .

The existenceof a parameterizedcounterexamplecan then
be proved by induction: (1) in the basestep, we show that
a concretecounterexampleof the given regular patternexists
for n = 1; (2) asan inductionhypothesis,we assumethat for
n = k, a concretecounterexampleof the given patternexists.
(3) in the induction step,we extend the counterexamplefor
n = k to build a new counterexample for n = k + 1, and
show that the new counterexampleexists. One of our main
contributions is proposinga goal containmentcheck that is
suf�cient to establishthe inductionproof for n = k + 1 based
on theinductionhypothesisfor n = k. In thegoalcontainment
check,we align the commonpre�xesof the two consecutive
counterexamplesfor k andk + 1 andcomparetheir suf�x es.

We have implementedthe proposedmethodin a standard
CEGAR procedureandconductedexperimentson somesoft-
ware examples from the public domain. The results show
that when augmentedwith the new induction basedmethod,
CEGAR is able to �nd somevery long counterexamplesin
nontrivial examples,mostof whichwouldhaveeludedexisting
modelcheckingmethods.

Therestof this paperis organizedasfollows.After review-
ing the relatedwork andintroducingthe notation,we present
thealgorithmfor identifying a counterexamplepatternin Sec-
tion IV. We presentour symbolicmethodfor establishingan
inductionproof in SectionV. We demonstratetheeffectiveness
of our methodthroughexperimentsin SectionVII, and then
concludethis paperin SectionVIII.

I I . RELATED WORK

Detectinga long counterexample has beena well-known
problemin formal veri�cation of both hardwareandsoftware
systems.In [9], Ho et al. attempt to solve the problem by
simulatingup to a deepstateand then searchingaroundthat
stateexhaustively. This techniquecanbeconsideredasa semi-
formal method,in thatit combinesdirectedrandomsimulation
and model checking. A similar approachwas adoptedby
DART [10] in thecontext of programveri�cation. Semi-formal
methodsmay miss bugssincethey selectively, asopposedto
exhaustively, explore the statespace.

In [11], Nanshi and Somenziuse guided pseudo-random
simulation in the search of a concrete counterexample,
where the guidanceis provided by synchronousonion rings
(SORs [12]), a data structure that implicitly capturesall
shortestabstractcounterexamples.In [13], BjesseandKukula
presenta repeatextenderalgorithm for counterexamplegen-
eration within an abstractionre�nement loop. They use the
abstractcounterexampleasbackshell lighthouseswithout lim-
iting the BMC searchto concretecounterexamplesof the
samelength. In [14], Kroening and Weissenbacherpropose
a similar methodtargetingcounterexampleswith loops.After
heuristically identifying the loop, they put the assignment
statementsof the loop body into a closedform representation,
and use a SAT solver to calculatea conservative bound on
the numberof loop iterations.Then,they useBMC to iterate

through the loop exactly that numberof times and derive a
concretecounterexample.

All theseCEGAR basedmethodsinsist on �nding a con-
cretepathfrom an initial stateleadingto the badstate,which
makesthemlessscalablewhenthe model is complex andthe
counterexampleis long.

In [15], Seghir and Podelskiuse transition abstraction to
shortcutthe “trans�nite” sequenceof re�nement steps.They
abstractnot just statesbut also the statechangesinducedby
the structuredlanguageconstructsincluding for and while

statements.In [16], Ball et al. analyzeterminationof loops
without re�nementandwithout well-foundedsetsandranking
functions.Their methodis basedon the symbolic reasoning
of abstractcounterexamples;insteadof using induction, they
try to identify musttransitionsin the abstractstatetransition
graphusingconditionson the structureof the graph.

I I I . PRELIMINARIES

A. From CDFGsto Models

We representthe model underveri�cation asa tuple M =
hS;T; I ; SE i , where S is a set of states,T � S � S is the
transitionrelation,I � S is the setof initial states,andSE �
S is the setof error states.Given a setX = f x1; : : : ; xn g of
statevariables,eachstates 2 S is a valuationof thevariables
in X . A concretepath is a sequenceof statess1 : : : sl such
that (si ; si +1 ) 2 T for all 1 � i < l .

We use a control and data �o w graph (CDFG) as the
intermediaterepresentation,where CDFGs may be derived
from eitherhardwaredesignsor softwareprograms[17].

De�nition 1 A control and data �ow graph (CDFG) is a 5-
tuple G = hB; E; V; � ; � i such that

� B = f b1; : : : ; bL g is a �nite setof basicblocks,where b1

is the entry block.
� E � B � B is a set of edges representingtransitions

betweenbasicblocks.
� V is a �nite set of variables that consistsof actual

design/program variables and the auxiliary variables
addedfor modelingthe hardware/software semantics.

� � : B ! 2Sasg n is a labeling function that labels each
basic block with a set of parallel assignments.Sasgn is
the setof possibleassignments.

� � : E ! Scond is a labeling function that labels each
edge with a conditional expression.Scond is the set of
possibleconditionalexpressions.

Figure 2 shows a sampleC program and its CDFG. Each
rectangleis a basicblock.Block 1 is theentryblock andblock
7 is theerrorblock.Basicblocksareconnectedwith eachother
by edges,which are labeledby conditionalexpressions.For
example, the transition from block 3 to block 4 is guarded
by (a<100) . Edgesthat are not labeledby any condition are
assumedto have a true label.

The CDFG is regarded as an explicit representationof
the concretemodel. To representthe CDFG symbolically as
a veri�cation model M = hS;T; I ; SE i , we add a special
ProgramCounter(PC) variablexpc whosedomainis the set



3

goto LOOP

ERROR

LOOP:

5

6

2

a NS= b+a

4

1

7

(a+b� 200)

(a� 100)

a=aNS

b=a

(a< 100)

a = 1
a NS = 1
b = 0

(a+b> 200)

3

void main ()
f

a = 1;
a N S = 1;
b = 0;

LOOP:
if (a + b > 200)

ERROR

if (a < 100)
a N S = b + a;

b = a;

a = a N S;
goto LOOP;

g

Fig. 2. The control anddata�o w graph

of basic block indexes B = f b1; : : : ; bn g. Furthermore,we
assumein themodelM thatX = f xpcg[ V is thesetof state
variables(V consistsof theoriginal variablesfrom themodel).
If the entry block is b1 2 B and the error block is ber r 2 B,
thenwe have I = (xpc = b1) andSE = (xpc = ber r ).

B. ParameterizedCounterexamples

An abstract model cM can be derived from an over-
approximatedpair ( bT; bI ) suchthat T � bT and I � bI . Given
a CDFG representation,a naturalway of creatingan abstract
model cM is to over-approximatethe assignmentstatements.
For instance, if we ignore the assignmentstatements(by
assumingthat arbitrary values can be assignedto the left-
hand side variables),the remaining control �o w graph can
be regardedas an abstractmodel. In this abstractmodel cM ,
an abstractstateis representedby the set bsi = (xpc = bi ),
wherebi 2 B. Sinceall the guardsin cM canbe eithertrue or
false, cM hasall the behaviors of M and possiblymore. An
abstractpath is a sequenceof abstractstates� = bsi ; : : : ; bsj .

De�nition 2 A parameterizedabstractcounterexample� is an
abstract path of the form

� = bs1 : : : bsi � 1 f bsi : : : bsj gn bsj +1 : : : bsl ;

such that bs1 � bI and bsl � bSE . The recurring segment is
� r = bsi : : : bsj , the �nite pre�x is � p = bs1 : : : bsi � 1, and the
�nite suf�x is � s = bsj +1 : : : bsl . Theinteger n is thenumberof
copiesof � r .

Any of the threesegmentsin � canbe empty. For example,if
� is usedto matchthe concretecounterexamplein a state-by-
stateway, we assumethat � r may be an emptysegment.

Givena setQ of states,thepost-condition(pre-condition)of
Q with respectto T consistsof all successors(predecessors)
of Q. Formally,

pre (Q) = f s j 9s0 2 Q : (s; s0) 2 Tg ;
post(Q) = f s0 j 9s 2 Q : (s; s0) 2 Tg :

The de�nition can be extendedtransitively with respectto a
control path � = bsi ; : : : ; bsj as follows,

pre� (� ; Q) = f s j thereis a concreterun inside �
from s to s0 suchthat s0 2 (Q \ bsj )g ;

post� (� ; Q) = f s0j thereis a concreterun inside �
from s to s0 suchthat s 2 (Q \ bsi )g :

Given a control path� , the transitive versionof pre-condition
can be computedas follows: let Z = bsj \ Q, and then
repeatedlycomputeZ = bsi \ pre(Z ) for all i � j .

Function f (V ) is called disjunctivelydecomposablewith
respectto the partition V = Va [ Vb if

f (V ) = (9Va :f (Va ; Vb)) ^ (9Vb:f (Va ; Vb)) ;

C. TheCEGARProcedure

Counterexampleguidedabstractionre�nement is an itera-
tive procedureconsistingof threephases:abstraction,model
checking,andre�nement.Algorithm 1 shows thepseudocode
of a generic CEGAR procedure.Typically, one starts with
a coarseinitial abstractioncM and appliesmodel checking.
If the property holds in cM , it also holds in M and the
propertyis proved.If thepropertyfails andthemodelchecker
returns an abstractcounterexample (ACE), a concretization
procedureis usedto checkwhethera concretecounterexample
(CCE)exists.If a concretecounterexampleexists,theproperty
is refuted. Otherwise,the spurious counterexample is used
duringre�nementto identify theneededinformationcurrently
missingin the abstraction.

Algorithm 1 CEGAR(M ;  )

1: cM = INITIAL ABSTRACTION(M ;  );
2: while (1) do
3: AC E = MODEL CHECKING( cM ;  );
4: if (AC E is empty) then
5: return TRUE;
6: end if
7: CCE = CONCRETIZECEX(M ;AC E );
8: if (CCE not empty) then
9: return (FALSE, CCE );

10: end if
11: cM = REFINEMENT(M ; AC E );
12: end while

One inef�ciency of CEGAR in detectinglong counterex-
amplesis due to its concretizationalgorithm.Algorithm 2 is
a standardconcretizationprocedurewhich takes the abstract
counterexample� = bs1; : : : ; bsl asinput. It startsfrom theerror
statesbsl and repeatedlycomputespre-conditions.If the pre-
conditionq1 is non-empty, aconcretecounterexamplehasbeen
found. If the preconditionbecomesempty beforei decreases
to 1, concretizationfails and the abstractcounterexample is
marked as spurious. After the counterexampleis declaredas
spurious,the re�nement stepfollows to improve the abstract
modelby analyzingthespuriouscounterexample.TheCEGAR
loop continuesuntil either the propertyis proved (no abstract
counterexample),or a concretecounterexample is found, or
the procedurerunsout of computingresources.

It may take a large number of re�nement iterations for
the CEGAR procedureto produce an abstract counterex-
ample whose length matches the length of the concrete
counterexample—beforethat,all theabstractcounterexamples
are declaredas spurious.If the concretecounterexamplehas
a parameterizedpattern,using Algorithm 2 to concretizeit
is inef�cient. Recall that � = � pf � r gn � s . When � contains
a large numberof copiesof � r , the pre- and post-condition
computationsover � canbe expensive.
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Algorithm 2 CONCRETIZECEX(M , � )

1: i = l ;
2: qi = bsi ;
3: while (i 6= 1) do
4: qi � 1 = pr e(qi ) \ bsi � 1 ;
5: if (qi � 1 6= ; ) then
6: i = i � 1;
7: else
8: return no concretecounterexample;
9: end if

10: end while
11: return a concretecounterexample;

IV. IDENTIFYING COUNTEREXAMPLE PATTERNS

To augmentthe standardCEGAR procedure,we add an
induction proof attempt right after concretizationfails, but
before re�nement. Our proceduretries to identify a regular
patternfrom the setof abstractcounterexamplesby analyzing
thefailedconcretizationattempts.Thecounterexamplepattern
becomesahypothesis,whichsubsequentlywill bevalidatedby
aninductionstep.If we canprovethatfor all inductionparam-
etervalues(includingtheonein theconcretecounterexample),
an instanceof the parameterizedcounterexampleexists, then
the propertyis refuted.If this addedinduction proof attempt
doesnot succeed,we fall backuponthestandardCEGARloop
andcontinuewith re�nement.

A. TheRecurringSegment

To characterize� , weneedto identify theheadandtail states
of � r from a givenabstractpath� = bs1 : : : bsl . We accomplish
this by modifying the standardconcretizationprocedure.We
rely on the fact that if the concretecounterexampleis an in-
stanceof aparameterizedabstractcounterexample� pf � r gn � s,
then the CEGAR procedureis likely to generatea seriesof
spuriouscounterexamplesof the following form:

iteration1: � = � p � r � s;
iteration2: � = � p � r � r � s ;
iteration3: � = � p � r � r � r � s ;
: : :

the sequencecontinuesuntil the number of copies of � r

matchesthe valuein the concretecounterexample.
Recall that for a spuriousabstractpath � = bs1 : : : bsl , the

concretizationprocedurein Algorithm 2 will �nd a failing
index i such that 1 � i < l and pre(qi +1 ) \ bsi = ; . In
Fig. 3, for instance,the failing index is i sinceqi is empty. In
Algorithm 2, oncea failing index i is found, � is declaredas
spuriousand the concretizationstops.
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Fig. 3. Backleapto identify the counterexamplepattern

We modify Algorithm 2 to allow thesearchfor a potentially
longer concretecounterexampleby using a “backleap” strat-
egy. Thenew concretizationprocedureis givenin Algorithm 3,
in which the additional steps(with respectto the standard
algorithm)are listed in lines 8-19. Cthr es is a predetermined
thresholddenotingthemaximumnumberof backleapsallowed
in a concretizationattempt.

The idea is to start from the failing index i and search
backward for a transition (bsj ; bsk ) with i � k � j � l
such that in the concretemodel bsj is reachablefrom bsk in
one step. If k and j exist, the concretizationretreatsfrom
qi +1 back to qk and makes a successfulbackleapfrom qk

to bsj ; after that we continuethe concretizationprocessfrom
pre(qk ) \ bsj . At the sametime, we recordbsj as a candidate
tail stateof � r and bsk as a candidateheadstateof � r . In
thismodi�ed concretizationprocedure,wecanmakebackleaps
morethanonce(boundedby the constantCthr es)—therefore,
it is possibleto �nd a concretecounterexamplethat is longer
than the abstractcounterexampleto be concretized.

Algorithm 3 CONCRETIZECEX BACKLEAP(M ; � )

1: i = l ; qi = bsi ;
2: � bLeap = 0;
3: while (i 6= 1) do
4: qi � 1 = pr e(qi ) \ bsi � 1 ;
5: if (qi � 1 6= ; ) then
6: i = i � 1;
7: else
8: �nd k and j suchthat i � k � j � l andpr e(qk ) \ bsj 6= ; .
9: if (k and j do not exits, or � bLeap > Cthr es ) then

10: if ( PROVE CEX BY INDUCTION( ) ) then
11: return a concretecounterexample; //proved
12: else
13: return no concretecounterexample;
14: end if
15: end if
16: qj = pr e(qk ) \ bsj ;
17: i = j ;
18: � bLeap + + ;
19: addsegment� k ;j to a list of candidatesof � r ;
20: end if
21: end while
22: return a concretecounterexample;

If after making Cthr es backleaps,the new concretization
procedurefails to �nd a concretecounterexamplebut some
� r = bsk : : : bsj have beenrecognized,we enter the induction
proof mode(lines 9-15). In Algorithm 3, induction proof is
implementedin the function PROVE CEX BY INDUCTION.

B. TheInductionParameter

Given a recurring segment � r = bsk : : : bsj , we need to
identify the potential inductionparameterassociatedwith � r

before calling PROVE CEX BY INDUCTION. We will show
in the next sectionthat checkingwhetherthe inductionproof
holdsis cheapcomputationally(comparedto modelchecking),
and only a correct induction parameter(paired with a true
recurring segment) allows the induction proof to hold. The
naive approachis to blindly try all the programvariablesone
by oneasthe inductionparameter, andunderthat assumption
checkwhetherthe inductionproof holds.The naive approach
can be costly, but it does not affect the correctnessof the
overall CEGAR procedure.
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In practice,however, we needto reducethe overheadof
identifying induction variable. We �rst compute a list of
promisingcandidatevariables,that is, the programvariables
in V that are likely to be induction parameters.Then we try
the candidatevariablesone by one, to seewhether treating
eachof themasthe inductionparametermakes the induction
proof go through.

We use the following criteria to �lter out non-induction
variables.Let � r = bsk ; : : : ; bsj and g(V ) be the conditional
expressionguarding the transition from bsj to bsk (the back
edge).For a programvariablen to bethe inductionparameter,
n needsto be in the transitive support of the expression
g(V ). Furthermore,all the guardexpressionsinside � r must
be monotonicwith respectto variablen—this guaranteesthat
as long as a transition(of � r ) is valid for n = k, it is valid
also for the n = k + 1 counterexampleinstance.

C. CounterexampleInstances

In order to prove that � exists for all n � 1, we need
to control the value of n in the model to produce a set
of parameterizedcounterexampleinstances.Conceptuallythis
is accomplishedby �nding inside � p the last assignment
statementto n, and replacing it with a statementassigning
a symbolicvaluek to n.

In Fig. 1, for instance, the pre�x segment is
� p = (1)(2)(3)(4)(5) and the last assignmentstatement
to n is in line 3. A simple static analysis can locate the
statementn=1000 at line 3 and rewrite it into n=k , where k
remainsa parameterizedsymbolic value. When setting k to
1, we cancheckwhether� exists for the inductionbasisn=1.

In practice,when� andn aregiven,we have implemented
a procedureto locate the last assignmentstatementto n
inside � p, followed by an automatic rewriting of CDFG
representationof the concretemodel1.

V. PROVING THE EXISTENCE OF COUNTEREXAMPLES

In this section we explain the underlying algorithm for
the function PROVE CEX BY INDUCTION. Recallthatbefore
entering the induction proof mode, we have already identi-
�ed a potential parameterizedabstractcounterexample � =
� pf � r gn � s .

A. InductionProof

The inductionhypothesisis that thereexistsa concretepath
insidethe abstractcounterexample� pf � r gk � s. We divide the
counterexampleinstanceinto � pf � r gk and� s, andde�ne the
intermediatepre-conditionandpost-conditionsas follows:

G = post� (� p; I )
F = post� (� p f � r gk ; I )
B = pre� (� s ; SE )

To rephrasethe inductionhypothesis,

F \ B 6= ; :

1If n doesnot appearin � p , e.g.,when loop condition is (i<CONST) and
we rewrite it as (i<n) , we assumethat n = k holds in the initial state.

That is, thereexistss 2 (F \ B ) suchthats is reachablefrom
I through� pf � r gk andcanreachSE through� s .

We want to prove that there also exists a concretepath
inside the abstractcounterexample � pf � r gk+1 � s. Similar to
the previous case, we divide the counterexample instance
into two parts: � pf � r gk and � r � s . The correspondingpre-
conditionsandpost-conditionsarede�ned as follows:

G0 = post� (� p; I )
F 0 = post� (� p f � r gk ; I )
B 0 = pre� (� r � s ; SE )

The existenceof a concretecounterexample is rephrasedas
follows,

F 0 \ B 0 6= ; :

The inductionstepsaysthat, if thereexists a concretestate
s 2 (F \ B ) when n = k, then thereexists a concretestate
s0 2 (F 0\ B 0) whenn = k + 1. With a little abuseof notation
(F asa setandF (V ) asa formula),we expressthe induction
stepformally as follows,

9V : F (V ) ^ B (V ) ! 9V : F 0(V ) ^ B 0(V ) :

Here V is the set of programvariables.However, we shall
never computeF 0(V ) andF (V ) explicitly sincethey areover
parameterizedsegment (expensive to compute).Instead,we
rely on the analysisof G(V ) and G0(V ) to derive suf�cient
conditionsunderwhich the inductionholds.

B. InductionCondition

We partition the set V of variablesinto V = Va [ Vb. Vb

containsthe induction parametern and variableswhich are
assignedin � p to valuesthat dependson n, and Va contains
the remainingvariables.To get an induction proof, consider
the following requirementon Va andVb (C0):

� in � r , variablesin Vb do not appearin any assignment
(neitherin left-handsidenor in right-handside);

� guardsg(Va ; Vb) in � r aremonotonicwith respectto Vb.
In such cases,pre- and post-conditionsover � r can be
computedby updatingfunctionsfor Va and Vb separately(a
Cartesianproduct).This characteristichas beencapturedby
thenotionof a disjunctively decomposablefunctiondescribed
in SectionIII.

Given G andG0, we de�ne

Ga = 9Vb : G(Va ; Vb)
Gb = 9Va : G(Va ; Vb)
G0

a = 9Vb : G0(Va ; Vb)
G0

b = 9Va : G0(Va ; Vb)

The inductionholds if the following conditionsaresatis�ed:
C1: G andG0 differ only in the valuationsof Vb:

G = Ga (Va ) ^ Gb(Vb);
G0 = G0

a (Va ) ^ G0
b(Vb);

Ga = G0
a

C2: B andB 0 satisfythe following goal containmentcheck:

9Vb : Gb ^ B ! 9Vb : G0
b ^ B 0 :
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All conditionscan be checked algorithmically in the CDFG
model by a combinationof static analysis(for checkingthe
partition of V ) and pre-conditionand post-conditioncompu-
tationsover �nite counterexamplesegments.

C. Proof of Correctness

The correctnessof the induction proof is establishedby
Theorem3. The proof is illustratedpictorially in Fig. 4.

Theorem 3 If F \ B 6= ; and conditions C0,C1,C2 are
satis�ed, thenF 0 \ B 0 6= ; .

Proof: SinceG andG0 aredisjunctively decomposable,
Vb variablesdo not changetheir valuesin � r , andVa variables
areupdatedindependentlyfrom Vb in � r , we know thatF and
F 0 arealsodisjunctively decomposable;that is,

F = Fa(Va ) ^ Fb(Vb) = Fa (Va ) ^ Gb(Vb);
F 0 = F 0

a(Va ) ^ F 0
b(Vb) = F 0

a (Va ) ^ G0
b(Vb);

andFa = F 0
a (becauseof Ga = G0

a). From conditionC2,

9Vb:Gb ^ B � 9Vb:G0
b ^ B 0 ;

9Vb:Fa(Va ) ^ Gb ^ B � 9Vb:F 0
a (Va ) ^ G0

b ^ B 0 ;
9Vb:F ^ B � 9Vb:F 0^ B 0 :

9V:F (V ) ^ B (V ) � 9V:F 0(V ) ^ B 0(V ) :

This meansthat if s 2 F \ B exists, then s0 2 F 0 \ B 0

exists. Note that s and s0 may differ only in their valuations
of variablesin Vb.

B

s

� r � s

� pf � r gk

I E

� s

B 0

Fig. 4. The normal inductioncondition.

VI. GOAL CONTAINMENT CHECKING

A. TheWorking Example

In Fig. 1, when the set of predicatesis empty (the ini-
tial abstraction),the abstract counterexample producedby
the CEGAR procedureis � = (1)...(5)(6)(7) . This abstract
counterexample cannotbe concretizedby the standardcon-
cretizationprocedureor our backleapalgorithm.Furthermore,
ourconcretizationalgorithmcannotdetectany counterexample
pattern;at line 8 in Algorithm 3 theredoesnot exist a valid
index pair (j; k) for backleap.

After the �rst re�nement iteration(which removesthe spu-
rious counterexample),the induction proof attemptbecomes
possible.Algorithm 3 will return the following counterex-
ample pattern: � = � pf � r gn � s such that � p = (1)...(5) ,
� r = (6)(7)(8) , and � s = (6)(7) .

ThesetV of programvariablesis partitionedinto Va = f i g
andVb = f ng. Inside� r , all theLHS variablesareincludedin
Va , andtheonly variablein Vb doesnot change.Furthermore,
inside � r the guardg : (i � n) is monotonicwith respectto
n.

For the �rst two conditions,

G = (i = 0) ^ (n = k) ;
G0 = (i = 0) ^ (n = k + 1) :

Let Ga = G0
a = (i = 0), Gb = (n = k), and G0

b =
(n = k + 1); both G andG0 aredisjunctively decomposable.

For the last condition,

B = pre� (� s ; i � n) = (i = n)
B 0 = pre� (� r � s ; i � n) = (i + 1 = n)

Therefore,

9Vb : Gb ^ B = (i = k)
9Vb : G0

b ^ B 0 = (i + 1 = k + 1)

This provesthe goal containment,

9Vb : Gb ^ B ! 9Vb : G0
b ^ B 0 :

B. Goal Containment

SetsB 0 and B are regardedas the goals of postcondition
computationsover the common pre�x � pf � r gk . The goal
containmentcheckrequiresa decisionprocedurethatsupports
quanti�ed formulas.In our implementation,we usea mixed
model checkingprocedure[18] which incorporatesboth bit-
level andword-level symbolic representations.If all program
variablesare assumedto be in �nite domains,one can also
chooseto usestandardBDD-based�xpoint algorithms

Since we always considera single programpath (a �nite
pre�x or suf�x), the pre- and post-conditioncomputations
can be madeef�cient in practice.Although the CDFG may
havemany branchingstatements,whencomputingpost� () and
pre� () over � p and � s , we do not need to considermore
thanonebranchat eachpre or post step.For instance,given
� = si ; : : : ; sj and a propositionalformula � , the weakest
liberal pre-condition[19] of � with respectto � , denotedby
wlp(� ; � ), is computedas follows,

� For a statements: v = e, wlp(s; � ) = � (e=v);
� For a statements: assume(c) , wlp(s; � ) = � ^ c;
� For a sequenceof statementss1; s2 , wlp(s1 : s2; � ) =

wlp(s1; wlp(s2; � )) .

For a single CDFG path, there are only two types of
statements:assignmentstatementsand branchingstatements
(assume(c) comesfrom if(c) ). Complex C statementsinvolv-
ing pointers, arrays, structures,function calls, etc. can be
rewritten into simplestatementsinvolving scalarvariablesonly
duringa preprocessingphaseof theCDFGrepresentation[20].
Therefore,the pre- and post-conditionresultsover a single
CDFG path do not blow up. In practice,the time spenton
computingG; G0; B ; B 0 is often negligible whencomparedto
otherphasesof the CEGAR procedure.
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C. StrengtheningInduction

Theconditionscanbestrengthenedby imposinga restricted
area within which goal containmentshould hold. This step
is optional, but may increasethe chanceof getting a proof.
Speci�cally, we identify a statesubspaceF1 � S suchthat
goalcontainmentwithin F1 canestablishtheproof.We de�ne
F1 as the union of F for all k � 1,

F1 =
1[

k=1

post( � pf � r gk ; I ) :

By de�nition, F ^ F1 = F andF 0^ F1 = F 0.
Assumethat F ^ B 6= ; . We now prove that if 9Vb: (Gb ^

B ^ F1 ) ! 9Vb: (G0
b ^ B 0^ F1 ), then

F 0^ B 0 6= ; :

Sincegoal containmentholds insideF1 ,

9Vb: Fa ^ (Gb ^ B ^ F1 ) � 9Vb: F 0
a ^ (G0

b ^ B 0^ F1 )
9Vb: (F ^ B ^ F1 ) � 9Vb: (F 0^ B 0^ F1 )

9Vb: (F ^ B ) � 9Vb: (F 0^ B 0)

This is further illustratedin Fig. 5. We call it a strengthening
becausegoal containmentwith F1 increasesthe chanceof
gettinga proof.

F1

s

B
B 0

� r � s

I E

� s

Fig. 5. The strengthenedinductioncondition.

Our use of F1 is similar to the method in [21] on
strengtheningBMC induction proof with over-approximated
reachablestates.To ensureterminationwhencomputingF1 ,
we computeexactpost-conditionsover � pf � r gk up to a �nite
set of valuesof k and then switch to widening [22]. In the
working example,for instance,F1 = i � n.

D. Compositionof ParameterizedTraces

Extendingthe induction methodto handlemore complex
counterexamplepatternsis possible.For counterexamplesin-
volving concatenationand embeddingof recurringsegments,
we have identi�ed suf�cient conditions (special cases) in
which goal containmentcanbe checkef�ciently . Due to page
limit, we omit the discussionon thesecomplex patterns;an
extendedversionof this paperis availableuponrequest.

VI I . EXPERIMENTS

We have implementedthe new methodin the F-Soft ver-
i�cation platform [23] and integratedwith a CEGAR proce-
dure [24]. F-Soft is a tool for analyzingsafetypropertiesin
C programsby checkingwhethercertain labeledstatements

arereachable.It hasa preprocessingphasein which complex
C statements(such as pointers,arrays, function calls, etc.)
arerewritten into simplestatementsinvolving scalarvariables
only. For the simpli�ed C program,it builds a CDFG repre-
sentation,which is taken asinput by subsequentanalysispro-
cedures,including CEGAR andour inductionbasedmethod.

Our testcasesareseveralsoftwarebenchmarksin thepublic
domain. For each test case,we run both standardCEGAR
andtheaugmentedversion(with our inductionmethod)of the
sameCEGARprocedure.All theexperimentswereconducted
on a workstationwith 3 GHz Pentium4 processorand 2GB
of RAM runningRedHat Linux 7.2.

A. TheGNU bc Example

Our �rst test case comes from the GNU bc package
(bc-1.06 ), which implementsa Unix commandline calculator
with arbitraryprecision.Thereis a known arrayboundsviola-
tion bug in line 176of the�le storage.c . Thebug is illustrated
in thelast line of Fig. 6, wheretheguard(indx<v count) should
be changedto (indx<a count) . This bug is inherentlydif�cult
to �nd with testing [25], since the corruptedheapdoesnot
always causean immediatecrash—it often causesa crash
whenanothersometimesunrelatedmalloc() is called.

a_count = 256;
...
old_count = a_count;
a_count = a_count + STORE_INCR;
...
arrays = bc_malloc(a_count * sizeof(bc_var_array * ));
names = bc_malloc(a_count * sizeof(char * ));
...
for (indx=1; indx<old_count; indx++)

arrays[indx] = old_ary[indx];

for (; indx < v_count; indx++)
arrays[indx] = NULL; //failure

Fig. 6. Codein more arrays() of the GNU bc example

This bug cannotbe detectedusingstandardCEGAR when
a count=256 . However, if a count is set to somesmall value,
standardCEGAR may �nd a concretecounterexample.In our
experiments,a count is set to various valuesstartingwith 1,
2, 3, ... The result is given in Fig. 7. With a small initial
value, standardCEGAR found the concretecounterexample,
but it demonstratespoor runtime performanceand is clearly
not scalable.

The CEGAR procedure augmentedwith our induction
method was able to identify and prove the existence of

bc
a count time (s)

1 2.1
2 3.6
3 5.9
4 10
5 14
6 27
7 49
8 85
9 135
10 522
11 885
12 5256

Fig. 7. Run time of the standardCEGAR procedure:x-axis: valuesof n;
y-axis: run time in seconds.
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a parameterizedcounterexample within 10 seconds.This is
slightly slower thanstandardCEGAR for a count=3 . However,
the proof is valid (i.e., a concretecounterexample instance
exists) for all a count = 1; 2; :::; k.

B. TheAeonExample

Our secondtest casecomesfrom the Linux mail transfer
agentAeon 0.02a . There is a buffer over�ow inside the func-
tion getConfig , whenever it calls strcpy to duplicatea string
returnedby the function getenv to a buffer with size MAXLEN.
This bug is representative for many buffer over�ows leading
to possiblesecuritybreaches.This examplewas also studied
by KroeningandWeissenbacherin [14].

We applied standardCEGAR as well as the augmented
versionto thisexample.WhenMAXLEN=512, our implementation
of standardCEGAR failed to detectthe bug within 4 hours
(BLAST [26] and SLAM [7] also timed out, as reportedin
[14]). Our induction basedmethodwas able to identify and
prove theexistenceof a parameterizedcounterexamplewithin
6 seconds.In comparison,the loop detectionmethodin [14]
detectedthe bug within 254.5 seconds;the runtime of their
method will keep increasingas MAXLEN becomeslarger (its
runtime was 25.0 secondswhen MAXLEN=25). In contrast,our
proof is valid (i.e., a concretecounterexampleinstanceexists)
for all MAXLEN= 1; 2; :::; k.

C. Theftpd Example

Our third test casecomesfrom the wu-ftpd-2.6.2 package.
Thereis abuffer overruninsideftprestart.c whenthefunction
newfile is called.The inductionparameteris numfiles , which
is 1024 in the concretecounterexample. This example was
also studied in [27]. StandardCEGAR failed to detect the
bug (although it can �nd a bug when we set numfiles to
smallervalues,as is shown in Fig. 7), whereasour induction
augmentedCEGAR procedurefound the bug in 22 seconds.

VI I I . CONCLUSIONS

We have presentedan inductionbasedmethodfor proving
the existenceof long counterexamples.The method avoids
a state-by-statematchof the abstractcounterexampleduring
the searchfor concretecounterexamples.It providescomple-
mentarystrengthsto thepopularCEGAR methods.For future
work, we want to extendthe inductionmethodto handlemore
complex counterexamplepatterns.
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