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Mot vation

® Static analysis based on abstract interpretation uses widening to
accelerate xpoint computation
# widening is designed a prior — if it isn't precise enough
s either report inconclusive (a warning),
s or redesign the widening operator manually

® We use CEGAR to improve the precision of abstract interpretation

# Iintroduce a new operator — extrapolation with a care set

s the care set s a forbidden area
s iteratively expand the care set to remove false bugs

» new algorithms for simplifying polyhedral representations



RelatedWork

#® \Widening/Extrapolation in polyhedral domains
» widening [Cousot78], extrapolation [Henzinger95]
o for polyhedral powersets [Bultan98,Bagnara04]

» widening up-to [Halbwachs93,97], lookahead widening
[Gopan06]

® CEGAR [Kushan94,Clarke00,Ball01]

® [Gulavani and Rajamani, TACASO06] uses CEGAR to re ne
abstract interpretation: after identifying the precision-loss step,

o they use LUB (least upper bound) to replace widening
» we expand the care set to improve widening precision
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Widening [Cousot/6]

® A widening operator on a partial order set (L; v ) is a partial
functionr :L L ! L suchthat

1. forallx;y2 L,xv Xr yandyv Xry;

2. for all ascending chains yg v y1 v ::i, the ascending chain
de ned by Xg := Yo and Xj+1 = Xir VYj+1 fori  0is not strictly
Increasing.

® Inreachability xpoint computationF = Z :1 [ post(Z)

| Xo= |

Yo =

yi= | [ post(l) Xp= | rys
yo = Xi1[ post(Xi1) Xo =  X1I Y2
Ya= i

In model checking one would replace x;r yi+1 by Vi+1



Polyhedral Abstract Domains

® ApolyhedronisP =fx22Z"j8 :a' x bg

I
# P Is a nite conjunction of linear inequality constraints
s a' x b isalinear inequality constraint
s aconstraint is also called a “half-space”

® The constraint system representation of a polyhedron
o implemented in the Omega Library

# an alternative is the generator system representation
s the two have complementary strengths
¢ both are used in PPL



Standard Widening

Let P v Q be two convex polyhedra; Pr Q is de ned as:
1. when P is empty, return Q;
2. otherwise, remove from P all inequalities not satis ed by Q.

P

AN

drop Cp : X 1

[Cousot78,Halbwac  hs7 9]



Widening Up-To

® Pr \ Qisthe conjunction of Pr Q with all the constraints in M
that are satis ed by both P and Q.

P

® The up-to set M — a nite set of linear inequality constraints
o if x is of subrange type 1..10,addx landx 10
s foraloopfor (x=0; x<b; x++),addx<5

[Halbwachs93,97]



Polyhedral PowersetDomains

® A polyhedral powerset is a nite union of convex polyhedra

® [or two powersets P and Q, we compute P;r Q; for all pairs
Pi 2 Pand Q; 2 Q suchthat P; v Qi

® Pr Qis an extrapolation
» also used by [Bultan98]
# no termination guarantee
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Extrapolation with a Care Set

: C
® De nition; a partial functionr :L L! Lonset(L;Vv)

: C : C
1. forallx;y2 L,wehavexv xr yandyv xr vy,

2. for all ascending chains yg v y; v :::, the ascending chain

- C
de ned by Xg := ygp and Xj+1 := Xjr Vi+1 fori Osatises: if

yvi\ C=;,thenx;\ C=;.

® \We use a care set C to restrict “directions-of-growth”
» shall not add new states to C (forbidden area)



Extrapolation with a Care Set

Q1 Pll,’rQl
=

:C
Pir Q1

. C
® Pir Qqissmallerthan Pir Q1

. C
® Por Qjisthe same as Por Qo

Q2

: C
Por Qo

B



Extrapolation with a Care Set(algorithm)

® Given P @Q and the care set C

1. build a new polyhedron P% for each constraint c of P whose
half-space does not contain Q, if P¢ .\ C = ;, then drop c.

2. build a new polyhedron Q% drop constraint c of Q whose
half-space does not contain P% if Q¢ .\ C = ;.

return Q%as the result.

drop Cp © X 3from Q

0
drop C1 : X 1fromP | Q




For Program Veri cation

® \We use a polyhedral powerset domain on linear programs
» where pre(), post(), and LUB [ are precise
e onlyr causes precision loss

® |n reachability xpoint computation

o Fo=1,and Fi+1 = Fir (Fi [ post(F;)) foralli O.
» check invariant property (bad states are : )

® Both® and: are powersets of polyhedra



The Iterati ve Procedure

Initialize the care set C =
1. Start forward reachability xpoint computation

® Fo=1,and Fj,; = r—“{rc(rfi [ post(F;)) foralli O.

2. IfF¢ij\ : 6 :, start precise backward analysis
9o Bfi:Iffi\ ., and
® B 1=F 1\ pre(Bj)foralli fiandi> 0.

3. If Bg 6 ;, we have found a counterexample
® otherwise, B; 1 = ;; we expand care set C to include B;

® gobacktostepl



Expanding the Care Set

Theorem 1 If there exists anindex O < | < f1 suchthatBj; 1= :,then Bj must

have been introduced into Ifi by extrapolation during forward xpoint computation.

y  added by extrapolation

post(F;i 1)



Correctnessand Termination

® We keep expanding the care set C until
1. a counterexample is found ( fails), or

2. F\ : becomes empty ( holds), or
3. time/memory out (undecided).

® Conclusive results
s Fisanupperbound ! proofs are correct
» backward analysis is precise ! CEX's are valid

® Trade-off (due to undecidability)
» expanding C guarantees precision improvement
» does not guarantee termination of reachability computation



Impr oving Widening Up-To

® M = 1. ¢ ¢ Isaconstraint of a polyhedron in Cg.

® M =1 cg;: o C3Qg
o IfQvV : ¢, make sure
(PryQ)v ¢
» otherwise, ignore : ¢




Impr oving Widening Up-To

® M =1 cg;: o C3Qg
o IfQvVv : ¢, make sure
(PrmQ)v ¢
» otherwise, ignore : ¢

® Trade-off
® I \ IS awidening — with termination guarantee

» However, expanding C may not always improve precision
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LUB can be overapproximated

® We have assumed that LUB is precise — to ease presentation
o Itisn't a necessary requirement — we can overapproximate

® We can selectively merge some polyhedra in a powerset
» as long as the merging result does not intersect C

: : C
# l.e. use [ Instead of |

® Proof of correctness, or Theorem 1, still holds



Simplifying Backward Analysis

® Under-approximating backward analysis
e Bi 1= F 1\ pre( SUBSET(B;))
s BPcan be a polyhedron of the powerset B;

BY 1= B B




Simplifying Polyhedral Representations

Interpolate: Let P and Q be two sets such that P @Q. The
Interpolate P4 Q isanew setsuchthatP v (P4 Q) v Q.

P4Q
Q ® Inforward xpoint computation
s post(F;)
s post(FinF; 1)
» post(S) where

S = (FA, nlfi 1)47|£i




Simplifying Polyhedral Representations

Restrict: Let P and Q be two sets. The restrict P #Q is de ned as
thenewsetfx 2 Z" jx 2 P\ Q, orx 62q.

gist P given Q P#Q
Q Q
/ P
\
GIST: empty (P \ Q)2 OUR alg: empty (: ¢\ Q)?

® Compared to gist [Pugh94], our algorithm is cheaper, though it
may return larger polyhedra
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Implementation

® Implemented in F-Soft veri cation platform [lvancic et al. CAVO5]

o With MC + SA: still many unresolved properties
s static analysis isn't precise enough
s model checking runs out of time/memory

® We want to resolve these properties using extrapolation with an
iteratively improved care set

® Builds upon CUDD and the Omega Library
o BDDs to track control ow logic
» Polyhedral powersets to represent numerical constraints



Preliminary Experiments

® comparison: reachability xpoint computation on C programs

Program Analysis Result Total CPU Time (s)
name widen | extra MIX BDD widen extra MIX BDD
only rene | m.c. m.c. only re ne m.c. m.c.

bakery ? true true true 18 5 13 2
tcas-1 ? true true true 18 34 128 433
tcas-2 ? true true true 18 37 132 644
tcas-3 ? true true true 18 49 135 433
tcas-4 ? true true true 18 19 137 212
tcas-5 ? false | false | false 18 80 150 174
appl-a true true ? ? 17 22 >1800 | >1800
appl-b ? false | false ? 11 94 277 > 1800
appl-c ? false | false ? 13 111 80 > 1800
appl-d ? false | false ? 13 68 78 > 1800

tcas: from traffic alert and collision avoidance system

appl: from embedded software on a portable device




Conclusions

® We use CEGAR to improve the precision of extrapolation in
abstract interpretation by iteratively expanding a care set

» algorithms for computing extrapolation with a care set in
polyhedral domain

® Promising results: can retain scalability of static analysis and at
the same time improve precision

® [Future work: apply to other abstract domains (e.g. octagon and
Interval domains)
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