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e and sensing appli
ations involvethe dete
tion of dynami
 pro
esses. Examples in-
lude battle�eld situation awareness (where the pro-
esses are vehi
les and troop movements), 
omputerand network se
urity (where the pro
esses are wormsand other types of atta
ks), and homeland se
urity(where pro
esses are terrorist �nan
ing, planning, re-
ruiting and atta
k exe
ution a
tivities). A Pro
essQuery System is a novel and powerful software front-end to a database or real-time sensing infrastru
turethat allows users to de�ne pro
esses at a high level ofabstra
tion and submit pro
ess de�nitions as queries.We des
ribe a 
urrent working implementation thathas been used for vehi
le tra
king using an a
ousti
sensor network and for 
omputer worm dete
tion.Keywords: Tra
king, Surveillan
e, Pro
ess Query Sys-tems. 1. INTRODUCTIONPro
ess Query Systems (PQS) are software systems thatallow users to intera
t with multiple data sour
es, su
has traditional databases (DBS) and real-time sensor feeds,in new and powerful ways. In traditional DBS's, usersspe
ify queries expressed as 
onstraints on the �eld val-ues of re
ords stored in a database or data re
orded bysensors, as allowed by SQL and its variants for streamingdata. By 
ontrast, PQS's allow users to de�ne pro
essesand to make queries against databases and real-time sensordata feeds by submitting those pro
ess de�nitions. A PQSparses the pro
ess des
ription and performs sequen
es ofqueries against available data resour
es, sear
hing for ev-iden
e that instan
es of the spe
i�ed pro
ess or pro
essesexist.A major innovation of the PQS 
on
ept is the virtual ma-
hine that it presents to the appli
ations programmer. Ourexperien
es with several appli
ation areas over the pastfew years suggest that PQS 
an improve the e�e
tivenessof data-intensive appli
ations programming by abstra
tingaway and standardizing mu
h of the programming logi
and detail that is presently often painstakingly re
reatedin low-level implementations. Moreover, the dis
ipline of

pro
ess oriented thinking that PQS's impose on appli
a-tions developers will help develop more powerful and ro-bust data-intensive appli
ations more qui
kly.Our e�orts in designing and implementing a PQS are atthe exploratory stage. While an alpha version has beenimplemented and tested with en
ouraging results, signi�-
antly more basi
 resear
h needs to be 
ondu
ted to de-velop a robust, general-purpose PQS. We believe this te
h-nology 
an have a signi�
ant impa
t on several homelandse
urity 
hallenge areas su
h as: distributed infrastru
turemonitoring and management, plume dete
tion by an arrayof sensors, vehi
le tra
king, worm dete
tion and frequentitemset dis
overy in 
ounter-terrorism data mining.In Se
tion 2 we provide a des
ription of the general ar
hi-te
ture of our PQS. Then, in Se
tions 3 and 4, we presenttwo di�erent examples, the former based on the 
lassi
alproblem of tra
king vehi
les in an Eu
lidean spa
e, andthe latter based on the problem of tra
king a
tive wormsin the Internet. An overview of work in progress 
on
ludesthe paper.2. GENERAL ARCHITECTUREThe pro
ess query system 
onsists of three major 
ompo-nents: User Interfa
e, TRAFEN tra
king and fusion en-gine, and Message-Oriented Middleware. Distributed sen-sor networks sense and a
quire data on the battle�eld orwithin a 
omputer network. A set of fuselets apply signalpro
essing and other logi
 to the raw sensor data to formobservation messages or events, e.g., e.g. tank observedat 72:01/�43:02 (longitude/latitude). These messages arepublished into the message-oriented middleware under spe-
i�
 topi
 headings, e.g., ground vehi
le. On the other side,the front-end interfa
e allows users to de�ne pro
ess mod-els with high-level abstra
tions su
h as Hidden MarkovModels (HMM) [1℄, The pro
ess model, as well as a set ofmessage topi
s, are submitted to the ba
k-end TRAFENtra
king and fusion engine. TRAFEN parses the pro
essmodel and subs
ribes to those messages, available from themiddleware, that mat
h the user-spe
i�ed topi
s. Thesemessages 
ould originate from sensors in the battle�eld,from intelligent databases, from human observers, or frommany other sour
es. Multiple Hypothesis Tra
king (MHT)algorithms are invoked with the user-de�ned pro
ess modelto determine the hidden relationships among the observa-



tions and to build hypotheses representing the true stateof the observed system. Hypothesis results and predi
tions
an be used to support de
ision-making pro
esses. More-over, they 
an be published ba
k to the middleware asmessage sour
es for other fusion engines. Sensor networks
an also subs
ribe to these hypotheses and predi
tions asfeedba
k to optimize their sensing tasks.User Interfa
e: Users sele
t message subs
ription topi
sand de�ne pro
ess models via the user interfa
e. They 
anbrowse the topi
s published on the MOM and subs
ribeto the spe
i�
 topi
s of interest, and de�ne pro
ess mod-els using various high-level abstra
tions. A pro
ess modeldes
ribes the state transition of a tra
ked target, whi
hevolves with time a

ording to spe
i�
 known laws su
h asthe kinemati
 
onstraints on the target. State-transitionmodels and their en
ompassing pro
ess de�nitions 
an bedes
ribed at a high-level of abstra
tion with state equa-tions, Hidden Markov Models (HMM), rule-based models,and so on. Pro
ess de�nitions 
an be des
ribed with high-level of abstra
tions with these models. For example, witha graphi
al interfa
e, users 
an use standard templates tode�ne the states and state transitions of an HMM pro
ess.The pro
ess model, its parameters, and the event subs
rip-tion topi
s are formulated into a pro
ess query that is sub-mitted to the ba
k-end TRAFEN engine.Message-Oriented Middleware (MOM): Messagingis a method of 
ommuni
ation between software 
ompo-nents or appli
ations. MOM is a middleware 
ommuni-
ation me
hanism that allows di�erent, loosely 
oupledappli
ations to 
ommuni
ate with ea
h other in an asyn-
hronous, 
onne
tionless way. The sender and the re
eiverdo not have to be available at the same time to 
ommuni-
ate via MOM, nor do they need to know anything aboutea
h other ex
ept the message format. There are two gen-eral types of messaging: message queuing and publish-subs
ribe. Message queuing is a point-to-point 
ommu-ni
ation model, while publish-subs
ribe provides deliveryto more than one re
eiver at a time. Publish-subs
ribeis parti
ularly useful when many re
eivers need the samedata, when high performan
e is required, or when the datahas to be delivered in real-time. Con
eptually, messagesare 
lustered in the MOM into spe
i�
 topi
 groups orqueues. In our framework, we are building a semanti
MOM based on Sun's Java Messaging Servi
e. Both top-i
s and message 
ontents are marked up with DAML [2℄so that they 
an have embedded semanti
s. Sensor fuse-lets push their observation messages to the MOM underspe
i�
 topi
 headings. On the other side, the TRAFENengine re
eives all messages within the same topi
 fromthe MOM and starts the multiple hypothesis tra
king pro-
ess. By 
lustering ad-ho
 messages a

ording to theirtopi
 headings, the entire set of targets and measurementsare divided into independent groups. Instead of solvingone large tra
king problem, a number of smaller problemsare solved in parallel. Therefore, we 
an manage the sizeof the hypothesis spa
e and the 
omputing 
omplexity ofea
h MHT algorithm.TRAFEN: TRAFEN is designed as a generi
 fusion en-

gine to implement multiple hypothesis tra
king/fusion pro-
esses. After TRAFEN re
eives vehi
le observations fromthe MOM, for example, it uses Reid's multiple hypothesistra
king algorithm [3℄ and Bayesian formulations to deter-mine the probabilities of alternative asso
iations of obser-vations to tra
ked targets, ea
h possible asso
iation form-ing a unique hypothesis (or sequen
e of related events).Di�erent data-asso
iation algorithms are used to 
lusterevents in di�erent problem domains. Multiple target tra
k-ing algorithms, su
h as Reid's algorithm, re
ursively 
al-
ulate the likelihood that a new observation is asso
iatedwith ea
h existing hypothesis. Then the new observation isadded into one or more hypotheses a

ording to the rankedlikelihoods, and the set of hypotheses is updated. The pro-
ess model spe
i�ed in the query is used to 
ompute the
onditional probability that an observation is asso
iatedwith the existing hypotheses. For vehi
le observations, aKalman �lter [4℄ (or other least-squares methods) may beused to predi
t the vehi
le state at a future time.The TRAFEN engine 
onsists of several main 
omponents:MHT algorithms, predi
tion models, hypothesis manage-ment and storage, and event subs
ription/publi
ation.Various MHT algorithms are implemented as modules inour engine ar
hite
ture. Every engine also in
ludes apool of standard predi
tion-model implementations. Aswe mentioned above, the pro
ess query in
ludes parame-ters that are the inputs to the related predi
tion models.The MHT algorithms will be invoked with the instantiatedmodel and the message inputs from the MOM. Hypothe-sis management involves several maintenan
e operations.Observations not assigned to existing tra
ks initiate newtentative tra
ks; a tentative tra
k be
omes a 
on�rmedtra
k upon satisfying some quality tests; and low-qualitytra
ks, as determined by the update history, are deleted.3. GROUND VEHICLE TRACKINGIn this se
tion, we present an original Java implementa-tion of Reid's 
lassi
al Multi-Hypothesis Tra
king algo-rithm [3℄. The original MHT algorithm was designed tohandle in
rementally a ranked set of hypotheses, ea
h hy-pothesis 
onsisting of a set of 
onsistent tra
ks of observa-tions. Reid distinguished two sensor groups that he 
alledType I and Type II respe
tively. Type I sensors, su
h asradars, are able to provide information on the number oftargets in the area being s
anned, while type II sensors,su
h as a
ousti
 sensors, do not have this 
apability. Thisdi�eren
e a�e
ts the way observations are pro
essed. TypeI sensors return groups of observations that are supposedlytaken at the same time (e.g., a radar s
an), while Type IIsensors return single observations.Our 
urrent implementation of the MHT algorithm as-sumes that data are produ
ed by fuselets based on TypeII sensors. Thus, single observations are pro
essed one ata time and added to existing tra
ks, or are used to de�nenew tra
ks or are treated as noise or 
lutter. We are up-grading our software, however, to 
ope with Type I sensorsas well.One of the typi
al problems in the de�nition and mainte-



nan
e of multiple hypotheses of 
onsistent tra
ks is that,in the absen
e of information about the kinemati
s of themoving targets, the set of likely hypotheses grows expo-nentially. This is due to the fa
t that ea
h new in
omingobservation might be assigned, in prin
iple, to any existingtra
k. Of 
ourse, perfe
t knowledge of the kinemati
s ofthe targets would resolve 
ompletely these ambiguities, al-lowing the system to determine the only 
onsistent mat
h-ing between the observation and the tra
ks. This assump-tion is obviously unrealisti
, and it also would trivializethe tra
king problem. An a

eptable solution may rely ona sto
hasti
 model of the kinemati
s that 
ould be used toestimate the future positions of the 
urrent targets withina reasonable timeframe.For example, in his original paper, Reid uses Kalman �l-ters [4℄ to model the kinemati
s of the targets together withthe a

ura
y of the sensor system, and thus 
onstrain thespa
e of possible hypotheses 
onsidered at ea
h step. Wealso adopt the same te
hnique, although, as we will see,our software is predisposed to work with arbitrary predi
-tion models. In parti
ular, predi
tors based on HiddenMarkov Chains [1℄ are 
urrently under study.Our system is 
apable of dynami
ally adapting to hetero-geneous populations of targets (motorbikes, vans, tanks,jeeps, tru
ks and so on) provided that a model of theirkinemati
s is available. Su
h models are retrieved and up-loaded dynami
ally (possibly from remote sour
es) duringthe pro
essing of single observations that are typi
ally a
-
ompanied by a \vehi
le type" label. The result is an ex-tremely 
exible and powerful system expandable ad in�ni-tum to in
orporate di�erent tra
king logi
s that are able topro
ess observations of the most diverse phenomena: me-
hani
al targets (as in this 
ase), mali
ious software prop-agation (e.g., worms) or people movements and itineraries.Basi
s on MHTKalman Filters: A Kalman �lter is a re
ursivesolution to the dis
rete-data linear �ltering problem [3, 4℄.It assumes that the random pro
ess to be estimated 
anbe modeled in the formxk+1 = �xk + �wk: (1)The observation is assumed to o

ur at dis
rete points intime following the linear relationshipzk = Hxk + vk; (2)wherexk (n� 1) pro
ess state ve
tor at time tk,� (n � n) transition matrix relating xk to xk+1 in theabsen
e of a for
ing fun
tion,wk (n � 1) pro
ess noise ve
tor, assumed to be a whitesequen
e with known 
ovarian
e matrix Q,� (n�n) pre
ision matrix that sele
ts or ampli�es randomkinemati
s e�e
ts due to the pilot,

zk (m� 1) ve
tor measurement at time tk,H (m�n) measurement matrix in absen
e of measurementnoise,vk (m � 1) measurement error, assumed white sequen
ewith known 
ovarian
e matrix R,zk (n� 1) ve
tor measurement at time tk.If the measurements 
ould be uniquely asso
iated withea
h target, then the 
onditional probability distributionof the state variables of ea
h target would be a multivari-ate normal distribution given by the Kalman �lter. Themean x and 
ovarian
e P of this distribution evolve withtime a

ording to the following \time update" equations.In these equations, \overline" means predi
ted value, while\hat" means estimated value:xk+1 = �x̂k ; Pk+1 = �P̂k + �Q�T : (3)When a measurement is re
eived, the predi
ted values are
ombined with the measurement to obtain the estimatedvalues. Note the use of the blending fa
tor K to produ
ethat 
ombination:x̂k = xk +K[zk �Hxk℄ (4)P̂k = Pk �PkHT(HPkHT +R)�1HPk (5)K = P̂kHTR�1 : (6)Multiple Hypotheses: At any given time duringthe re
ursive algorithm, MHT keeps the hypotheses thathave the highest likelihoods. Ea
h time a new observationis re
eived by the MHT algorithm, the algorithm mustgenerate the set of all possible hypotheses that explainsu
h an observation. There are three basi
 possibilities:� The observation is added to an existing tra
k. To
ompute the likelihood of this hypothesis, the dis-tan
e between the 
urrent observation and the pre-di
ted state of the tra
k must be 
omputed. In gen-eral terms, the farther the observation is from thepredi
ted value, the less likely it is that the asso
ia-tion is 
orre
t. The distan
e is normalized using the
ovarian
e of the predi
tion error and 
ompared to athreshold value to de
ide whether it is possible thatthe observation belongs to the tra
k.� The observation 
orresponds to a new target, in whi
h
ase a new tra
k is 
reated.� The observation is due to noise or 
lutter in the sens-ing system, in whi
h 
ase it is dis
arded.Therefore, generally ea
h hypothesis in the 
urrent hy-pothesis set generates several hypotheses ea
h time a newobservation is added. To avoid ex
essive in
rease in thenumber of hypotheses handled by the algorithm, it is 
om-mon (and implemented in this system) to perform a prun-ing operation after adding an observation, so that only themost likely hypotheses are kept.Computation of the likelihoods: The likelihoodof ea
h hypothesis (P ki ) is obtained re
ursively from that of



the hypothesis from whi
h it bran
hes (P k�1g ). A detaileddes
ription of the derivation of the formula for the proba-bility is provided in [3℄. This formula shows the likelihoodof ea
h hypothesis after adding a 
olle
tion of simultaneousmeasurements (type I sensor, a

ording to the terminologyin [3℄):P ki = 1
PNTD (1� PD)(NTGT�NDT )�NFTFT �NNTNT (7)�"NDTYm=1N(Zm �Hx;B)Sm#P k�1g ; (8)where 
 is a normalizing fa
tor, PD is the probability ofdete
tion, NDT is the number of dete
ted or 
on�rmed tar-gets in the measurements (Zm), NTGT is the total numberof targets implied by the previous hypothesis, NFT is thenumber of false targets among the measurements, NNT isthe number of new targets, �FT and �NT are the densi-ties of false targets and new targets, respe
tively, Zm isthe mth observation in the 
olle
tion that is being added,B is the 
ovarian
e of the predi
tion error, and Sm is theprobability that the type of target in the mth observa-tion mat
hes that of the existing tra
k. We added thislast term Sm to a

ount for the possibility of tra
king dif-ferent target types, whi
h (a

ording to our model) 
anbe distinguished within a 
ertain resolution by the sensorsystem (i.e., there is in general a nonzero probability thatan observation labeled with a 
ertain target type really
orresponds to a di�erent type).If the observations are added one at a time, the same for-mula is valid, although in this 
ase only one from NDT ,NNT , NFT will be 1, (and the other two will be 0), andthere are no (1� PD) terms.MHT-Kalman Implementation DetailsAs mentioned before, Reid's MHT uses a Kalman Fil-ter predi
tor in order to de
ide whether to asso
iate anew observation with an existing tra
k and to 
omputehypothesis likelihoods. Formally, a Kalman Filter 
anbe de�ned as a pair of spe
i�
ations: KF =< K;O >,where K =< �(T );�; Q(T ) > 
aptures the kinemati
model of the target, and O =< H;R > spe
i�es the \ob-server"
hara
teristi
s, i.e., the fun
tionalities and a

ura
yof the sensor that returns observations of the target's state(see previous se
tion). Note that � and Q are fun
tionsof time. In general, the tra
king algorithm will need aparti
ular instan
e of these spe
i�
ations in order to 
opewith a reported target. The information is 
odi�ed us-ing advan
ed mark-up formatting languages like XML orDAML, and is stored in relational databases that 
an beremotely a

essed and queried by any instan
e of MHT-Kalman.In what follows, we des
ribe some of the main Java 
lassesthat implement the 
ore of the MHT-Kalman logi
.The MHT 
lass implements our variation of Reid's MHTalgorithm. The following parameters are relevant: beta

values �NT ; �FT , whi
h are density of dete
ted, but un-labeled, targets and the density of false targets, respe
-tively; PD, whi
h is the probability of dete
ting an obje
tand is part of the sensor's XML spe
i�
ation; �2, whi
his the threshold for adding a new observation to an exist-ing tra
k, spe
ifying the maximum relative distan
e fromthe a
tual observation to the predi
ted state; and observer,whi
h is an instan
e of the 
lass Observer des
ribed below.Our MHT algorithm asso
iates a likelihood obje
t withea
h tra
k. This obje
t 
ontains the (re
ursively de�ned)value of the 
urrent likelihood of the hypothesis: P ki . The
omputation of P k+1i then requires the above parametersplus information provided by ea
h tra
k through their pri-vate Kalman �lter.Class MHT maintains a hypothesis set, whi
h is updatedea
h time a new observation is added. Class MHT 
om-putes the new hypotheses that bran
h from the existinghypotheses to explain the re
eived observation, and prunesthe results so that only the most likely ones are kept.The Observer 
lass handles the O spe
i�
ations. Wheninstantiated, the 
lass a

esses a database of XML/DAMLspe
i�
ations and extra
ts the matri
es H and R and thedete
tion probability PD.The Vehi
leKinemati
s 
lass handles theK spe
i�
ations.When instantiated, the 
lass a

esses, as before, a databaseof XML/DAML spe
i�
ations and extra
ts the matri
es�(T );�; andQ(T ), as well as the maximum speed of thetarget (whi
h is used as a parameter to the Kalman �l-ter, and indeed other properties of the target kinemati
s
ould be added in future versions). Sin
e Q(T ) and �(T )are in general fun
tions of time, the respe
tive entries will
ontain mathemati
al expressions involving a free variable,namely, time T . Thus, the 
lass parses the entries of thosematri
es and generates a 
onvenient representation of theirexpressions in the form of trees of operators, whi
h arestored inside MathParser obje
ts.The Predi
tor 
lass is an interfa
e for a sub
lass thatperforms predi
tions using a Kalman �lter. Predi
tor ob-je
ts are parti
ular to ea
h tra
k. In other words, when anew tra
k is 
reated, a new Kalman Filter is 
reated andasso
iated with that tra
k (see Figure 1).The KalmanFilter 
lass implements the Predi
tor inter-fa
e. It provides all the fun
tionalities of a KalmanFilter. In parti
ular, it requires, at the beginning, anObserver obje
t, a Vehi
leKinemati
s obje
t and an ini-tial Observation of the target's state in order to build andinitialize the �lter. This implies the 
reation and initial-ization of all the needed data stru
tures. These in
lude:1. x(t); P (t): mean position and error 
ovarian
e;2. Z: state observation ne
essary to produ
e a predi
-tion (�lter update);3. B�1; kBk: auxiliary matrix useful to 
ompute the �l-ter value K (see Reid's paper);4. �(T );�; Q(T );H;R: parameters of the �lter.The state predi
tion depends on the Kalman parametersand on two dynami
 elements: the mean state of the target
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 Creation of a Predi
tor obje
t (aKalman �lter) ne
essary to start a new tra
k.
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x(t),P(t)Figure 2: Use of a Kalman �lter to assign observationsto an existing tra
k.x, and the mean error 
ovarian
e matrix P . These are, ingeneral, spe
i�
 to ea
h tra
k, and should be part of itshidden state (en
apsulated in the Predi
tor 
lass). Thus,ea
h tra
k is given a Predi
tor that the MHT Algorithmuses transparently to predi
t new states and evaluate themetri
 dB(Zm; x) = (Zm�Hx)TB�1(Zm�Hx), where Zmis the 
andidate observation to be mat
hed against the ex-isting tra
k being modeled by the respe
tive Kalman �lter.This value is then used to 
he
k whether the assignment
riterion: dB(Zm; Hx) � �2 is veri�ed (see Fig. 2).4. TRACKING ACTIVE WORMSTRAFEN abstra
ts away the details of observation 
ol-le
tion and hypothesis management, allowing developersto devote their entire attention to produ
ing an e�e
-tive, underlying model for the observed system. As a testof TRAFEN's extensibility, we applied TRAFEN to theproblem of dete
ting a
tive Internet worms [5℄.An a
tive Internet worm is mali
ious software (or malware)
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Figure 3: The per
entage of vulnerable ma
hines thatare infe
ted at the time that TRAFEN dete
ts a sim-ulated worm.that autonomously travels from host to host, sear
hing forvulnerable, uninfe
ted systems. Re
ent examples in
ludeCode Red v2 and Sapphire, whi
h exploited 
aws in Mi-
rosoft servers and infe
ted 360,000 and 75,000 ma
hinesrespe
tively [6, 7℄. Code Red, Sapphire and most other a
-tive worms �nd vulnerable ma
hines by generating pseudo-random IP address and then probing if the desired vulner-able servi
e is running at those addresses. In addition,these worms typi
ally probe addresses as qui
kly as possi-ble, so that they 
an infe
t as many ma
hines as possiblebefore system administrators 
an dete
t and rea
t to them.Sapphire, for example, infe
ted most vulnerable ma
hineswithin �ve minutes of its laun
h [7℄, far ex
eeding humanresponse time and indi
ating the need for automated wormdete
tion.One attra
tive way to dete
t a propagating worm automat-i
ally is by monitoring ICMP Destination Unrea
hable (orICMP-T3) messages. When one host attempts to 
onta
tan unrea
hable target address, the last router on the path,if 
on�gured to do so, will send an ICMP-T3 message tothe sending host. The last router on the path is the routerthat de
ides that the target address is unrea
hable; thisrouter may be anywhere between the sender's network andthe target's network. A
tive worms, through the pro
essof probing randomly sele
ted IP addresses, will attempt to
onta
t many unrea
hable ma
hines, and will generate anin
reasing amount of ICMP-T3 a
tivity as they spread andinfe
t more ma
hines. Observing this in
rease is a reliable,and early, indi
ator of worm a
tivity.To dete
t worms based on their indu
ed ICMP-T3 behav-ior, we deploy instrumented routers that send 
opies of anygenerated ICMP-T3 messages to a set of analysis stations.These analysis stations aggregate the ICMP-T3 messages,and generate a s
an alert whenever a single sour
e addresstries to 
onta
t the same servi
e on a 
on�gurable num-ber of unrea
hable hosts (as well as in several other 
ases
orresponding to di�erent kinds of s
ans). These alerts,



whi
h are expressed in XML, be
ome the observationsthat are fed into TRAFEN. Sin
e TRAFEN provides theobservation- and hypothesis-management infrastru
ture,the only 
ustomization 
onsists of two Java 
lasses, onethat 
onverts the XML observation to and from an appro-priate internal representation, and one that en
apsulates aruleset that determines the likelihood that an observation(s
an) sequen
e indi
ates a propagating worm. TRAFENloads both 
lasses dynami
ally, and a

esses them througha domain-independent interfa
e. In our deployed proto-type, the ruleset is suitable for fast-moving worms su
has Code Red and Sapphire, and expresses likelihood as afun
tion of the number of related s
ans o

urring withindi�erent time windows.Figure 3 shows the dete
tion performan
e of this ruleset fora simulated worm. The x-axis is the number of addressesin the simulated network (in thousands), and the y-axisis the per
entage of vulnerable ma
hines that the worminfe
ts before it is dete
ted. In this simulation, 25% of theaddress spa
e was rea
hable, 1% of the address spa
e wasrea
hable and vulnerable to the worm's exploit (both anunusually high per
entage), and 2% of the routers were in-strumented to send their ICMP-T3 messages to the analy-sis stations. The graph shows that dete
tion performan
ein
reases as the size of the simulated Internet in
reases.With a network size of one million addresses, TRAFENis able to dete
t the worm before even 1% of the vulner-able ma
hines are infe
ted, providing ample time to takedefensive a
tion. When deployed on the 
urrent IPv4 In-ternet (having 232 addresses) where a 2% router 
overage
orresponds to approximately 3.5 Class A networks (whi
his a
hievable with 
ooperation from a minimal number ofservi
e providers), dete
tion performan
e is expe
ted toimprove even further.In applying TRAFEN to the worm-dete
tion problem, weneeded to provide only state representation and likelihoodfun
tions, allowing us to fo
us on how worms behave,rather than how to manage a large set of observations.As the worm-dete
tion proje
t 
ontinues, we are develop-ing Kalman �lter and Hidden Markov models that 
an de-te
t stealthy and slow-moving worms. All of these models,whi
h are 
on
rete instantiation of pro
ess query models,
an be expressed as 
ompa
t 
lasses and simply droppedinto the TRAFEN infrastru
ture, allowing extremely rapiddevelopment. An added bene�t is the ability to look atthe same datastream with multiple instan
es of TRAFEN,ea
h using a di�erent pro
ess query model, to providemultiple 
on
urrent views on worm epidemi
s. Realizingthat the 
urrent pro
ess query model is rudimentary, yetvery e�e
tive, more re�ned models 
ertainly will lead toeven faster and more a

urate dete
tion of a
tive Internetworms with lower router 
overages.Work in Progress� Type I versus Type II Sensors. When dealing withType I Sensors, we should be able to work with setsof observations. Thus, we are extending the MHT al-

gorithm to pro
ess obje
ts of a 
lass ObservationsSetthat may 
ontain only one Observation obje
t, as in
ase of type II Sensors.� Spe
i�
ation Ontologies. We are exploiting on-edgete
hnology to de�ne suitable distan
e metri
s be-tween kinemati
s and fuselet spe
i�
ations. The pur-pose of this is to quantify and improve adaptation
apabilities of the system when trying to retrieve the\best" spe
i�
ations for the entities being tra
ked.� Worm Dete
tion. In addition to improving the mod-els, we are looking at Internet-s
ale deployment ofthe ICMP-T3 sensor network, as well as developing aversion that 
an be used within individual intranets.Referen
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