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ABSTRACT
Fast and accurate fault detection is becoming an essential compo-
nent of management software for mission critical systems. Agood
fault detector makes possible to initiate repair actions quickly, in-
creasing the availability of the system. The contribution of this
paper is twofold. First a new concept of supervised and unsuper-
vised monitoring is proposed for system fault detection. Weuse a
statistical method, canonical correlation analysis (CCA), to model
the contextual dependencies between system inputsu and internal
behaviorx. By means of CCA, the spacex is transformed into two
subsets of variables, which are monitored in a supervised and un-
supervised manner respectively. By doing so, our approach can re-
duce the false alarms resulting from unusual workload changes, and
hence achieve high fault detection rate. Second, in order totest the
performance of our approach, we simulate a variety of systemfaults
in a real e-commerce application based on the multi-tiered J2EE
architecture. Experimental results demonstrate that the CCA based
approach can detect injected failures at their early stageswhen un-
usual phenomenon is very weak, and hence contribute to enormous
time and cost savings in managing large scale distributed systems.

Categories and Subject Descriptors
K.6.4 [Management of Computing and Information Systems]:
System Management; I.2.6 [Artificial Intelligence ]: Learning

General Terms
Algorithms, Management

Keywords
fault detection, distributed computing, supervised monitoring, canon-
ical correlation analysis, internet services

1. INTRODUCTION
Distributed computing systems are becoming increasingly com-

plex and hard to manage due to the interactions between workload,
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software structure, hardware, traffic conditions and so on.Such
complexities increase potential for those online servicesto suffer
from various user visible failures. For example, a bug in certain
software component of an e-commerce application will causeitems
not being added to a shopping cart or an error message being dis-
played. Other types of failures also exist resulting from a wide va-
riety of human’s operational errors, hardware and softwarefaults.

There have been many research activities of detecting faults in
electrical and mechanical systems and a number of methods have
been proposed in those domains. However, some specific features
of distributed systems introduce new challenges for the fault de-
tection task. For instance, a large percentage of actual failures in
computing systems are partial failures, which only break down part
of service functions and do not affect the operational statistics such
as response time. Such partial failures cannot be easily detected by
traditional tools, such as pings and heartbeats [1]. It is imperative
to have more advanced techniques to cope with those failures.

Meanwhile the statistical learning theory (SLT) has received grow-
ing attention in fault detection of distributed systems [3][2]. For
instance, Chen et al. [3] proposed to use the probabilistic context
free grammar (PCFG) and statisticalχ2 test for detecting abnormal
client request traces for system failures. The paper [2] used sub-
space decomposition and a sequentially discounting EM algorithm
to track frequencies of software component interactions for system
failures. Those approaches extract knowledge or patterns from sys-
tem normal behavior, and detect abnormal observations based on
the learned knowledge. However, one shortcoming of them is their
incapability of discriminating whether the detected anomaly is re-
sulting from a real system fault or just unusual workload variations.

This paper presents a way of learning the correlations between
system inputu and the internal observationx, such as the database
access frequencies. By doing so, we can reduce the false alarms
caused by unusual workload changes. The rationale of our ap-
proach is based on the fact that in mission critical enterprise sys-
tems, the business logic and system functionality always impose
manyimplicit contextual relationships between the input and its in-
ternal state. For instance, to accomplish a specific type of client
request, some components and system resources are always acti-
vated. Once we correctly learn the dependencies between system
input and internal behavior, the input variables can be utilized as
a ‘teacher’ to monitor the observations of system state. If afault
happens, the system behavior is likely to be different from that ex-
pected from the input. By detecting these discrepancies, wecan
capture the system failure. In this paper we choose the database ac-
cess frequencies as system observationx. Each variable inx rep-
resents the number of accesses of a specific database table within
certain time interval. The input vectoru represents the system load
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in which each variable denotes the number of a specific type of
client request issued within the time interval. Note that the system
input and internal variables are not restricted to those defined in the
paper. They can be other kinds of system observations as well.

Modeling the relationship between the system input and internal
status has been well studied in the modern control theory. One
of the most famous methods is the state-space approach, which
treats the whole system as a multiple inputs and multiple outputs
(MIMO) model based on its physical properties. However, the
distributed computing system has no physically plausible model.
More over,not all the input variables contribute to the activities
of system states. We have to extract the relevant subset of vari-
ables. Another challenge is that the relationship between input and
state is not deterministic in distributed systems. With respect to
the database accesses, some types of client requests may or may
not visit the database tables depending on the parameters inthe re-
quest. The mechanism of connection pooling [8] in most enterprise
systems further increases the uncertainty of dependencies.

As a result of these issues, we propose to apply a statisticalap-
proach, canonical correlation analysis (CCA), to learn theproba-
bilistic dependencies between system inputs and database access
frequencies. By means of canonical correlation analysis, the de-
pendence betweenu andx is encapsulated in a number of variable
pairs{ũi, x̃i} with the canonical correlationρi = corr(ũi, x̃i).
Based on the magnitude ofρi, the system variablesx are trans-
formed and divided into two subsets,x̃

(1) andx̃
(2). Each variable

in the subset̃x(1) has a highly correlated partner derived from the
inputu. A way of supervised monitoring is put forward in the paper
to check the status of variables in that subspace. The variables in
the subset̃x(2) represent the less correlated and non-relevant infor-
mation inx with respect to the inputu. Those variables are moni-
tored in an unsupervised fashion since they can not find a ‘teacher’
from u. By combining the supervised and unsupervised monitor-
ing, we capture the activities of both subspaces ofx.

Our approach has been tested on a real e-commerce application
hosted on the J2EE multi-tiered architecture. We modify some
codes in EJB components to simulate a variety of system faults
which frequently appear in real situations. Experimental results
demonstrate that the CCA based detector can capture almost all
those faults we injected, even in the case when the impacts ofin-
jected faults are relatively weak.

2. CORRELATION ANALYSIS
Canonical correlation analysis (CCA) was introduced in [5]for

studying the relationship between two sets of variables, one for
u ∈ Rq and the other forx ∈ Rp. It is known that even if there
is a very strong linear relationship between two sets of multidi-
mensional variables, depending on the coordinate system used, this
relationship might not be visible as a correlation. Canonical corre-
lation analysis transforms both set of variables into pairs(ũi, x̃i),
as shown in Figure 1, wherei = 1, 2, · · · , m andm = min(p, q),
such that thẽuis are uncorrelated as are thex̃is, and the canonical
correlationsρi = corr(ũi, x̃i) are descending,ρ1 ≥ ρ2 ≥ · · · ρm.
By doing so, we encapsulate the dependencies betweenx andu

into a subset of variable pairs based on the values of canonical cor-
relations.

The main part of CCA calculation is to find the transforming
vectorswu(i) andwx(i) that maximize the correlation between two
variablesũi = w

⊤

u(i)u andx̃i = w
⊤

x(i)x

ρi =
E(ũix̃i)

√

E(ũ2
i )E(x̃2

i )
=

w
⊤

u(i)Cuxwx(i)
√

w
⊤

u(i)Cuuwu(i)w
⊤

x(i)Cxxwx(i)

(1)

Figure 1: Canonical Correlation Analysis (CCA).

under the condition that̃ui is uncorrelated with previous values
ũi−1, ũi−2, · · · , ũ1, and the same for̃xi. In the above equation,
Cuu andCxx denote the within-set-covariance matrices ofu andx

respectively, andCux = C⊤

xu is the between-sets-covariance ma-
trix.

Let us look at the case where only one pair of basis vectors is
sought, namely the ones corresponding to the largest canonical cor-
relation. For simplicity, we usewu or wx to denote that pair of
vectors. Since the solution of (1) is not affected by rescalingwu or
wx, the problem formulated in equation (1) is equivalent to maxi-
mizing the numerator subject to

w
⊤

u Cuuwu = 1 (2)

w
⊤

x Cxxwx = 1 (3)

The corresponding Lagrangian is

L(λ, wu, wx) (4)

= w
⊤

u Cuxwx −
λu

2
(w⊤

u Cuuwu − 1) −
λx

2
(w⊤

x Cxxwx − 1)

Taking derivatives with respect towu andwx, we obtain

∂L

∂wu

= Cuxwx − λuCuuwu = 0 (5)

∂L

∂wx

= Cxuwu − λxCxxwx = 0 (6)

Subtractingw⊤

x × (6) fromw
⊤

u × (5) we have

w
⊤

u Cuxwx − λuw
⊤

u Cuuwu − w
⊤

x Cxuwu + λxw
⊤

x Cxxwx

= λxw
⊤

x Cxxwx − λuw
⊤

u Cuuwu = 0 (7)

Together with constraint (2)(3) we concludeλu = λx = ρ. When
Cuu is invertible, we get from (5)

wu =
C−1

uu Cuxwx

ρ
. (8)

Substituting in equation (6) gives after rearranging

(CxuC
−1
uu Cux − ρ

2
Cxx)wx = 0 . (9)

In an analogous way we can get the equation for vectorwu as

(CuxC
−1
xx Cxu − ρ

2
Cuu)wu = 0 . (10)

Hencewu andwx are found by solving the generalized eigen
problem [4] of (9) and (10) respectively. They correspond tothe
eigen vectors of (9) and (10) with respect to the largest eigen value.
Having extracted the first pair of transforming vectors, thenext
canonical pairs are found in a similar way. It is shown in [5] that
those solutions correspond to the eigen vectors of the same equa-
tions (9) and (10) but with different eigen values.
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3. CCA BASED FAULT DETECTION
Given two sets of variablesu ∈ Rq andx ∈ Rp whereu is the

system input and represents the number of different types ofclient
request issued within certain time interval. The vectorx corre-
sponds to the access frequencies of different database tables. One
option of fault detection is to track the internal variablesx along
time and identify the abnormal behavior ofx with respect to its ac-
tivities we already observed. However, merely concentrating on the
variable setx itself for detection is not robust since some anoma-
lies ofx may not result from real faults but from other factors such
as the unusual workload changes. The purpose of using CCA is to
make use of the system inputu as a ‘teacher’ to provide a baseline
for the activities of variables inx. It can remove the uncertain-
ties of distributionx which are caused by system input. In view of
information theory, our purpose is to reduce the entropy of obser-
vations by means of considering the system input, since we believe
the mutual information between the status variablesx and inputu
is high.

As described in the previous section, CCA transforms the two
sets of variablesu andx into m pairs{ũi, x̃i}, i = 1, 2, · · · , m,
with decreasing correlations,ρ1 ≥ ρ2 ≥ · · · ρm. Based on the
value ofρi, we decompose the spacex into two subsets̃x(1) and
x̃

(2). Each variablẽxi in subset̃x(1) has a partner̃ui from input
u that is highly correlated (ρi ≥ ρ∗, here we choose the threshold
ρ∗ = 0.9). The variables iñx(2) represent the low correlated and
uncorrelated part ofx. Then we introduce two different strategies
to monitor the variables iñx(1) andx̃

(2) respectively.

0 100 200 300 400 500 600 700 800
−4

−3

−2

−1

0

1

2

3

4

x
1

~

0 100 200 300 400 500 600 700 800
−4

−3

−2

−1

0

1

2

3

4

x
1

~

(a1) (a2)

0 100 200 300 400 500 600 700 800
−4

−3

−2

−1

0

1

2

3

4

u
1

~

0 100 200 300 400 500 600 700 800
−4

−3

−2

−1

0

1

2

3

4

u
1

~

(b1) (b2)

100 200 300 400 500 600 700 800
0.9

0.91

0.92

0.93

0.94

0.95

0.96

0.97

0.98

ρ

100 200 300 400 500 600 700 800
0.9

0.91

0.92

0.93

0.94

0.95

0.96

0.97

0.98

ρ

(c1) (c2)

Figure 2: Supervised monitoring. (a1)(a2) the state variable x̃1

in normal and faulty cases; (b1)(b2) the input variableũ1 in
normal and faulty cases; (c1)(c2) the correlationρ betweenũ1

and x̃1 in normal and faulty cases.

We propose supervised monitoring for each variablex̃i in x̃
(1).

Its partnerũi serves as a teacher to monitor the behavior ofx̃i.
Figure 2 demonstrates the process of this supervised monitoring.
We plot the values of̃x1 in system normal status (Figure 2(a1))
and faulty status (Figure 2(a2)) respectively. It is hard todetect the

system fault just based oñx1 itself because the values ofx̃1 are
very diverse. However, once we have the knowledge of its highly
correlated partner̃u1, as shown in Figure 2(b1)(b2), the correlation
betweeñu1 andx̃1 can be calculated and updated. Figure 2(c1)(c2)
illustrate the correlation curves in normal and faulty cases respec-
tively. It is easy to see that in faulty case, the correlationbetween
the signal̃xi andũi drops after the500th observation because the
system encountered some abnormal failures. Note the horizontal
axis in all these figures represents the time dimension.

To implement this supervised detector, we need to : 1) obtain
the projection vectorwu(i) andwx(i) for each pair{ũi, x̃i} and
their correlationρi; 2) find ways of updating the correlationρi for
each new observation; 3) determine the threshold for eachρi that
represents its deviation from normality. To accomplish this, we
collect observations ofx andu during system normal operations
as the training data, and split them into two parts. The first data
set is used to extract the correlation model, e.g. the projection vec-
tors and canonical correlation for each pair{ũi, x̃i}, betweenx
andu by using CCA. The second training set is used to determine
the threshold for eachρi. Starting from the previous learned CCA
model, we sequentially update the correlationρi for every observa-
tion in the second data set. Givenkth observationxk anduk, anex-
ponentially weighted moving average (EWMA) filter is employed
to update the within-set-covariance matrices,Cxx and Cuu, and
the between-sets-covariance matrixCxu. For instance, the EWMA
based updating of between-set-covariance matrix is expressed as

C
k+1
xu = γC

k
xu + (1 − γ)xk(uk)⊤ (11)

where the constantγ dictates the degree of filtering. When we
chooseγ = 1

k+1
, equation (11) changes into the traditionalmov-

ing average (MA) estimation. In the EWMA filter, the parameter
γ is fixed so thatCk+1

xu can “age out” old observations and put
more importance to the recent data. This allows the algorithm to
automatically adapt to the system changes. In the paper we choose
γ = 0.99. The two within-sets-covariance matrices are updated in
the similar way. Note here it is assumed thatx andu are zero-mean
variables. If not, we can easily center them by subtracting them
from the mean obtained from the first set of training data. Once
we obtain all the values ofρi, its mean and standard deviation are
calculated. The threshold is then determined as 3 times standard
deviation below the mean. During the online monitoring process,
the correlationsρis are updated in the same way. Whenever some
of the updated correlations fall below their thresholds, weconclude
that the system has faulty behavior.

Since the variables in the subsetx̃
(2) can not find a highly cor-

related partner from the inputu, they are monitored in an unsu-
pervised manner. There are a variety of methods for unsupervised
monitoring in the literature [7][2][6]. Here we define a statistic s to
capture the activities of variables iñx(2)

s =

m2
∑

i=1

x̃
2
i (12)

wherem2 is number of variables iñx(2), and x̃i is a zero-mean
variable with unit standard deviation according to equation (3). If
we assume that̃xis are normally distributed, thens obeys theχ2

distribution with degree of freedomm2. The threshold fors is then
determined by choosing certain confidence level ofχ2 distribution.
In the experiments, we choose confidence levelp = 0.999 to de-
cide the threshold. The geometric interpretation of equation (12) is
that the scores actually represents the distance between the projec-
tion of x into the subspace spanned byx̃

(2) and the origin of that
subspace.
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4. EXPERIMENTAL RESULTS

Figure 3: The architecture of test bed system.

Our algorithm has been tested on a real e-commerce applica-
tion which is based on J2EE multi-tiered architecture. J2EEis a
widely adopted platform standard for constructing enterprise ap-
plications based on deployable java components, called Enterprise
Java Beans(EJBs). The architecture of system under test is shown
in Figure 3. We use Apache as a web server. The application
server consists of the web container (Tomcat) and the EJB con-
tainer (JBoss). The MySQL is running at the back end to provide
persistent storage of data. PetStore 1.3.2 is deployed as our test bed
application. Its functionality consists of store front, shopping cart,
purchase tracking and so on. There are 47 components in PetStore,
including EJBs, Servlets and JSPs. We built a client emulator to
generate a workload similar to that created by typical user behav-
ior. The emulator produces a varying number of concurrent client
connections with each client simulating a session based on some
common scenarios, which consists of a series of requests such as
creating new accounts, searching by keywords, browsing foritem
details, updating user profiles, placing order and checkingout. Our
experiments are conducted under these simulated workloads.

The CCA is applied to model the contextual relationship between
system load and database access frequencies. From the Apache
server log, there are 12 different client HTTP request typesissued
in PetStore. As a result, the input vectorût is defined as consist-
ing of 12 variables. Each variable in̂ut represents the number of
specific type of client request issued within certain time interval
∆t, observed at timet. Here we choose∆t = 10s. Similarly we
find out 6 independent database tables from MySQL database log.
The vectorx̂t is hence defined to the number of accesses for each
database table within∆t. Considering the time delays for transmit-
ting client requests, we defineu = [ût x̂t−∆t ût−∆t], x = x̂t to
account for the effect caused by the delay.

The training data are collected under system normal operations
and divided into two parts. The first part of observations is used to
calculate the correlation parameters, such as vectorswu(i), wx(i),
andρi, i = 1, 2, · · · , m, wherem (= 6) equals to the minimum
dimension ofx andu. The calculated values ofρis are

ρ = [0.999, 0.998, 0.996, 0.966, , 0.759, 0.341] . (13)

Based on the magnitude ofρi, the original spacex is divided into
two subspaces,̃x(1) andx̃

(2), with dimension 4 and 2 respectively.
The remaining training data are used to sequentially updatethe

ρis ands score, and then determine their thresholds for anomaly.
We sequentially calculate the covariances (11) and update each cor-
relationsρi according to equation (1). The threshold for eachρi is
determined asmi −max(3σi, 0.01), wheremi is the mean obser-
vation of ρi obtained from the training set, andσi is its standard
deviation. The functionmax(., .) is used to reduce the false pos-
itives caused by some training data with extremely small or zero
variances. Similarly the scores in (12) is also sequentially up-
dated and its threshold is determined based on the confidencelevel
p = 0.999 for χ2 distribution with two degrees of freedom, ac-
cording to the discussion in Section 3.

Two pieces of test data sets are generated under system normal
operation. Note that the workloads for generating these data are to-
tally different from that for generating the training data.The exper-
imental results for these data sets are shown in Figure 4, in which
each figure presents the correlation ands score curves calculated by
CCA method, together with the threshold for each measure plotted
as a dashed line. It is shown that CCA based approach works well
for normal test data. There are no false positives reported.
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Figure 4: Canonical correlation and s score curves obtained
from CCA. (a)Normal Case I; (b)Normal Case II.

We also modify the codes in some EJB components to simulate
following real system errors, and test the performance of our fault
detector under those failure cases.

Memory Leaking: We create a collection class object in a per-
sistent EJB,ShoppingCartLocalEJB, and add an additional proce-
dure that always allocates new objects in the collection without any
intention of releasing its usages. Since the reference of the collec-
tion object is always pointed from other objects, the garbage collec-
tor does not know whether the inside of the collection is useful any
more or not. Hence the PetStore application will gradually exhaust
the supply of virtual memory pages, which leads to severe perfor-
mance issue and makes the accomplishment of client requestsmuch
slower. As a result, the contextual correlation model learned during
system normal status does not hold anymore. Our approach quickly
detected such failure. As shown in Figure 5(a), the canonical corre-
lationρ2 drops significantly below the threshold. In addition, other
correlation scores, such asρ3 andρ4, and thes score all exhibit
deviated behaviors from the thresholds.

File Missing: In the packaging process of Java web applications,
it might happen that a file is improperly dropped from the required
composition which will result in failures of invoking correct sys-
tem response, and may eventually cause service malfunctionwhich
makes the user come acrossstrange web pages. To simulate this
type of error, we dropped some JSP files in the PetStore application.
Since the JSPs in the application server are usually dynamicpages,
which need some data obtained from the database, the missingof
those files will significantly affect access patterns of the database.
Our experimental results proved this conclusion. From Figure 5(b),
we see that the evidence for the fault, shown in the correlation ρ4,
is strong enough to be detected by our approach.

Deadlock: We modify the functionupdateItemQuantity() in Shop-
pingCartLocalEJB, in which a variable is introduced to intermit-
tently trigger the thread to sleep for a while and then recover. This
process is to simulate the phenomenon of deadlock failure. Con-
sider the case when theShoppingCartLocalEJB component becomes
deadlocked with other threads due to competing for the same database
resources, all the functionalities ofShoppingCartLocalEJB will be-
comesilent just like the thread is in the sleep mode. However, after
a while when the database deadlock management tools detect this
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deadlock and release it, the componentShoppingCartLocalEJB be-
comes alive again. By tuning the frequency of the trigger, wesimu-
late that around 5 percent of requests passing through theShopping-
CartLocalEJB component get locked for a time period between 2
and 4 seconds. This is an example of failure withextremely weak
impact. However, our detector still can identify the evidence of
such failure. Figure 5(c) illustrates that thes score gets slightly
affected by that software bug.

Busy Loop: The actual causes of request slowdown can be quite
a few, such as the spin lock fault among synchronized threads. We
simulate the phenomenon of slowdown by adding a busy loop pro-
cedure in the code. Depending on the position of instrumentation,
the significance of simulation is different. In this sectionwe sim-
ulate such fault that all the client requests going through theShop-
pingCartLocalEJB component get affected. The experimental re-
sults shown in Figure 5(d) demonstrate good performances indeal-
ing with this fault case. The correlation ands curves show signifi-
cant changes in our method.

Expected Exception: Theexpected exception fault [3] happens
when a method declaring exceptions (which appears in the method’s
signature) is invoked. In this situation an exception is thrown with-
out the method’s code being executed. Even though applications
are expected to mask from end user such exceptions, it is still pos-
sible in real situations that they are not handled well and then turn
into run time failures. From Figure 5(e) we see that the correlation
ρ4 has been significantly affected in the expected exception failure.
Note the traditional detection tools, which are based on theopera-
tional statistics such as response time, are not able to detect such
fault because the expected exception does not crash the application
software and the response time for delivering the client requests are
still within normal thresholds.

Null Call : The null call fault [3] causes all methods in the af-
fected component to return a null value without executing the meth-
ods’ code. This situation can arise at runtime from neglect of allo-
cating certain resources, failed lookups, etc. Similar as theexpected
exception, the null call fault results in subtle outcomes, and does
not cause exceptions to be printed on the operator’s console, and
does not crash the application software. On the other hand, these
bugs can easily happen in practice due to incomplete, or incorrect,
handling of rare conditions. The detection results of null call fault,
as shown in Figure 5(f), are very similar to those in the expected
exception case.

5. CONCLUSIONS
In this paper we have presented a new approach for fault de-

tection in distributed systems. We have utilized the information
about system input and proposed the concept of supervised and un-
supervised monitoring. The statistical approach, canonical correla-
tion analysis (CCA), has been employed to learn the implicitcor-
relations between two sets of variables, the system workload and
database access frequencies. By doing so, the variables about the
database accesses are divided into two subsets. One is highly cor-
related with the input, and each variable in that subset is monitored
with the aid of the input. The other subset accounts for the variables
is less correlated or uncorrelated with the input, which is monitored
in an unsupervised way. We have also simulated a variety of faults
in a real e-commerce application. By tuning the significanceof in-
jected faults, we show that our approach is able to detect failures at
their early stages when the impacts are very weak.
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Figure 5: Canonical correlation and s score curves obtained
from CCA for different types of faults. (a)Memory Leaking;
(b)File Missing; (c)Deadlock; (d)Busy Loop; (e)Expected Ex-
ception; (f)Null call.

partitionable networks.Theoretical Computer Science, special issue
on distributed algorithms, 220:3 – 30, 1999.

[2] H. Chen, G. Jiang, C. Ungureanu, and K. Yoshihira. Failure detection
and localization in component based systems by online tracking. In the
11th ACM SIGKDD International Conference on Knowledge
Discovery and Data Mining, pages 750–755, Chicago, IL, August
2005.

[3] M. Chen, E. Kiciman, E. Fratkin, A. Fox, and E. Brewer. Pinpoint:
Problem determination in large, dynamic systems. In2002
International Performance and Dependability Symposium,
Washington, DC, June 2002.

[4] G. H. Golub and C. F. Van Loan.Matrix Computations. The John
Hopkins University Press, third edition, 1996.

[5] H. Hotelling. Relations between two sets of variables.Biometrika,
28:321–377, 1936.
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