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Abstract—Network tomography has been proposed to ascertain
internal network performances from end-to-end measurements.
In this work, we present priority probing, an optimal probing
scheme for unicast network delay tomography that is proven
to provide the most accurate estimation. We first demonstrate
that the Fisher information matrix in unicast network delay
tomography can be decomposed into an additive form where
each term can be obtained numerically. This establishes the space
over which we can design the optimal probing scheme. Then,
we formulate the optimal probing problem into a semi-definite
programming (SDP) problem. High computation complexity
constrains the SDP solution to only small scale scenarios. In
response, we propose a greedy algorithm that approximates the
optimal solution. Evaluations through simulation demonstrate
that priority probing effectively increases estimation accuracy
with a fixed number of probes.

I. INTRODUCTION

Network tomography has been proposed to ascertain the
performance of internal networks from end-to-end measure-
ments (see [1], [2] and the references there in). By sending
probing packets from a source and collecting the delay and
loss information of these packets from receivers at the edge
of the network, network tomography is able to infer delay and
loss performances of internal network links. This ability makes
network tomography especially appealing to applications that
concern network performances but don’t have access to inter-
nal network states [3].

Existing unicast network delay tomography techniques have
developed maximum likelihood estimators of the network
delay distributions. These estimators converge to the true
distributions with enough probing traffic. However it remains
an open question that with a fixed number of probing packets,
how to obtain the most accurate estimators? This is important
for two reasons. First, given the fast transient nature of
Internet traffic dynamics [4], [5], it is essential to obtain
accurate estimations within a constrained time period, which
implies limited probing packets. And second, it becomes more
challenging when monitoring large scale networks since on
one hand, low probing traffic volume is required to have
minimal impact on network delay and on the other hand,
enough probing traffic is required to cover the entire network
in a short time period.

In this work, we propose priority probing: algorithms that
construct an optimal probing set that is proven to offer the most
accurate estimation with a fixed number of probing packets.

The probing set defines the distribution of probing packets
among the receivers, which in turn, determines the covariance
matrix of the maximum likelihood estimators. The covariance
matrix corresponds to the accuracy of the estimators. In partic-
ular, its diagonal elements are the variances of the estimators.
And in this work, we propose an optimal probing set that leads
to the minimum trace of the covariance matrix, i.e. the sum
of variances.

The development is presented in two steps. In the first
step, we prove that the Fisher information matrix for unicast
network delay tomography can be decomposed into an additive
form where each term can be obtained numerically. This
additive form establishes the space over which we can design
the optimal probing set. In the second step, we demonstrate
that designing the optimal probing set is an optimal experiment
design problem [6] and can be formulated in a semi-definite
programming (SDP) form [7]. However, the SDP approach
is constrained to small scale scenarios due to expensive
computational costs associated with computing the full Fisher
information matrix. In response, we propose a greedy algo-
rithm that significantly saves both computational space and
time.

The optimal probing set is determined by the network
topology and the network delay distributions. While the true
delay distributions may not be available, “local optimal so-
lutions” can be obtained using previous measurement results
or assuming no knowledge about the delay distributions.
Simulation results demonstrate that, by utilizing the network
topology information, and sometimes with previous measure-
ment results, priority probing outperforms existing approaches
without knowing the true delay distributions.

Evaluations through simulation demonstrate that priority
probing is very efficient in increasing estimation accuracy and
reducing probing traffic. In a network consisting of 100 end
hosts, priority probing uses only about 1000 pairs of probing
packets to achieve the same accuracy as existing approach
using 7000. With a moderate probing rate of 20kbps, this is
equivalent to, without compromising accuracy, increasing the
monitoring resolution from one measurement result every 6
minutes to one every 50 seconds.

The rest of the paper is organized as follows. Section II gives
a brief review of unicast based network delay tomography
and the upward-downward algorithm. Section IIl presents
our main theorem that decomposes the Fisher information



matrix into additive forms. Section IV proposes the priority
probing algorithms, which formulates the optimal experiment
design problem and solves it using both SDP and the greedy
algorithm. Section V presents evaluation results exhibiting the
advantages of priority probing over existing approaches. We
review related works in Section VI and conclude the paper in
Section VII.

II. BACKGROUND

We first introduce the terminologies used in this paper in
the form of a brief review of unicast network delay tomogra-
phy [8], [9] and the upward-downward algorithm [10].

A. Unicast based network delay tomography

Consider a source s and a set of n receivers R = {1...n}.
Assume that the paths from s to R are stationary and form
a logical tree topology 7 = (V, E). V is the set of vertices
including the source s, the receivers R and the set of branch
points. A branch point is a vertex where two paths split. E
is the set of links in 7. A link [ € E is a path segment
between two vertices in V' without passing any other vertex.
Here the logical tree is an overlay network obtained from
the paths between the source and the receivers and a link in
the logical tree can correspond to multiple physical links. In
network tomography, this logical tree topology is assumed to
be known by polling routing information from routers. We also
denote by L; the set of links on the path from s to receiver 7
and Li,j = Lz U Lj.

The measurements are performed by sending a pair of back-
to-back probing packets to two distinct receivers at a time. It
is expected that the two packets experience the same or similar
delays on the shared links, which brings in correlations in their
delay observations [9], [8]. Let (!, r5) represent the receiver
pair at round ¢ and S be a sequence of T receiver pairs:
S = {0, )} rl #rhb € R, t = 1...T. Note the same
pair can appear multiple times in S and be probed multiple
times accordingly. For easy presentation, we assume that the
probing packets are not lost and denote the delays of these two
packets as an observation pair (Org,t» Or;,t)- Probes are sent in
multiple rounds and a set of observation pairs {(oy¢ ;, 0. 1)}
is obtained accordingly.

All delay observations are then adjusted by deducting from
them the smallest delay seen on the corresponding path. It
is assumed that the smallest delay represents transmission
delay and propagation delay along the path and the rest of
the delay represents the dynamic part, i.e. queuing delay
caused by network congestion. As a consequence, unicast
delay tomography monitors the dynamic delay changes in
the network, which is important for applications like content
streaming and online gaming. Also, it does not require clock
synchronization among the source and the receivers. Clock
drifting will affect the estimation accuracy, but it is usually
small enough to be ignored.

Let D; be the queuing delay on link [. D; is a random
variable and the goal of network delay tomography is to
estimate the distribution of D; for all links. Delays are

discretized into k bins By = [0,7), By = [1,27), ...,
Br_1 = [(k — 1)7,00) where 7 is a predefined constant
bin size. For a link | € E, its delay D; is then discretized
into a categorical distribution random variable with parameters
{010}, 0 < d < k—1and ) ;60,4 = 1. Link delays
are assumed to be independent across links and estiglating
link delay distributions then turns into estimating 6, the
parameters of the independent categorical delay distributions.

With {(0,1 4,0,1 )}, the set of observations collected from
multiple rounds, the log likelihood function is
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where (0, 4,0, ;) is all the possible combinations of link
delays that satisfy the observation (o,:,0,: ). For clear
presentation, we use €2 instead of (o, ;,0,1 ) in the rest
of the paper.

A direct expression for {6; 4} that maximizes (1) is difficult
to obtain. As an alternative, an Expectation Maximization
(EM) algorithm is proposed that iteratively converges to the
maximum likelihood estimator (MLE) of the distribution of
network internal link delays [8], [9].

One of the key steps in the EM algorithm developed is to
obtain P(D; = d|O;, = 0,,0,, = or,), the conditional
probability of a link [ having delay d given a pair of observa-
tions. This is achieved by the upward-downward algorithm.

B. Upward-Downward algorithm

The upward-downward algorithm [10] is developed to cal-
culate belief propagation in causal trees, a special case of
Bayesian networks. It efficiently calculates P({O, = 0,}),
the probability that a subset of vertices in the tree, {v},
takes certain states {O, = o0,}. In unicast network delay
tomography, it computes P(D; = d|O,, = 0y,,0;, = 0;,)
by calculating P(O,, = 0,,,0,, = o0r,), the likelihood of
observing a pair of observations (oy,,0,,), and P(O,, =
0vy,Oyy = 04y, Op, = 0p,,0,, = 0p,), the likelihood of
observing a pair of observations (o, , 0,-,) and a link [ from v;
to vy having delay d = o0,, —0,,. We omit detailed steps due to
space limitations and interested readers can refer to [11], [8].
These results will be used to calculate the Fisher information
matrix in our later development.

The upward-downward algorithm is a polynomial time
algorithm. In general, for a b-nary tree of depth ¢ and k states
per vertex, its complexity is O(bgk?). In network tomography,
since for each pair of receivers, there is only one branch point
with two children, the complexity is O(qk?).

III. THE FISHER INFORMATION MATRIX

The focus of this work is on designing S, the sequence
of probing pairs used in unicast network delay tomography.
Existing approaches select the probing pairs uniformly among
all pairs of receivers. For example, in [8], each pair of receivers
gets to be selected in a round robin fashion, and in [11], all
pairs of receivers have an equal opportunity to be selected at
each round.



In this section, we will see that, each time a pair of receivers
is probed, it brings new information into estimation. The
amount of information brought in is determined by the struc-
ture of the two paths and the delay distributions. Generally, the
more information we have, the more accurate the estimation
is. Therefore, by properly selecting pairs of end hosts, we can
design an S that maximizes the information.

The expected information available for estimation is natu-
rally expressed by the Fisher information matrix [12]. One of
our main results is the following theorem:

Theorem 3.1: Let w(ry,72) be the number of times (r1,72)
is probed according to S. The Fisher information matrix Z for
unicast network delay tomography can be calculated as

IT= > w(ry,ra)Z(ry,rs). )

(r1,m2)

where Z(r1,r2) is a function of (ry,r9) that can be computed
numerically.

Theorem 3.1 demonstrates how the probing pair set S deter-
mines the Fisher information matrix Z in an additive manner.
This establishes the foundation over which our optimization
is carried out in the next section.

The rest of the section develops a proof of Theorem 3.1,
including how Z(r1,r9) are obtained numerically. The devel-
opment is presented in three steps. We first describe how to
calculate the observed information matrix (OIM) J, as the
Fisher information matrix is the expectation of 7. Then we
obtain Z(ry,72), the expected contribution to the OIM from
a pair of receivers (r1,72). And finally, we will see that Z is
a linear combination of Z(rq,73) with coefficients w(rq,732).
At the end of the section, we also discuss the computation
complexity to obtain Z.

A. The OIM

The OIM of an MLE, J, quantifies the inverse of the
covariance matrix of the estimator after a set of observations
is obtained. It is defined as

J=-vVv'i(9), 3)
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where (6 ) is the log likelihood function (1). For each of
the matrix element in J we have
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is L;’s second order derivative with regard to parameters
01 ar, Oy qv. In particular, we have the diagonal element for
a particular parameter 6;- g-
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Equation (4) indicates that each pair of observations con-
tributes additively to the OIM. In the following, we demon-
strate how to calculate quantitatively this additive contribution
from each pair of observations, and therefore, the whole OIM
after a set of probing pairs.

We define

A,C — Dl' S’ Dl” Jd

Jiar i ,dr (O, Ory) = V& &)
as the term in the summation in (4) and
T(ors0r) = (Jraarar0ns00))  (10)

as the corresponding matrix defining the contribution to J
made by a pair of observations (o, , 0., ), where (', d’) defines
the row index and (1", d") defines the column index. Note that
from now on, we omit the round index ¢ whenever there is no
ambiguity.

We now demonstrate how to calculate £, A and Dj- 4+
numerically so that we can evaluate (9). £ is the likeli-
hood function for a single pair of observations (o,,,0r,).
As described in Section II, we can obtain it directly using
the upward-downward algorithm by assigning the two leave
vertices their observed delay bins.

The key to calculating D;« 4« and A is the following two
observations:

P(Dy = d*,0p,,0r,) = Dy« g0 a- (11)

and
P(Dl/ = d’, Dl// = d”, 07*1;07"2) = Ael/’d/el//’d//

for I' #£1".

With these observations and our introduction of the upward-
downward algorithm in Section II, Dj- 4r and A can be
readily obtained. Here, as described in Section II, D= 4+ is
obtained by evaluating the probabilities P(O,,, Oy,, 0, =
0ry,Or, = o0p,) where v; and vy are determined by [*
and their states determined by d*. And calculating A is
more complicated since it requires evaluating the probabilities
P(Oy;,04;,04, 04,0, = 0p,,0;, = or,) in the causal
tree, where v} and v} are determined by !’, v{ and v are
determined by [” and their states determined by d’ and d”
respectively.

12)



We then have

j = Z j(O,,.{ s 07.5).

(rir5)es
B. Expected impact from a pair of receivers

Now we further extend the technique and evaluate Z(r1,72),
the expected contributions to the OIM from probing the pair
(r1,72). This quantifies the average impact on estimation
accuracy by probing a pair of receivers and we will see that
this is actually the building piece of the Fisher information
matrix.

The derivation is straightforward as

I(T‘l,?”Q) = Ej(orlaom)'

Let (IZ/,d;,z//,d;’ (r1,72)) be the elements in Z(ry,72). Note
that £ = P(o,,,0r,), the likelihood function for a single
observation (o, 0,,), we then have

Iy g ay(risre) = EJdp g ay(0r,0r,)

Dl/ d/ Dl// d//
= A————"L (13
2 1
Orq,0ry
C. The Fisher information matrix
Since the Fisher information matrix 7 = EJ, J =

t ot
Z(ri,ré)es j(oriaoré)’ and Z(rlvTQ) = Ej(oriaoré)’ we
have, given S, the Fisher information matrix

I= 3, I(.r).

(rt,rt)es

(14)

Let w(r1,7r2) be the number of probing pair (r1,72) in .S, we
then obtain Theorem 3.1.

D. Computation complexity

We conclude this section by a discussion of the computation
complexity required to obtain the Fisher information matrix.

According to  (13), calculating one element
Iy gpa.ap(r1,r2) in Z(ri,r2) requires evaluating L,
D,.q, and A over all possible observations. With a fixed pair
of observation, the complexity of obtaining £ is the same as
that of the Upward-Downward algorithm, O(qk?), where g is
the depth of the topology tree and k is the number of bins.
The computation complexity of obtaining D; 4 is O(qgk?),
as on average, O(k) cases require to be considered when
calculating D; 4. And similarly, the computation complexity
of obtaining A is O(qk*). As we need to evaluate L, Dy.a,
and A for all possible observation pairs, the computation cost
for evaluating an element in Z(ry, 7o) is then O(gk®). For
the subtree formed by paths to r; and ry, the corresponding
sub-matrix dimension is O((gk)?). As a consequence, the
computation cost for evaluating Z(r1,72) is O(¢®k®).

Notice that if we only calculate the diagonal elements,
I; 4.1,4(r1,72), it only requires to obtain £ and D; 4, a3 A =0
for diagonal elements. In this case, the computation cost
of obtaining the diagonal elements is O(q?k®), much more
efficient than that of obtaining the whole matrix.

IV. PRIORITY PROBING

Theorem 3.1 demonstrates how the probing sequence S
determines the Fisher information matrix Z. The inverse of the
Fisher information, Z~1, is the covariance matrix of the MLE,
which determines the estimation accuracy. As a consequence,
by properly design S, we can obtain a covariance matrix Z
that leads to the most accurate estimators. This is an optimal
experiment design problem [6] and we call the resulting
probing schemes priority probing.

There are several optimal criteria for optimal experiment
design problems, including E-Optimality, which minimizes the
maximum eigenvalue of Z~!; A-Optimality, which minimizes
the trace of Z—!; and D-Optimality, which minimizes the
determinant of Z~!. All of them can be properly formulated
into semi-definite programming (SDP) problems [7]. Here, we
focus on A-Optimality since the trace of Z~! has a direct
explanation as the sum of estimation variances.

A. SDP approach
Let T be the predefined size of .S, A-Optimality problem
is then to determine w(ri,r2), the number of probing pair
(r1,72) in S, that minimizes the trace of Z~!. This can be
formalized in a convex optimization form:
min >t
st. ti>eZ e, i=1,... Kk E|
7= Z(TI,T2) w(r1,re)Z(ry,ra)
Z(rl,rg) w(rl, TQ) =T
w(r1,re) >0

(15)

where e; is the i*" unit-vector of R¥/Zl and t; corresponds to

the i*" diagonal element in Z~!. Using Schur complement [7],
we can rewrite the first set of inequality constraints in a semi-

definite form
T e;
(3 >_ .
(&)=

The optimization problem (15) can then be solved using SDP.

While the SDP approach provides the optimal probing set,
we have seen in the previous section that the computation
cost for evaluating Z(rq,72) is O(¢3k®). It grows fast as
the topology tree becomes higher and, more seriously, as the
number of bins increases. In response, we develop a greedy
approach that requires much less computation cost and whose
performances are close to the optimal as presented in the
simulation results.

B. A greedy approach

We elect to approximate the diagonal of the covariance
matrix by considering only the diagonal elements in Z and
assuming all other elements are 0. This is the best bet without
calculating the off-diagonal elements, which have an expensive
computation cost of O(g3k®). In Section V, we will see that
this approach provides a close approximation to the optimal
solution and the experimental results demonstrate that besides
faster and easier computation, this approximation also provides
more accurate estimation than existing approaches.



We define Z(t) as the Fisher information matrix of the MLE
after ¢ rounds of measurements. And let A(¢) be the set of
diagonal elements of Z(¢) and A; 4(t) € A(t) be the diagonal
elements. As we consider only the diagonal elements of Z(t),
the sum of estimation variances is then

St =Y Na @)l (16)
1,d

The greedy algorithm targets at minimizing S(t) at each
step t. We first obtain, for each pair of receivers (r1,72),
{I1,a1,4(r1,r2)}, the set of expected contributions to the
diagonal elements {); 4(¢)} of the Fisher information matrix.

The algorithm maintains the state of A(¢). Initially, all
elements of A(0) are set to 0. At round ¢, we evaluate for
each pair (r1,r9) the expected value of A(t) after round ¢

Ad(r,me) = Na(t — 1) + I gpalri, o) (17
and obtain the following metric
S(ri,ra) = > [(Aa(ri,r2)) - (18)

I,lg

After the evaluation is performed over all pairs, the pair
(ri,r3) that leads to the minimum S(rq,r2) is selected for
round ¢. Then A(t) is updated as

Ara(t) = Aalt = 1) + liap.a(ry, m3),

And the pair for round ¢ + 1 is selected similarly.

Also in the first few rounds, since there are 0’s in A(t),
S(r1,72) cannot be evaluated and those pairs that remove the
most number of 0’s are selected. After there is no 0 in A(t), the
above procedure is repeated until ¢ = T'. Figure 1 demonstrates
the greedy algorithm in pseudo code.

The computation complexity of generating a sequence of
probing pairs using the greedy approach is determined by
two parts: first, to obtain the diagonal elements I; q; 4(r1,72)
from all pairs of receivers, and second, to generate the probing
sequence. From the previous section, the total cost of obtaining
I1.4..4(r1,72) for a single pair (r1,72) is O(¢*k®) and there-
fore the computation cost for the first part is O(n?¢%k%). Once
Ij g1,4(r1,72) is obtained, the complexity of generating the
probing sequence is O(Tn>k), evaluating all pairs of receivers
at each round. In this work, we have implemented the greedy
algorithm in Java and during our experiments, 7000 probing
pairs of a network containing 100 receivers with 5 delay bins
can be generated within a few minutes using a commodity
Intel(R) Xeon(R) 1.86G H z processor and our code is far from
optimized.

19)

C. Missing information

The optimal probing sequence is determined by both the
network topology and the network delay distribution. Existing
approaches, i.e. the uniform probing schemes, utilize neither.
Priority probing utilizes both information. However, before
any measurement is performed, the delay distribution infor-
mation is unknown. This is referred to as local optimality in
the literature [13], [14].

Require: {I; 4;q(r1,r2)} for all pairs (r1,72)
Alt)=0
t=1
while ¢t < T do
if there is 0 in A(¢) then
Pairs(t) = (r1,r2) that removes maximum number
of 0 in A(t)
else
MinimumS = A LARGE _NUMBER
for all (r1, r3) do
for all [, [; do
Aa(ri,re) = Aa(t — 1) + I apa(ri, ra)
end for
S(ri,r2) =30, [(Aalre, r2)) 71
if S(ri,72) < MinimumsS then
MinimumsS = S(ry,r3)
Pairs(t) = (r1,r2)
end if
end for
end if
for all [, [; do
Aa(t) = Ma(t — 1) + I g.a(Pairs(t))
end for
t=t+1
end while
return Pairs

Fig. 1. Pseudocode for the greedy algorithm

One of the common practices in this situation is to utilize
only the topology information and assume no knowledge about
the delay distributions. We will see in the next section that
most of the time this generates better estimations than the uni-
form approaches. Also, after one set of probing is performed,
estimations of the delay distribution can be obtained. These
estimations can then be used as input to the priority probing
algorithm and generate a second probing set. In one of our
experiments presented in Section V, we will see one example
of this approach. There are other approaches such as sensitivity
analysis of the probing set regarding the delay distribution and
we leave them as future works.

V. SIMULATION RESULTS

In this section, we present evaluation results for priority
probing. We prefer the method of simulation as it enables
us to record the true network performances and provides a
controlled environment for an objective comparison between
priority probing and existing approaches. Evaluation in real
network environment is currently under study and will be
presented in our future works together with other practical
considerations on applying network delay tomography in real
networks.

The experimental results demonstrate that the probing se-
quences generated by priority probing effectively improve the
accuracy obtained by network tomography. Starting from a
simple small topology to a large topology containing 310



nodes and 483 links, we demonstrate that as the tomography
tree becomes larger and more complex, the benefit of the
priority probing scheme becomes more significant. In our
largest experiment, which consists of 100 end hosts, priority
probing uses only about 1000 probing pairs to achieve the
same accuracy as existing approach using 7000 pairs, which
increases the monitoring resolution from one estimation result
every 6 minutes to one every 50 seconds.

A. Simulation setup

For each experiment, we specify the topology and the
receivers in ns-2. The tree topology from the source to the
receivers is calculated using ns-2’s built-in routing algorithm.
This tree topology is used as an input to our priority probing
algorithm. Our priority probing algorithm also takes as input
the performances of links in the tree topology if available.
In the following experiments, unless specified, the priority
probing algorithm assumes a uniform distribution over the
parameter space for all link parameters. The generated probing
pairs are then used as input to the simulation. As comparison,
we also generate uniform probing sequences where all pairs of
receivers are probed in a round robin fashion. Each simulation
is therefore carried twice. In the first run, the priority probing
sequence is used and in the second run, the uniform probing
sequence is used.

The background traffic is a mixture of TCP sessions and
Pareto on-off UDP sources. The TCP sessions are generated by
the PackMime-HTTP [15] web traffic generator. The average
number of connections per second is set to 100. Both the burst
time and the idle time of the Pareto traffic are set to 2s with
shape parameter set to 1.5. When the state is on, the Pareto
traffic generator sends UDP packets with a constant rate of
3Mbps and the UDP packet size is set to 600 bytes.

This background traffic is applied to individual logical
links in the tomography tree during the experiments. This
is because 1) we are targeting at an objective comparison
between priority probing and uniform probing and therefore
follow the independent link behavior assumption made by the
network tomography algorithm; and 2) a logical link in the
network tomography tree potentially corresponds to a number
of physical links in the underlying network and the aggregation
effects from traffic on these physical links can present as
independent behaviors among the logical links.

In each experiment, 7000 probing pairs are generated from
each probing scheme. 7000 is selected because we observe
that at in all cases, the decreasing of the estimation errors has
become small before 7000 rounds of probes are performed.
Every 50ms, a pair of receivers are probed. The size of the
probing packet is 64 bytes. This results in a probing data rate
of 20.48kbps from the source. The simulation finishes after
all 7000 rounds of probing are done, about 350 seconds.

For all the delays collected, the minimum delay ever ob-
served on the corresponding path is deducted. Then, they are
discretized into 5 bins with 10ms for each bin. If a probing
packet is lost, it is assigned a delay in the largest bin. Delay

distributions of the links in the tree topology are then obtained
using the EM algorithm developed in [8], [9].

In order to obtain the ground truth, we record the queuing
delays of all the links in the tree topology every 10ms by
sampling the queue lengths. When the simulation is finished,
these queuing delays are also discretized into the 5 bins and
the resulting empirical probability distributions are used as
{601,4}, the true link delay parameters.

We measure the accuracy of the estimation using averaged
sum of absolute errors over all link parameters, a metric that
is consistent with the goal of priority probing.! In order to
demonstrate the estimation accuracy as the number of probing
pairs increases, we define

Y alblg— 6l
o Lxk

as the averaged sum of errors after ¢ rounds of probings, where
éf o 1s the estimation of 6, 4 after ¢ round. E(t) ranges from
0 to 2/k = 0.4, with the number of bins k = 5. The smaller
E(t) is, the more accurate the estimations are, with E(t) =0
when the estimation is exactly the ground truth. We didn’t take
relative errors since some 6; 4 = 0.

We use YALMIP [16] to model the optimization problem
and SDPA [17] to solve the SDP problem. The simulations
are performed using the network simulator ns-2 [18].

E(t) (20)

B. Simulation results

We now present some of the simulation results we obtained.
All the following experiments have been duplicated using
multiple random seeds and similar results are observed.

10Mb/s

Fig. 2.

A simple topology illustrating priority probing

1) An illustrating example: We first demonstrate the se-
quences generated by both the SDP approach (the optimal
solution) and the greedy algorithm using a simple topology
as in Figure 2. There are four receivers, two of them have
a distance of two hops from the source and the other two
have a distance of three hops. Intuitively, if we consider only
the topology and ignore the actual link delay distribution, we
would expect more probings on receivers further away from
the source as more links required to be evaluated on the paths
to these receivers.

And this is exactly what the SDP approach and the greedy
algorithm generate with an assumption of uniform distribution

IStrictly speaking, benefits from second order statistics should be validated
using empirical deviations. Here we take typical simulation results instead
because the simulation usually takes quite long time.



pair SDP  greedy uniform
(r1,72) 3198 1317 1170
(r1,73) 107 1243 1170
(r1i,74) 107 596 1170
(r2,73) 107 595 1170
(ro,r4) 107 1243 1170
(rs,ra) 3374 2026 1170

TABLE I
DISTRIBUTIONS OF PROBING PAIRS

over the link parameters. Table I demonstrates the distribution
of the 7020 probing pairs from the SDP approach and the
greedy algorithm. Notice these receiver pairs form three types
of topologies: (r3,r4) forms a topology where there are two
links in the upstream branch; (r1,73), (r1,74), (r2,73) and
(rq,74) all have one link in one downstream branch and two
links in the other; and (r1,72) leads to a regular three link
binary tree. Accordingly, (r3,r4) gets the most probings. The
same number of probings sent to (r1,73), (r1,74), (re,73) and
(rq,74) from the SDP approach reflect their equivalence in
topology. The difference among (r1,73), (r1,74), (r2,73) and
(rq,74) from the greedy algorithm is an artifact of the order
in which these pairs are evaluated: (rq,r3) is always evaluated
first, so it gets the most probings. This suppresses the number
for (r1,7r4) and (rq,r3), which then increases the number for
(rq,74). However, due to their topological equivalence, the
distribution given by the greedy algorithm is equivalent to each
of them getting the same probing.

We set all the link bandwidth to 10M bps with a queue size
of 200 packets. A simple drop-tail queue management is used.
Assuming the packet size is 600 bytes, the queuing delay then
ranges from Oms to 96ms. Background traffic is applied to
all the links.
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Fig. 3. optimal vs. greedy vs. uniform in the simple topology

Figure 3 presents the result of this experiment using the SDP
approach, the greedy algorithm and the uniform approach.
We see that in this small topology, the priority probing has
exhibited its advantage over the uniform scheme and the
greedy algorithm generates estimation results that are very
close to the SDP approach. We shall see that as the topology
gets larger and more complex, the advantage of using priority
probing get more obvious.

2) A three level tree: Now consider a synthetic tree topol-
ogy demonstrated in Figure 4. Here, each branch point has

10Mb/s
50Mb/s

Fig. 4. A three level tree

three children and the height of the tree is set to three. There
are 27 leaves and each leave node corresponds to a receiver.
For this case, it is already too expensive for us to compute the
whole Z(ry,rs) matrices and from now on we only present
results from the greedy algorithm.

The first level and third level links have a capacity of
10Mbps and the second level links have a capacity of
50M bps, reflecting that in real Internet slow access networks
are connected by over-provisioned high bandwidth core net-
works. All links are set with a propagation delay of 5ms.
Since network tomography handles only dynamic part of the
delay, this does not affect its accuracy. Background traffic is
applied to all the top level links and half of the lower level
links randomly selected.
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Fig. 5. priority vs. uniform in the three level tree topology experiment

Figure 5 presents the result of this experiment. We see that
with only about 3000 pairs of probing, the priority probing
scheme has achieved an accuracy reached by the uniform
scheme with 7000 pairs. When both schemes use 7000 probes,
the priority probing scheme is almost 50% more accurate than
the uniform scheme.

Fig. 6.

A four level tree

3) A topology with one more link: Now we look at a topol-
ogy with one more link than that in the previous experiment,
as in Figure 6. In this case, everything is the same as in the



previous experiment except a new link is added as the top
level. The same type of background traffic is applied to the
top link and, in order to diversify the situation, the background
traffic in the middle link of the second level is removed.
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Fig. 7. benefit of delay information in the four level tree topology experiment

First, we still generate 7000 probing pairs using priority
probing scheme with uniform link parameter distribution as-
sumption. As the topology changes, the probing sequence
generated by priority probing is different from that generated
in the previous experiment.

Figure 7 presents the result of this experiment. We see that
with the uniform distribution assumption of the link delays,
the accuracy achieved by priority probing scheme is not as
good as that by the uniform scheme. Situations like this do
not happen often in our evaluations. In this case, some initial
measure of the link delay distributions can help.

As described in Section IV-C, we first generate 1000 pairs
of probing using the priority probing scheme with uniform
parameter distribution assumption. Then the link parameters
are estimated using the network tomography algorithm with
the 1000 pairs of observations. After that, the priority probing
scheme takes these delay estimations as inputs and generates
another 7000 probing pairs. This time, the accuracy achieved
by the priority probing scheme becomes higher than that by
the uniform scheme, as can be seen from Figure 7.

It would be interesting to see what happens when delay
estimation and probing set design perform iteratively, i.e.
design the rest of the probing pattern whenever there is updated
delay estimation results available. Besides consideration on the
computation cost, several interesting problems remain open
with this regard including the convergence property of this
process. We retain this as a future work.

Fig. 8.

Topology generated by gt-itm

4) A larger case: In the last example, we look at a larger
case. We use GT-ITM [19] to generate a topology of 310

nodes. The topology consists of a core network of 10 nodes.
Each node in the core network connects to 5 stub networks
with each stub network consisting of an average of 6 nodes.
The 10 nodes in the core network are connected as a random
graph with the probability of a duplex link appearing between
two nodes set to 0.6 and the nodes in the stub networks are
connected with the probability set to 0.4. This reflects the high
connectedness of the Internet core network [20]. 483 duplex
links are generated. Links between nodes in the core network
have a capacity of 50Mbps and others have a capacity of
10Mbps. Random propagation delays between 1ms an 61ms
are applied to the links.

We randomly pick 100 receivers from the 300 nodes in the
stub networks. A node in the core network is selected as the
source. The routing from the source to the receivers forms a
logical tree consisting of 124 logical links with some receivers
located on the branch points. The number of logical links from
the receivers to the source ranges from 1 to 5 with an average
of 3.09. Background traffic is applied to half of the logical
links randomly selected.
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Fig. 9. Smaller estimation error from priority probing in a large network

Figure 9 presents the result of this experiment. In this
experiment, priority probing uses only about 1000 probing
pairs to achieve the same accuracy as existing approach using
7000 pairs. With the fixed probing rate of around 20kbps,
this is equivalent to maintain the same estimation accuracy
while increase the monitoring resolution from 6 minutes per
measurement to 50 seconds per measurement. Compared with
previous results, the advantage of the priority probing scheme
becomes more significant. And as the network size increases,
this advantage is expected to become more significant.

VI. RELATED WORKS

There have been extensive research efforts on network to-
mography. The Multicast Inference of Network Characteristics
(MINC) project [1] provides techniques that apply multicast to
estimate network losses [21], delay [22], delay variances [23]
and the topology [24]. However, the application of multicast
based network tomography is constrained by limited support
over the Internet and the different delay and losses experienced
by multicast traffic and unicast traffic [8], [25]. In response,
unicast network tomography techniques were developed. With
unicast, [11], [25] estimate network losses and [8], [9] estimate



network delay. [26] proposes a pseudo-maximum-likelihood
algorithm and one of its applications is to obtain delay
estimation from multicast measurements. A brief review of
the network tomography literature is provided in [2].

Recently, Arya et al. [27], [28] extend network tomography
techniques to infer temporal loss and delay properties in the
tomography tree. Lawrence et al. [29] demonstrated using
"flexicast’ to infer network performances and related optimal
schemes have been discussed in [29], [14]. Chen et al. [30]
discuss identifiability of link performance distribution in net-
work tomography and propose mixture models for network
delay tomography. In [31], Nguyen and Thiran proposed a
Boolean algebra based algorithm to infer congested links. Also
Fragouli et al. discuss the benefit of having multiple sources
and destinations in [32]. Our work determines optimal probing
pairs for unicast network delay tomography under the setting
of Upward-Downward algorithm with a single source.

VII. CONCLUSION AND FUTURE WORK

In this work, we propose priority probing to answer the
question: with a fixed number of probing packets, how to
obtain the most accurate estimator? We prove that the Fisher
information matrix can be decomposed into an additive form
where information accumulates as each probing is performed.
Then, we formulate the optimal probing set design problem
into a SDP problem. High computation complexity constrains
the SDP solution to only small scale scenarios. In response,
we propose a greedy algorithm that approximates the optimal
solution. Evaluation results demonstrate that priority probing
is very promising in increasing the estimation accuracy with
a limited probing/time budget.

There are several related problems still remain open. First,
if we assign two bins to each link indicating the Bernoulli
distribution of packet losses, the setting becomes a network
loss tomography problem. It remains to see how priority
probing performs in that aspect and with variants as in [25].
Second, it remains to see how to adapt the algorithm in various
related settings such as variable sized bins [8] and multi-source
multi-receiver environments [32], [33].
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