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ABSTRACT
The complexity of large computer systems has raised un-
precedented challenges for system management. In prac-
tice, operators often collect large volume of monitoring data
from system components and set up many rules to check
data and trigger alerts. However, the alerts from various
rules usually have different problem reporting accuracy be-
cause their thresholds are often manually set based on op-
erators’ experience and intuition. Meantime, due to system
dependencies, a single problem may trigger many alerts at
the same time in large systems and the critical question is
which alert should be analyzed first in the following prob-
lem determination process. In this paper, we propose a novel
peer review mechanism to rank the importance of alerts and
the top ranked alerts are more likely to be true positives.
After comparing a metric value against its threshold to gen-
erate alerts, we also compare the value with the equivalent
thresholds from many other rules to determine the impor-
tance of alerts. Our approach is evaluated with a real test
bed system and experimental results are also included to
demonstrate its effectiveness.

Categories and Subject Descriptors
K.6 [Management of Computing and Information Sys-
tems]: System Management

General Terms
Management
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1. INTRODUCTION
With the popularity of online services, many large-scale

distributed systems and data centers have been built as
the critical infrastructures to accommodate millions of on-
line users simultaneously. The complexity of these giant
systems has also raised unprecedented challenges for oper-
ators to maintain and manage them. These systems are
usually deployed by integrating thousands of heterogeneous
components including servers, routers, storage devices and
software, which are typically provided by different vendors.
Compared to large hardware-based systems such as tele-
phone systems, the numerous software components running
on computing systems obscure the dependencies and inter-
actions among system components. While individual com-
ponents like operating systems are already complex enough,
the massive number of implicit component dependencies in-
troduced by software have dramatically increased the com-
plexity of today’s computing systems. Meantime, many of
such large systems are not static but always evolving with
numerous changes such as security patch installations, soft-
ware or hardware upgrades and configuration modifications.
Therefore, the system scale, heterogeneity and dynamics as
well as hidden dependencies all contribute to the difficulties
in complexity management.

Many of such large systems are essentially mission critical
systems and even minutes of system down time could lead
to big revenue loss in business and further affect our normal
life [17]. For example, a system failure of BlackBerry email
service affected millions of customers on April 17, 2007 [3].
Amazon’s storage service S3 was down for several hours
on February 15, 2008, which affected its customers world-
wide [2]. Therefore, service providers usually setup a large
system management team to operate their infrastructures
and services. In practice, operators collect large volume of
monitoring data from system components to track the status
of their infrastructures. Since it is impossible to manually
scan and interpret large volume of data in real time, opera-
tors usually set many rules to check data and trigger alerts.
For example, if a selected metric (e.g. CPU usage) exceeds a
given threshold, an alert is generated to notify the operators
who might follow up with an examination.

However, due to system complexity, it is difficult to set
good thresholds in rules and a bad threshold often leads
to large false positives or false negatives in problem report-
ing. This is especially a problem for 24*365 operational



systems such as online services. Meantime, different opera-
tors may set different rules and thresholds in their systems
based on their personal management experiences and intu-
itions. For example, compared to a novice, an experienced
operator may set better rules and thresholds; some opera-
tors might always tend to set higher thresholds than others.
As a result, the alerts originating from various rules have dif-
ferent accuracy in problem reporting and some alerts may
be more “important” than others. In fact, it is difficult to
normalize various rules and thresholds in rule management,
especially for large systems that are managed by many oper-
ators. Meantime, due to system dependencies, a single fault
or performance problem may trigger many alerts at the same
time. Now the critical question is which alert should be an-
alyzed first because analyzing all alerts might take too much
time to fix the problem and obviously not all of alerts are
same important. For mission critical systems, it is very im-
portant to reduce MTTR(Mean Time to Recovery) so as to
keep high system reliability and availability [15].

Prior approaches use problem signatures to correlate a set
of alerts [20], i.e., a specific set of alerts are considered as
the signature of a known problem. In large systems, many
problems are not anticipated and well understood. Due to
system dynamics and uncertainties, even the same problem
may manifest itself in different ways. Meantime, many large
systems are customized for specific services and also keep
evolving along time. Therefore, it is very difficult to pre-
cisely define problem signatures and further use them for
problem determination. In this paper, we propose a novel
peer-review mechanism to rank the importance of alerts so
that operators can consult the ranking to prioritize their
problem determination process. Essentially we blend the
system management knowledge from multiple operators by
using intelligent data analysis. More specifically, we have
made the following contributions:

• We propose a value propagation mechanism to map the
threshold of one rule into its equivalent values under
other rules. In our previous work [9] [11], we proposed
data mining algorithms to automatically extract many
invariant relationships among system monitoring data.
In this paper, such an invariant relationship enables us
to compare the threshold of one metric with that of
another metric.

• We introduce a collaborative peer review mechanism
so that a measurement is not only checked by its own
rule but also other rules. As a result, an alert is ranked
as more important if it gets more consensus from other
rules. In current rule-based systems, each rule works
in its isolated local context by comparing a measure-
ment with its threshold. In this paper, such a measure-
ment is further compared with the equivalent thresh-
olds mapped from other rules to rank its alerts in a
global context.

• We also evaluate our approach with a real test bed
system and experimental results are also included to
demonstrate its effectiveness.

2. RELATED WORK
During the last several years, we have focused on develop-

ing invariant-based frameworks for system management. To
the best of our knowledge, we are the first research group

that proposed the concept of system invariants and verified
their existence in large computing systems [9] [11]. In our
previous work [10] [7], we also developed linear and prob-
abilistic models to correlate monitoring data for fault de-
tection and isolation in complex systems. However, none of
our previous works is involved with rule-based alert manage-
ment, which is the focus of this paper. Though our approach
might appear simplistic, it does address a very important
problem in system management practice.

In practice, rule-based systems are widely deployed for
system management [19] [14]. However, in current systems,
each measurement is usually compared with its own thresh-
old to generate alerts and each rule works in its isolated lo-
cal context. Several solutions have been proposed for event
correlation and alarm filtering with applications in network
management. Yemini et.al. [20] proposed a “codebook” ap-
proach to correlate each known problem with a specific set
of alerts/events, which is essentially used as the signature in
problem determination. Gruschke [6] employed dependency
graphs to represent correlation knowledge (i.e., problem sig-
nature) and further proposed an integrated event manage-
ment approach. Based on the prior knowledge of network
dependency, there also exists some work on alarm filter-
ing [13]. However, these approaches assume that we have
the prior knowledge of system dependency and problem sig-
natures. As discussed earlier, it is difficult to extract sys-
tem dependencies or define problem signatures in complex
computer systems because of their massive software depen-
dencies. In this paper, we do not directly correlate a set of
alerts with a problem. Instead, we rank the importance of
alerts by introducing a peer-review mechanism so that op-
erators can consult the ranking to prioritize their follow-up
examinations.

Prior work has focused on problem determination in dis-
tributed systems though these works are not related to rule
management. Cohen et.al. [5] used a tree-augmented naive
(TAN) bayesian network to learn the probabilistic relation-
ship between SLA violations and resource usages. They
further used this learned bayesian network to identify per-
formance bottlenecks during SLA violations. In their Elba
project, Parekh et.al. [16] compared the TAN bayesian net-
work with other classifiers like decision trees in performance
bottle detection. Chen et.al. [4] modified the JBoss mid-
dleware to trace user requests in the J2EE platform, and
developed two methods to use collected traces for fault de-
tection and diagnosis. Aguilera et.al. [1] proposed two al-
gorithms to isolate performance bottlenecks in distributed
systems composed of black-box nodes. Our paper focuses
on how to rank the alerts from existing rule-based systems
for problem determination so that we can not compare our
work with these problem determination solutions.

3. SYSTEM INVARIANTS
Before we propose our rule management approach, in this

section we need to introduce an important concept named
system invariants, which characterize the hidden invariant
relationships among system monitoring metrics. As dis-
cussed earlier, we use such an invariant relationship to map
the threshold of one metric into an equivalent threshold in
another metric, which essentially enables us to rank the
thresholds from various rules and determine the importance
of alerts.

Operators collect large amount of monitoring data from



complex systems to track their operational status. Log files
and network traffic statistics are typical examples of such
monitoring data. This monitoring data can be considered as
the observable of internal system state. For online services,
when large volume of user requests flow through distributed
systems, many of internal measurements respond to the vol-
ume of workloads accordingly. For example, network traffic
volume and CPU usage are driven to go up and down by the
intensity of workloads. In this paper we use a general term
named flow intensity to describe the intensity with which
internal measurements respond to the volume of workloads.
For example, number of SQL queries and average CPU usage
(per sampling unit) are such flow intensity measurements.
For convenience, we use variables like x and y to represent
flow intensity measurements.

Since flow intensity measurements are mainly driven to
change by the same external factor - the intensity of work-
loads, they have similar evolving curves along time t. As
time series, many flow intensity measurements have strong
correlations and here we use equations like y = f(x) to char-
acterize the relationship between two measurements x and
y. If such relationships always hold along time, they are
considered as the invariants of the underlying system. No
matter how workloads change, such system invariants re-
main to be the same. Note that the equation y = f(x) but
not the measurements x and y is considered as an invariant.

With flow intensities measured at various points across
large systems, we need to consider how to extract their re-
lationships, i.e., with measurements x and y, how to learn
a function f so that we can have y = f(x)? In this pa-
per, we use AutoRegressive models with eXogenous inputs
(ARX) [12] to learn their linear relationships. At time t,
we denote the flow intensities measured at two points by
x(t) and y(t) respectively. The ARX model describes the
following relationship between two flow intensities:

y(t) + a1y(t − 1) + · · · + any(t − n)

= b0x(t − k) + · · · + bm−1x(t − k − m + 1) + b
(1)

where [n, m, k] is the order of the model and it determines
how many previous steps are affecting the current output.
ai and bj are the coefficient parameters that reflect how
strongly a previous step is affecting the current output. For
convenience, we use θ to denote the set of coefficient pa-
rameters, i.e., θ = [a1, · · · , an, b0, · · · , bm−1, b]

T . Since there
exist time delays in correlating measurements across dis-
tributed systems and various system components may also
have unsynchronized time clocks, we consider the tempo-
ral dependency in the above ARX model. In fact, even with
synchronized time clocks, different components may log their
data timestamps with various time delays.

Given a window of monitoring data {x(t), y(t)},1 ≤ t ≤
N , the Least Squares Method (LSM) is used to find the
best θ that minimizes the error between the learned model
and the given monitoring data. Our previous work [9] [11]
includes the details on how to calculate θ. In this paper, we
use the following equation to calculate a normalized fitness
score for model validation:

F (θ) = [1 −
√∑N

t=1 |y(t) − ŷ(t|θ)|2∑N
t=1 |y(t) − ȳ|2 ], (2)

where ȳ is the mean of the real monitoring data y(t). Given
the monitoring data x(t) and θ, ŷ(t|θ) is the output from

the model shown in Equation (1). Basically Equation (2)
introduces a metric to evaluate how well the learned model
approximates the real data. Given two flow intensities, we
can always learn a model but only a model with high fitness
score characterizes their actual relationship. We can set a
range of the order [n, m, k] rather than a fixed number to
learn a list of model candidates and then select the model
with the highest fitness score. Since computer systems re-
spond to workloads quickly, the range of [n, m, k] is usually
small. For example, we set [n, m, k] ≤ 2 in our experiments.

After we learn a model for two flow intensities, we still
need to verify whether such a relationship can hold along
time. In order to extract invariants from monitoring data
automatically, we try any combination of two measurements
to construct a model first and then continue to validate
whether this model fits with new observations, i.e., we use
brute-force search to construct all hypotheses of invariants
first and then sequentially test the validity of these hypothe-
ses in operation. Note that we always have sufficient mon-
itoring data from a 24*365 operational system to validate
these hypotheses along time. For every time window of
monitoring data, we use Equation (2) to calculate the fit-
ness score F (θ). Since the models with low fitness scores
do not characterize the real data relationships, we choose a

threshold F̃ to filter out those models in sequential testing.
Therefore, at every time window, a model with fitness score

lower than F̃ will be removed from the following testing pro-
cess. After many time windows, the remaining stable set of
models are considered as the system invariants.

Note that our invariant extraction algorithms are fully au-
tomatic and more details can be found in [9]. We verified
that such invariants widely exist in large distributed sys-
tems, which are governed by the physical properties or soft-
ware logic constraints of system components. Instead of the
brute-force invariant search algorithm, we also proposed effi-
cient and scalable algorithms to extract invariants by trading
off search accuracy. The computational efficiency and scal-
ability issues of these algorithms are extensively analyzed
in our previous work [11]. As an example, with a common
desktop (Intel Dual Core 2.66 GHz CPU, 4MB cache and
2GB memory), even our brute-force search algorithm can
extract all invariants from 3000 monitoring metrics within
half an hour.

4. VALUE PROPAGATION
In the above section, we introduced the concept of system

invariants and our approach on how to automatically model
and extract invariants from monitoring data. Figure 1 il-
lustrates a small example of typical invariant networks that
profile the relationships of measurements. In this figure,
each node i represents a measurement Ii while each edge
represents an invariant relationship between the two associ-

ated measurements. Since we use a threshold F̃ to filter out
those models with low fitness scores, not any pair of mea-
surements would have invariant relationships. Therefore,
there also exist disconnected subnetworks in Figure 1. In
practice, since most alerts are set to monitor system resource
usages which are directly driven up and down by the volume
of workloads, we observe invariant relationships among the
majority of monitoring metrics. All edges are bi-directional
because we always construct two models (with reverse input
and output in Equation (1)) between two metrics.



Now let us consider a triangle relationship among three
measurements such as {I1, I2, I4}. Assume that we have
I2 = f(I1) and I4 = g(I2), where f and g are both linear
functions as shown in Equation (1). Based on the triangle re-
lationship, theoretically we can conclude that I4 = g(I2) =
g(f(I1)). According to the linear property of functions f
and g, the function g(f(.)) should be linear as well, which
implies that there should exist an invariant relationship be-
tween the measurements I1 and I4. However, since we use a
threshold to filter out those models with low fitness scores,
such a linear relationship may not be robust enough to be
considered as an invariant. This explains why there is no
direct edge between I1 and I4.

While each individual invariant models some local rela-
tionship between its associated measurements, the network
of invariants could essentially capture many invariant con-
straints underlying large systems. Therefore rather than us-
ing one or several models, here we combine large number of
invariants into a network to characterize a large system and
further use this network for system management tasks. In
this section, we discuss how to propagate a value from one
node into its equivalent values at other nodes by following
the network. Later we need this mechanism to compare the
thresholds from various rules.

Without loss of generalization, let us assume that I1 = x.
According to Figure 1, we can reach the nodes {I2, I3} with
one hop from I1. Given I1 = x, the question is how to follow
the invariants to estimate other measurements. Since we use
the model shown in Equation (1) to extract invariants among
measurements, all invariants are the instances of this model
template. In Equation (1), if we set the inputs x(t) = x at
all time steps, the output y(t) converges to a constant value
y(t) = y, which can be derived from the following equations:

y + a1y + · · · + any = b0x + · · · + bm−1x + b,

y =

∑m−1
i=0 bix + b

1 +
∑n

j=1 aj
.

(3)

Note that the order of invariant models is very small with
n, m ≤ 2 because measurements of computer systems usu-
ally have very small temporal delay. With Equation (3),
given I1 = x, we can derive the values of I2 and I3. Since
these measurements are the inputs of other invariants, we
can further propagate their values with one hop to I4 and
I5, and with two hops to I6. We can not estimate the values
of I7 and I8 because they are not reachable from I1. There-
fore, given a value at one node, we can follow the invariant
network to propagate the value to all other reachable nodes.

5. RULES AND FAULT MODELS
As discussed in Section 1, operators deploy monitoring

agents and collect real-time monitoring data to track the
operational status of their systems. Rule-based systems are
widely used to scan data and trigger alerts for problem de-
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Figure 1: An example of invariant networks

termination. However, it is difficult to set good rules and
thresholds in complex systems. In practice, operators often
set up rules and thresholds based on their system manage-
ment experiences and intuitions. As a result, alerts origi-
nating from various rules often include large number of false
positives. For example, upon understanding a rule-based
mobile network Operation Support System(OSS) in Asia,
we noticed that 80% of all alerts from field reports turn out
to be false positives. For 24*365 operational systems like on-
line services, even a very small false positive rate could lead
to large number of false positive reports along time. For ex-
ample, if a measurement (e.g. CPU usage) is checked once
per minute and we have 0.1% false positive rate, annually
we can still get 24*60*365*0.1% = 526 false positive reports
from this single metric. With thousands of such metrics in
large systems, it is impossible for operators to analyze all
alerts. Large number of false positives often frustrate field
operators so that they either ignore the alerts at all or in-
tuitively increase their thresholds to filter out some alerts,
which may conversely lead to high false negative rates.

Large systems are often managed by hundreds of opera-
tors who have responsibilities for different system segments.
Each operator may have his own preference and knowledge
to set up rules and thresholds in his local portion of systems.
In fact, some system components such as databases may also
include management rules provided by their vendors. Since
all these rules and thresholds are set in their local context
for large number of heterogeneous components, it is difficult
to normalize thresholds and manage rules in large computer
systems. Due to system dependencies, a single problem may
trigger a storm of alerts in large systems. As discussed ear-
lier, many of them might be false positives because of biased
threshold setting. Now since we can not compare those rules
directly under heterogeneous settings, it is difficult to decide
which alerts are important. For example, it is not clear how
to compare an alert about CPU usage with another alert on
network usage. In a small system, operators may use do-
main knowledge to decide which category of alerts are more
important. For example, an alert from a DNS server might
be more important than that from a printer. However, for
large systems with huge complexity, such an approach is ob-
viously neither scalable nor practical.

Operators usually have to fix any problems promptly so as
to maintain high system reliability and availability. There-
fore, it is too time-consuming to analyze every alert without
any guidelines and operator may also waste much time on
analyzing false positives. To this end, we propose a new
approach to rank the importance of alerts, which operators
can consult to prioritize their follow-up examinations.

A typical rule consists of a predicate and an action. For
example, given a measurement x (e.g. CPU usage), we have
such a rule as:

if(x > xT ), then generate alert1,

where xT is the threshold. The predicate can include other
single logic condition like “x < xT ” or several joint condi-
tions such as “x > xT && y > yT ”. The alert may also
include text messages to explain itself. Such kind of rule
definitions are very common in alarm management of com-
mercial systems [14] [19]. For example, in VMware’s alarm
management [19], users can define rules to generate alerts
with two triggering options: “Is Above (>)” and “Is Below
(<)”. Default monitor for virtual machine heartbeat is set to
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Figure 2: Examples of fault models

“Is Below” while default monitor for all other metrics is set
to “Is Above”. For simplicity, we use several rules as shown
in the above example to illustrate our concept. In Section 7,
we will incorporate the rules with more complicated predi-
cates into our approach.

Theoretically there is always a fault model behind each
rule. Figure 2 illustrates two examples of such conceptual
models which are represented by two curves respectively.
The x-axis is the value of the measurement x while the y-
axis represents the probability of fault occurrence. Since
the rule is set with the predicate x > xT , conceptually it
implies that the probability of fault occurrence increases (or
at least stays constant) with the growth of x. Otherwise
operators would have not set such a predicate to generate
alerts. Conversely if the predicate is x < xT , the probabil-
ity of fault occurrence is conceptually expected to increase
with the decrease of x. Operators may also set a predicate
like xT

1 < x < xT
2 if a fault only occurs during a specific

range of x. We will discuss such a joint condition in Sec-
tion 7 because xT

1 < x < xT
2 can be replaced with two basic

logics x > xT
1 and x < xT

2 . In this section, we only dis-
cuss the fault models underlying the basic predicates like
x > xT . The fault model shown in curve 1 (the thick line)
represents the ideal situation behind the rule setting, where
the probability of fault occurrence is equal to one after a
critical value. If this value is chosen as the threshold, we
will get no false positives and negatives. However, a more
realistic model is shown in curve 2 (the dotted line), where
a given threshold will always lead to false positives and/or
negatives in problem reporting. Since these theoretic fault
models of various measurements are essentially unknown in
practice, operators have to select the thresholds based on
their experiences and domain knowledge. For example, an
operator may use the statistics of historical data to decide
a threshold.

6. RANKING ALERTS
In this paper, we do not modify the rules and their thresh-

olds in existing rule-based systems, i.e., the mechanism of
generating alerts is not changed at all. In fact, for hetero-
geneous components in large systems, only the operators
administrating them may have the right system knowledge
to set up rules and thresholds. For example, we need spe-
cific expertise to manage databases or networks. Instead
after receiving alerts from various system components, we
rank the importance of alerts with a peer review mecha-
nism so that the top ranked alerts are the more trustworthy
evidences in problem determination, i.e., we integrate the
knowledge from multiple operators to determine the impor-
tance of alerts. Precisely, the“importance”here is defined as
the Probability of Reporting a True Positive (PRTP). In the

Prob.

1

1I

x yI1
zI1

Figure 3: Comparing with multiple thresholds

following context, we use Prob(true|x) to denote the prob-
ability of reporting a true positive under the measurement
value x.

Without loss of generalization, lets assume that we have
the following set of rules associated with the measurements
shown in Figure 1:

1. if(I1 > x), then generate alert1;

2. if(I2 > y), then generate alert2;

3. if(I6 > z), then generate alert3;

where x,y,z are the thresholds. Now given I1 = x, we follow
the invariant network shown in Figure 1 to propagate this
value and calculate its equivalent values Ix

2 at node 2 and Ix
6

at node 6 respectively. In the same way, given I2 = y, we can
also calculate its equivalent values Iy

1 at node 1 and Iy
6 at

node 6 respectively. In addition, Iz
1 and Iz

2 can also be cal-
culated in the same way. Now for every measurement listed
in the above rules, it has three threshold values including its
local threshold and two equivalent threshold values mapped
from the other two rules. For example, for the measurement
I1, it has its local threshold x and two equivalent threshold
values, Iy

1 and Iz
1 .

Since the original thresholds x, y and z have different se-
mantics, we can not compare them directly. For example,
assuming that x is about CPU usage and y is about network
usage, it is meaningless to compare them in different con-
texts. Now since the other thresholds y and z are mapped
into the local context of x, we can compare their equivalent
values with x to rank the importance of alerts. Figure 3
illustrates the concept of comparing a measurement with
multiple thresholds. Assuming that we have Iz

1 < x < Iy
1 as

shown in the figure, according to the fault model discussed
in Section 5, we can conclude that:

Prob(true|Iz
1 ) ≤ Prob(true|x) ≤ Prob(true|Iy

1 ). (4)

As discussed in Section 5, since the predicate logic of the
above rules is “>”, the PRTP will not decrease with the
growth of the measurement. Based on this property, we can
rank the order of the PRTPs at different thresholds with-
out knowing their real values. Therefore, we do not need
a known fault model to rank the PRTPs. Instead, we just
need the predicate logics and then compare the equivalent
thresholds of the rules to derive their PRTPs’ ranking. If
the predicate logic of the rules is “<”, the order of PRTPs
in Inequality (4) should be reversed.

In Figure 3, we rank the thresholds of the rules and their
PRTPs in the context of I1. The question is whether such
an order will change in the context of another measurement.
For example, what is the order of y, Ix

2 and Iz
2 in the con-

text of I2? Figure 4 illustrates these thresholds in different
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Figure 4: Thresholds in different contexts

contexts of measurements. Since I1 and I2 have a linear
relationship, if x < Iy

1 along the axis of I1, we will also
have y > Ix

2 along the axis of I2. Therefore, the order of
thresholds will not change even if we map them into dif-
ferent context of measurements. As a result, the order of
their PRTPs will not change either. Since we have different
fault models for various measurements, the real values of
PRTPs calculated in different measurement contexts might
be different. For example, ProbI1(true|x) (calculated with
the fault model of I1) may be different from ProbI2(true|Ix

2 )
(calculated with the fault model of I2) though their thresh-
olds x and Ix

2 are equivalent. However, the order of PRTPs
will not change no matter which fault models are used here,
i.e., if ProbI1(true|x) < ProbI1(true|Iy

1 ) in the context of
I1, we will also have ProbI2(true|Ix

2 ) < ProbI2(true|y) in
the context of I2.

For some large systems, it might be resource-consuming
to feed large volume of real-time monitoring data to a cen-
tral point (e.g. network operation center) for data analysis.
We consider two different cases here: Case I, monitoring
data is processed by local rule-based agents which forward
their alerts rather than the data to the central point, i.e.,
we only see the alerts but not the monitoring data at the
central point; Case II, both monitoring data and alerts are
forwarded to the central point. In Case I, we collect histor-
ical monitoring data offline to extract invariants and then
collect the rules from various system components. Follow-
ing the extracted invariant network, we calculate the equiv-
alent thresholds of rules and further rank them to decide the
importance order of their alerts. For example, with Inequal-
ity 4, we rank the alerts with the following descent order
of importance: alert2, alert1 and alert3. Since the lowest
ranked alerts are likely to be false positives, operators are
recommended to double check whether they have set the
right thresholds for this portion of alerts.

As discussed earlier, since the order of alerts will not
change in different context of measurements, we can map
all thresholds into the same context of a single measure-
ment for comparison. Given n thresholds in an invariant
network, here we just need n−1 mappings to compare these
thresholds. Essentially all these steps can be done offline.
Now at any time t, after we receive a subset of alerts, we
follow the order pre-computed offline to rank this specific
subset of alerts. For example, if both alert2 and alert3 are
received at time t, we know that alert2 is more important
than alert3 based on the ranking of all alerts. Figure 5 il-
lustrates this whole process and highlights the offline and
online portions of Case I. Note that since real-time data
is not available at the central point, we essentially use the
static thresholds rather than the current measurement val-
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Figure 5: The process of ranking alerts

ues to rank the importance of alerts, i.e., mathematically we
assume that Prob(true|I, I > x) = Prob(true|x), where I is
the measurement value and x is its threshold. This follows
the fault model represented by curve 1 in Figure 2.

In the above case, we do not consider how much the mea-
surement I deviates from its threshold x. In general, the
curve 2 shown in Figure 2 illustrates that Prob(true|I, I >
x) increases as the value of I grows. If both measurement
values and alerts are available at the central point, we should
use the real values rather than their thresholds to rank
alerts. In this case (denoted by Case II), as shown in Fig-
ure 3, we compare the measurement value against all equiv-
alent thresholds to determine the Number of Threshold Vio-
lations (NTV), i.e., we map the thresholds of all other rules
into the local context of a measurement and then check
whether its value violates each mapped threshold. Note that
we only calculate the NTV of a measurement after it gen-
erates an alert, i.e., this measurement at least violates its
own local threshold so that its NTV is at least 1. For ex-
ample, in Figure 3, if x < I1 < Iy

1 , its NTV is 2 because
I1 is larger than the thresholds x and Iz

1 . If I1 > Iy
1 , its

NTV is 3. In the same way, we can calculate the NTVs of
other measurements I2 and I6. Since the order of equivalent
thresholds remain the same in different context of measure-
ments, they are essentially used as the reference positions
for us to compare the measurement values in different con-
texts and later we use their NTVs to rank the alerts. If a
measurement value violates more equivalent thresholds, its
alert has a higher PRTP and it is more important in the
follow-up examinations. Besides its local rule, the NTV es-
sentially represents the number of other rules (peers) that
agree with such an alert.

In Case II, we follow the same offline steps shown in Fig-
ure 5 to collect monitoring data and rules, extract invari-
ants and calculate the equivalent threshold values. However,
given n measurements with thresholds in an invariant net-
work, each threshold is mapped into the context of the other
n − 1 measurements and we have total n(n − 1) mappings.
As a result, each measurement has n thresholds including
its local threshold and n − 1 equivalent thresholds mapped
from other rules. Note that the computational overhead of
such a mapping as shown in Equation (3) is negligible and
all these steps are also done offline. Each measurement has a
vector to store the equivalent thresholds in its context. Now
at time t, after we receive a set of alerts online, the mea-
surement value associated with each alert is compared with
all equivalent thresholds in its local context to determine its
NTV. We then sort their NTVs to rank the importance of
alerts. Figure 6 summarizes the major steps of online alert
ranking method used in Case II.

The difference between Case I and Case II is whether we



Algorithm 6.1: Online alert ranking

1. Collect historical monitoring data from systems;

2. Extract invariants as illustrated in Section 3;

3. Collect management rules from systems;

4. Compute all equivalent thresholds as shown in Sec-
tion 4;

5. At time t, receive a set of alerts from systems;

6. Compare the measurement value of each alert with its
vector of equivalent thresholds to calculate NTV;

7. Sort NTVs to rank the set of received alerts;

8. Go back to Step 5.

Figure 6: Online alert ranking method

use measurement values to rank alerts. In Case II, the cen-
tral point receives the alerts as well as real measurement
data. Conversely in Case I, only the alerts are forwarded
to the central point. However, our approaches in two cases
can be unified with Algorithm 6.1. At step 6, if we replace
the measurement value with its local threshold value, essen-
tially we can compare this local threshold with the equiva-
lent thresholds of other rules to get the NTV. Now if we sort
the NTVs, we will get the same order of alerts as that result-
ing from Case I. This is because the equivalent thresholds are
used as the reference positions in comparison and they have
the same order even in different context of measurements.
Some rules may have dynamic thresholding mechanism. In
this case, for every new updated threshold, the step 4 of Al-
gorithm 6.1 should re-propagate its new value to the other
n − 1 nodes.

In Case II, it seems that we can map the measurement
values into the same context and compare them directly to
rank alerts. However, when many rules are violated under
various system faults, their measurements may not follow
the original invariant relationships anymore. Therefore, we
can not use the same invariant network to propagate a value
from one node to others at this time. In fact, if we still
have the same invariant network, the real values observed
at two nodes should exactly reflect their mapping relation-
ship and they are already “equivalent”, i.e., we can just ob-
serve the real values rather than map their values. Instead,
in Algorithm 6.1, it is the threshold value that propagates
through the invariant network because the thresholds of var-
ious rules are arbitrarily set and do not follow those invariant
relationships. Conversely measurement values are observed
from real systems and they naturally follow the physical con-
straints of their underlying systems.

Real measurements are locally compared to the equiva-
lent thresholds that are mapped from other rules. Note that
these equivalent thresholds are mathematically derived but
do not exist in real systems. They are essentially used as
the references to compare the aggressiveness or conserva-
tiveness of operators’ threshold selection practice. Even if
some invariants will not hold at the threshold values in real-
ity, the“virtual” equivalent thresholds can still be calculated

in the same way and used as the references to compare the
“tightness” of various rules. In addition, it is unnecessary
to rank alerts with small difference. For example, if the
measurement values of two alerts both violate all equivalent
thresholds, they are equally critical though their real values
may have some differences. Therefore, in Algorithm 6.1, we
use the NTVs rather than the measurement values to rank
alerts.

7. EXTENSIONS AND LIMITATIONS
In current rule-based systems, each measurement is com-

pared with its own threshold to generate alerts and each
rule works in its isolated local context. In the above section,
such a measurement is further compared with the equiv-
alent thresholds mapped from other rules to determine the
importance of its alerts. Therefore, with invariant networks,
we are enabled to bring individual thresholds into a global
context. Essentially we introduce a peer-review mechanism
so that a measurement is not only checked by its own rule
but also other rules from its peers. Alerts are ranked based
on the NTVs, which represent how many peers agree with
a local threshold. Obviously an alert with higher NTVs
should be ranked more important because more peers would
have generated such an alert by themselves. While each
threshold might not be precisely set by individual opera-
tors, our approach can boost problem reporting accuracy by
introducing such a collaborative peer-review mechanism to
integrate the knowledge from many operators. Our moti-
vation is that the consensus from a group of rules is more
accurate than an individual one, whose threshold might be
much biased. Though we use the “fault models” in Section 5
to illustrate our concept, our approach can also be used to
manage alerts for other tasks such as performance and se-
curity management by replacing fault models with attack or
anomaly models.

In the previous sections, we assume that the predicate
logic of all rules is “x > xT ” (denoted by “>” logic), where
x is the measurement and xT is its threshold. As discussed
earlier, if the predicate logic of rules is “x < xT ” (denoted
by “<” logic), our approach and Algorithm 6.1 remain the
same. However, under“<”logic, if a measurement value gets
smaller, its NTVs will be higher, which is reversed under“>”
logic. In practice, some rules have“>”logic while others may
have “<” logic. The question is how to rank alerts from the
mixture of these rules. As discussed in Section 6, since the
fault models behind various measurements are unknown, we
rank the PRTPs of alerts without knowing their real values.
However, due to different fault models, we can not rank the
PRTPs by comparing one threshold in“>”logic with another
one in “<” logic, i.e., the order of PRTPs can not be directly
derived from the order of thresholds. For example, under
“>” logic, the PRTP increases as the measurement value
grows. Conversely, under “<” logic, the PRTP decreases as
the measurement value grows. We can only rank these alerts
with their real PRTP values which are unknown in practice.
Therefore, based on the predicate logics of rules, we have to
split alerts into two clusters and rank them separately. In
fact, rules with“>”or“<”are set to monitor different system
states such as system overloading or system down. At a
specific system state, many of alerts may only belong to one
single cluster. As shown in VMware’s example in Section 5,
all metrics except VM heartbeat have rules set with “>”
logic to track performance problems while VM heartbeat is



used to check the liveness of a VM.
The predicate of some rules may also include joint condi-

tions such as “xT
1 < x < xT

2 ” and “x > xT && y > yT ”. The
same question is how to rank the alerts from such rules with
others. A joint condition can always be composed with sev-
eral basic “>” and “<” logics. For example, “xT

1 < x < xT
2 ”

can be rewritten as“x > xT
1 ”and“x < xT

2 ”. For all “>”logics
in a joint “and” condition, the logic with the highest equiv-
alent threshold is used to rank its alert because it subsumes
all other “>” logics. Conversely, for all “<” logics in a joint
“and” condition, the logic with the lowest equivalent thresh-
old is used to rank its alert because it subsumes all other
“<” logics. For multiple logics in a joint “or” condition, we
can use the measurement values to determine which logics
are satisfied and only these logics are then used to rank the
alert associated with this condition. Note that a joint “or”
condition is not common in practice because it can not dis-
tinguish different scenarios in problem reporting. Therefore,
we can always convert multiple “>” logics (or “<” logics) in
a joint condition into a single “>” logic (or “<” logic). If a
joint condition includes both “>” and “<” logics, we rank
the single alert among both clusters of “>” and “<” alerts.
In conclusion, a rule with a joint condition can be automat-
ically converted into a rule with a single “>” logic and/or
a single “<” logic, which can be further ranked with other
rules.

As shown in Figure 1, there may exist several disconnected
invariant networks and not every measurement node is al-
ways reachable from another one. One limitation of our ap-
proach is that we can not rank the alerts originating from the
measurements that are not reachable from each other. As
discussed earlier, it is the invariant network that essentially
enables us to estimate equivalent threshold values and fur-
ther rank the importance of alerts. Therefore, we can only
rank the alerts from the measurements within the same sub-
network but not across disconnected subnetworks. However,
as discussed in Section 3, in practice most of measurements
belong to the same invariant network because they respond
to the volume of external workload accordingly. Meantime,
compared to analyze each alert separately, it is still mean-
ingful to rank alerts within each invariant subnetworks and
further analyze every cluster of alerts with their importance
order.

8. EXPERIMENTS
In this section, we report results from several experiments

that verify the feasibility of our approach. Since there are
no standards and benchmarks of target systems, monitoring
data, rules and faults, it is difficult to evaluate the accuracy
of our approach. For example, different set of monitoring
metrics and faults may lead to different accuracy in prob-
lem reporting. In the future, we plan to run our solution
over commercial systems for a long period (e.g. 6 months)
so as to evaluate its accuracy based on operators’ field re-
ports. Otherwise it is really hard to simulate large number of
real problems encountered in system management practice.
Our experiments were performed in a typical three-tier web
system which includes an Apache web server, a JBoss ap-
plication server [8] and a MySQL database server. Figure 7
illustrates the architecture of our experimental system and
its components. The application software running on this
system is Pet store [18], developed by Sun Microsystems.

In our previous work [9], we collected as many as 111
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Figure 7: The experimental system

measurements from three servers and extracted 975 invari-
ants from this test bed system. However it is difficult to see
the connectivities in the meshed invariant network. In this
paper, we just use 10 measurements to extract a small invari-
ant network so that we can have a microscopic view on their
relationships. For each server, we monitor its CPU usage
as well as its numbers of network packets that are received
and sent respectively during every 6 second sampling unit.
We chose these metrics because it is easy to monitor them
and collect data. In addition, we also monitor the number
of HTTP requests per sampling unit because it measures
the volume of user workloads. For 10 measurements, totally
we extract 41 invariants after taking fitness score threshold

F̃ = 0.6. Figure 8 illustrates the invariant network extracted
from these 10 measurements whose initial tag “Web”, “AP”
and “DB” represent the web server, the application server
and the database server respectively.

Six measurements are chosen to set rules with the “>”
logic. They are “Web CPU%”,“AP CPU%”,“DB CPU%”,
“Web Recv Packet”,“AP Recv Packet”,“DB Recv Packet”,
whose threshold values are set to be 70%, 30000, 80%, 30000,
70% and 20000 respectively. The application server runs
bulk of business logic so that we set its CPU threshold higher
than that of the other two servers. For convenience, we de-
note the above six measurements by m1, m2, · · · , m6 and
their thresholds by mT

1 , mT
2 , · · · , mT

6 respectively. In addi-
tion, we denote the alerts associated with mi(1 ≤ i ≤ 6) by
Ai respectively. Table 1 illustrates the thresholds of these
six measurements and their equivalent thresholds calculated
in the context of other measurements. Note that the equiv-
alent thresholds are calculated using the invariant network
shown in Figure 8. In this table, the equivalent threshold
value at the ith row and the jth column (2 ≤ i, j ≤ 7) results
from mapping the local threshold mT

i into the context of mj .
The diagonal elements of the table are the local thresholds
of mi (the numbers in bold fonts). For example, the local
threshold of m3 is 80 and its equivalent threshold in the
context of m1 is 70.2.

As discussed earlier, since various measurements have dif-

Figure 8: Extracted invariant network



Table 1: Thresholds of measurements
m1 m2 m3 m4 m5 m6

mT
1 70 32726 78 29540 62.8 23208

mT
2 63.6 30000 71.4 27018 57.4 21200

mT
3 70.2 33006 80 29646 63 23291

mT
4 70.5 33212 81 30000 63.7 23509

mT
5 77 36316 86.4 32613 70 25688

mT
6 59.8 28207 66.9 25469 54.1 20000

ferent semantics, we can not compare their thresholds di-
rectly. For example, it is meaningless to compare mT

1 = 70%
(CPU usage) with mT

2 = 30000 (packet number). With the
invariant network shown in Figure 8, we can map the lo-
cal thresholds into the context of other measurements. In
Table 1, all equivalent thresholds within the same columns
have the same context and can be sorted to rank the im-
portance of alerts. As a result, we have the same descent
order of equivalent thresholds from each column: mT

5 , mT
4 ,

mT
3 , mT

1 , mT
2 , mT

6 . This verifies that the ranking order of
equivalent thresholds does not change in different context
of measurements, as discussed in Section 6. Now if we only
receive alerts but not the measurement values at the cen-
tral point (i.e., Case I in Section 6), since the logic of our
rules is “>”, the importance of alerts should be ranked with
the following descent order: A5, A4, A3, A1, A2, A6. All
the previous steps can be done offline. Now during online
operation, we follow this order to rank the subset of alerts
received at each time step t.

Now we use the alerts received at two time points to il-
lustrate how to rank alerts with their measurement values.
Table 2 includes the measurement values and their NTVs at
two time points marked with t2 and t3 respectively. In the
last column, “-” means that there is no alert from that mea-
surement, i.e., the measurement value is below its own local
threshold. As described in Algorithm 6.1, NTVs are calcu-
lated by comparing each measurement value with its vector
of equivalent thresholds, which are the columns in Table 2.
For example, at time t2, m1’s real value 73.6 is compared to
the second column (i.e. m1 column) to calculate its NTV.

At time t2, we receive alerts from every rule. Based on
each measurement’s NTV, we rank the alerts with following
descent order: A5, {A1, A2, A3, A4}, A6. At this time point,
in fact we observe slow database response time from our
system though we do not know its root cause. Note that
we observe this anomaly from our test bed system without
injecting any problems. Figure 9 shows the real measure-
ment curves of “DB CPU%”(m5) and “AP CPU%”(m3). In
this figure, y-axis is the average percentage of CPU usage
while x-axis represents the time points with 6 second sam-

Table 2: Ranking alerts with NTVs
time t2 t3

metrics value NTVs value NTVs
m1 73.6 5 73.5 5
m2 34319 5 31478 2
m3 81.6 5 54.6 -
m4 30621 5 22712 -
m5 71.4 6 46.1 -
m6 22620 2 18564 -

pling interval. Since we want to analyze these curves with
great details, we have only plotted the curves of these two
measurements here.

As shown in Figure 9, between the time points t1 and t2,
we only see the alert A3 from the measurement“AP CPU%”.
At the time point t2, we observe the alerts A3 and A5 from
both measurements. According to Table 2, A5 is ranked
more important than A3 at this time point though both of
them have high NTVs. In order to verify that, we follow our
previous model-based detection method proposed in [10] to
plot the expected values of these measurements, which are
shown as the solid lines in Figure 9. The dotted lines rep-
resent the real values observed from our system. Given the
workloads measured from our system (i.e., Web HTTP Req
in Figure 8), we follow the invariant relationships to calcu-
late the expected values of “DB CPU%” and “AP CPU%”.
For example, with an invariant y = f(x), given the time se-
ries of x, we can follow the equation to calculate the expected
time series of y, which might be different from its observed
measurement values. In our model-based fault detection ap-
proach, we report an anomaly if the difference between the
expected value and observed value of a measurement is large.
In Figure 9, the dotted line of “DB CPU%”matches its solid
line very well until we see a big deviation of two lines at t2.
Conversely, many deviation points are observed for the two
lines of “AP CPU%” because the application server runs in-
tensive application logic and has much dynamics. However,
around the time point t2, we do not observe much deviation
of two lines. Therefore, our observation of slow database
response and the sudden big deviation of “DB CPU%” two
lines at time t2 both confirm that the alert A5 is more likely
reporting a true anomaly, which matches our ranking very
well.

At time t2, we observe the real anomaly from our system
without knowing its ground truth. At time t3, we simulate
a problem by suddenly copying a big file from a user ma-
chine to the web server with SCP(secure copy) command.
Since we know the root cause of the problem in this case,
we can further verify the effectiveness of our approach. At
time t3, we only receive the alerts from “Web CPU%” and
“Web Recv Packet”. The real values of six measurements
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are shown in Table 2 and only the values of m1 and m2

are higher than their local thresholds. We do not see alerts
from the other four measurements so that it is not neces-
sary to calculate their NTVs. Therefore, based on their
NTV ranking in Table 2, we rank the alerts at time t3 with
A1, A2. Figure 10 shows the curves of six measurements
and we only observe anomalies at time t3 from the curves
of “Web CPU%”and “Web Recv Packet”. The y-axis of the
curves at the right column of this figure represents the num-
ber of network packets. It is easy to understand that both
measurements are expected to be affected in this case.

Note that we can not directly link the importance of alerts
with root-cause localization. As shown in the above two
cases, we can report the abnormal metrics but it still needs
operator’s analysis to locate the root-cause. For example,
a root cause might be a line of buggy code in a software.
However, like a crime scene investigation, operators need to
follow these abnormal metrics to narrow down the faulty seg-
ments and further locate the root cause with fine-granularity
tools. As discussed earlier, the importance of alerts is ranked
by their probability of reporting a true anomaly. The top
ranked alerts are more likely to be true positives. Oper-
ators should use the top ranked alerts as the trustworthy
evidences to localize the problem.

9. CONCLUSIONS
Rule-based systems are widely deployed in practice for

operational system management. In this paper, we use in-
variant networks to map the local thresholds of various rules
into their equivalent values in a global context to rank alerts.
Essentially we introduce a peer review mechanism so that
a measurement is not only compared to its local threshold
but also the equivalent thresholds mapped from other rules
to determine the importance of its alerts. The top ranked
alerts are more important because they get more consensus
from other rules. Operators can consult the order of alerts
to prioritize their problem determination process.
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