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Abstract—With the prevalence of Internet services and the increase of their complexity, there is a growing need to improve their
operational reliability and availability. While a large amount of monitoring data can be collected from systems for fault analysis, it is hard
to correlate this data effectively across distributed systems and observation time. In this paper, we analyze the mass characteristics of
user requests and propose a novel approach to model and track transaction flow dynamics for fault detection in complex information
systems. We measure the flow intensity at multiple checkpoints inside the system and apply system identification methods to model
transaction flow dynamics between these measurements. With the learned analytical models, a model-based fault detection and
isolation method is applied to track the flow dynamics in real time for fault detection. We also propose an algorithm to automatically
search and validate the dynamic relationship between randomly selected monitoring points. Our algorithm enables systems to have
self-cognition capability for system management. Our approach is tested in a real system with a list of injected faults. Experimental
results demonstrate the effectiveness of our approach and algorithms.

Index Terms—Fault detection, information systems, system management, regression model, model-based FDI, dynamic relationship,
model validation, flow intensity and dynamics.
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1 INTRODUCTION

IN the last 10 years, we have witnessed the great success of
Internet services. Numerous Internet services such as

Amazon, ebay, and Google are dramatically changing
traditional business models. With the prevalence of such
Internet services, there are unprecedented needs to ensure
their operational reliability and availability. Minutes of
service downtime could lead to severe revenue loss and
users’ dissatisfaction [1]. Meanwhile, the information
system of an Internet service is usually a large, dynamic,
and distributed system and could consist of thousands of
components. A single fault in its components could make
the whole service unavailable [2]. Software faults are
notoriously difficult to eradicate, so that it is unrealistic to
expect that a system of high complexity is fault-free. Studies
have shown that the time taken to detect and isolate faults
contributes 75 percent of the failure recovery time [3].
Therefore, it has become a major challenge for system
management to detect and isolate faults effectively in such a
large and complex system.

A large amount of monitoring data can be collected from
system components for fault analysis. Software log files,
system audit events, and network traffic statistics are
typical examples of such monitoring data. If we regard
the operational system as a dynamic system, this data is the
observable of its internal states regarding system “health.”
Given the distributed nature of complex information
system, evidence of fault occurrence is often scattered
among the monitoring data. A critical challenge is how to

correlate this data effectively across distributed systems and
observation time for fault detection and isolation. Dozens of
vendors have provided advanced monitoring and manage-
ment tools for system administrators to interpret the
monitoring data. IBM’s Tivoli [4], HP’s OpenView [5], and
EMC’s InCharge [6] are the leading products in this
growing market of system management software. Most
current tools support some form of data preprocessing and
enable users to view the data with visualization functions.
These tools are useful because it is impossible for system
administrators to manually scan a large amount of raw
monitoring data. However, most tools only employ simple
rule-based correlation with little embedded intelligence for
reasoning. For example, the tools are set to generate alerts
based on certain threshold violations. Rule-based systems
are also inherently stateless and do not handle dynamic
data analysis well. The lack of intelligence mainly results
from the difficulty in characterizing dynamic behavior of
complex systems. We believe that much of this knowledge
is inherently system-dependent, i.e., it is hard to generalize
such knowledge across systems with different architecture
and functionality. Therefore, for complex systems, it is very
desirable to develop system self-cognition capability.

Internet services receive a huge number of transaction
requests from users every day, and these requests flow
through the set of components according to specific
application software logic. With such a large volume of
user visits, we believe that it is not realistic to monitor and
analyze each individual user request. Instead, we should
consider the mass characteristics of user request flows as we
do with the concept of pressure and energy in physics. In
this paper, we propose novel concepts, flow intensity and
flow dynamics, to capture the dynamics of mass user request
flows in Internet services. Further, we propose a novel
approach to model and track transaction flow dynamics for
fault detection. We monitor and calculate the flow intensity
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(e.g., the number of requests per sampling time) at multiple
checkpoints inside the system. These flow intensity mea-
surements are regarded as input and output of various
system segments and they are used to model the flow
dynamics with system identification methods. The resulted
analytical models reflect the flow dynamics that the normal
system should bear. For example, a surge of HTTP requests
to the front Web server usually leads to a similar surge of
SQL requests to the back-end database server. If such
relationships hold all the time, we can regard them as
invariants of the dynamic system. If a fault occurs inside the
system, the flow dynamics are likely to be affected and
some of the invariant relationships are likely to be violated.
Therefore, we could detect such a fault in real time by
tracking the change of invariants.

This paper presents a new framework for fault detection
and isolation in complex information systems. In the
following sections, we will first introduce basic concepts
of our approach and then discuss each individual compo-
nent of this framework. This paper makes the following
contributions:

. We propose a novel concept, named transaction flow
dynamics, to represent the dynamic relationship
between the flow intensity measured at multiple
points across distributed systems. System identifica-
tion methods are applied to automatically learn the
regression models that characterize the flow dy-
namics in a specific system.

. With the learned models, we propose a model-based
Fault Detection and Isolation (FDI) method to track
transaction flow dynamics in real time for fault
detection. Though this approach has been well
studied in control theory [7], [8], to the best of our
knowledge, we have not seen its application for fault
detection in complex information systems.

. We propose an algorithm to automatically search
and validate the relationship between flow intensity
measurements at multiple points. Sequential testing
is applied to derive the confidence on whether such
a dynamic relationship holds for two randomly
selected monitoring points. This confidence score is
further used to evaluate the credibility of detection
results. Our algorithm enables systems to have a
certain level of self-cognition capability for system
management.

. Our fault detection approach is tested in a real
system with a list of injected faults. The experi-
mental results demonstrate the effectiveness of our
approach. Our model search algorithm is also tested
and proved to be able to identify many of such
dynamic relationships. Our experiments also reveal
an important fact that such invariant relationships
widely exist in distributed transaction systems.

2 TRANSACTION FLOW INTENSITY AND DYNAMICS

Many Internet services employ multitier architectures to
integrate their components. A typical three-tier architecture
is illustrated in Fig. 1, which includes a Web server, an
application server (middleware), and a database server. The
front Web server acts as an interface to present data to the
client’s browser. The middle application server supports
specific business logic for various applications, which
generally represents the bulk of an application. The back-
end database server is for persistent data storage. Each tier
can be built from a number of software packages providing
similar functionality. For example, Apache or IIS for the
Web server, WebLogic, or WebSphere for the application
server, and Oracle or DB2 for the database server.

Many Internet services receive millions of user visits
every day. Some recent statistics have shown that eBay
received 65.9 million user visits in the month of March 2005.
Amazon sold 3.6 million items or 41 items per second in the
single day of 12 December 2005 [9]. With such a large
number of user visits, we believe that it is not realistic to
track each user request to verify its correctness. Instead, we
should analyze the mass characteristics of user request
flows as we do with the concepts of pressure and energy in
physics, which is our main motivation for this work.

User requests traverse the set of components according
to specific application logic. If we regard the control flow
graph of application software as a complex pipe network,
the mass of user requests flows through various software
paths as fluid flows through that pipe network. Many
internal monitoring data collected at various points reacts to
the volume of user requests accordingly. We propose a
concept, named flow intensity, to measure the intensity with
which the internal monitoring data reacts to the volume of
user requests. In Fig. 1, A, B, and C are such checkpoints in
the three-tier system and I1, I2, and I3 are the flow
intensities measured at these points, respectively. If we
consider a component as a black box, the flow intensity
measured at the input and output of this box could well
reflect the flow dynamics that this component should bear.
An example is given in Fig. 2 to illustrate the concept of
transaction flow dynamics. The flow dynamics y … fðxÞ is
determined by the internal structure or constraint of the
box, where the input x and the output y are both time series.
If a fault’s occurrence changes its structure or constraint, its
flow dynamics is likely to be affected and the dynamic
relationship (the equation) y … fðxÞ could be violated.
Therefore, we could detect such a fault by tracking whether
such a relationship continues to hold. From this perspective,
endless user requests act like “probing and testing” the
system all the time.

In practice, it is usually difficult to count the exact
number of user requests at many monitoring points inside
the system. Instead, we can use other common and
lightweight measurements to represent the flow intensity.
For the three-tier system shown in Fig. 1, we give a list of
measurement examples that can be used to represent the
flow intensity:
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Fig. 1. Three-tier architecture.

Fig. 2. Flow intensity and flow dynamics.
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. Web server: Based on the Web access log, we can
extract the number of users, the number of HTTP
requests received and completed, the number of
sessions, etc.

. Application server: Based on the data collected from
lightweight monitoring mechanisms such as JMX
[10], we can extract the number of live threads, the
amount of heap memory usage, the number of in-use
database connections, the number of processing
EJBs, etc.

. Database server: Some monitoring tools enable us to
count the number of SQL queries.

. Networking: Many tools enable us to collect statis-
tical data about network traffic and activity.

. Operating System: For all these servers, OS monitor-
ing tools allow us to collect data about CPU, memory
and disk usage, etc.

Note that multiple flow intensity measurements can be
derived from one single monitoring point in the system. For
example, we can calculate several flow intensity measure-
ments from Web server access logs. As mentioned earlier,
dozens of vendors offer advanced monitoring and manage-
ment tools to collect a lot of monitoring data from
distributed systems. For example, AdventNet’s Manage-
Engine software [11] monitors and collects hundreds of
such measurements for a typical three-tier system. Our
framework could import measurements from these mon-
itoring tools. In this paper, we focus on how to interpret
such a large amount of monitoring data for fault analysis.

3 MODELING FLOW DYNAMICS

With the flow intensity measured at multiple points in
distributed systems, we need to consider how to model the
flow dynamics between these monitoring points. For
mechanical or electronic systems, we can apply first
principles such as physical laws to derive analytical models.
This is usually not feasible for complex systems, where a
model has to be learned based on empirical data. Since an
Internet service is an operational system and typically has a
large number of user visits, we should have sufficient data
to learn such a model. In this paper, we use AutoRegressive
models with eXogenous inputs (ARX) [12] to learn the
relationship between flow intensity measurements. Note
that other data relationship models such as the Gaussian
mixture model [13] can also be used to characterize the flow
dynamics in our framework. Without loss of generality,
here we use the popular ARX model as an example to
illustrate our concept.

At time t, we denote the flow intensity measured at the
input and output of a component by xðtÞ and yðtÞ,
respectively. The ARX model describes the following
dynamic relationship between the input and output:

yðtÞ þ a1yðt � 1Þ þ � � � þ anyðt � nÞ
… b0xðt � kÞ þ � � � þ bmxðt � k � mÞ;

ð1Þ

where ‰n; m; k� is the order of the model and it determines
how many previous steps are affecting the current output.
ai and bj are the coefficient parameters that reflect how
strongly a previous step is affecting the current output.
Let’s denote

� … ‰a1; � � � ; an; b0; � � � ; bm�T ; ð2Þ

�ðtÞ … ‰�yðt � 1Þ; . . . ; �yðt � nÞ;

xðt � kÞ; . . . ; xðt � k � mÞ�T :
ð3Þ

Then, (1) can be rewritten as:

yðtÞ … �ðtÞT �: ð4Þ

Assuming that we have observed the inputs and outputs
(i.e., the flow intensity) over a time interval 1 � t � N , let’s
denote this observation by:

ON … fxð1Þ; yð1Þ; . . . ; xðNÞ; yðNÞg: ð5Þ

For a given �, we can use the observed inputs xðtÞ to
calculate the simulated outputs ŷðtj�Þ according to (1). Thus,
we can compare the simulated outputs with the real
observed outputs and define the estimation error by:

ENð�; ONÞ …
1
N

XN

t…1
ðyðtÞ � ŷðtj�ÞÞ2

…
1
N

XN

t…1
ðyðtÞ � �ðtÞT �Þ2:

ð6Þ

The Least Squares Method (LSM) can find the following �̂
that minimizes the estimation error ENð�; ONÞ:

�̂N …
XN

t…1
�ðtÞ�ðtÞT

" #�1XN

t…1
�ðtÞyðtÞ: ð7Þ

Note that there are recursive algorithms to compute the �̂
and the ARX model can also be used to model the
relationship between multiple inputs and multiple outputs
[12], i.e., we can have multiple flow intensity measurements
as the inputs and/or outputs in (1). For simplicity, to
introduce our concept, we only model and analyze the
relationship between a single input and a single output in
this paper.

There are several criteria to evaluate how well the
learned model fits the real observation. In this paper, we
use the following equation to calculate a normalized fitness
score for model validation:

F ð�Þ … 1 �

�����������������������������������������PN
t…1 jyðtÞ � ŷðtj�Þj2
PN

t…1 jyðtÞ � �yj2

s" #

� 100; ð8Þ

where �y is the mean of the real output yðtÞ. A higher
fitness score indicates that the model fits the observed
data better and its upper bound is 100. As the order of the
model structure ‰n; m� increases, the fitness score mono-
tonically decreases and we could learn models that overfit
the data. The increasing flexibility of the model structure
eventually enables the model to fit noise well (i.e., overfit);
however, noise changes randomly over time and does not
reflect the real flow dynamics. Several criteria were
proposed to indicate the goodness of a model such as
Akaike’s Information-theoretic Criterion (AIC) [14] and
Rissanen’s Minimum Description Length (MDL) [15].
Mathematical software tools such as Matlab have standard
functions that implement these criteria. Given the ob-
servation of two flow intensities, we can always use (7) to
learn a model even if this model does not reflect their
relationship at all. Therefore, only a model with a high
fitness score is really meaningful in characterizing data
relationship. Therefore, we can set a range of the order
‰n; m; k� rather than a fixed number to learn a list of model
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candidates and then a right model can be selected from
them according to these criteria. For the completeness of
this paper, we summarize the above modeling steps with
the learning algorithm from Fig. 3.

Now, the question is whether we can use such a linear
regression model to capture the dynamic relationship
between flow intensity measurements in real systems.
Intuitively, some of the measurements listed in Section 2
may have such relationships. For example, a surge of HTTP
requests to the Web server usually leads to a similar surge
of SQL requests to the database server because some
percentage of HTTP requests have to access the database.
Many flow intensity measurements react to the same
workload accordingly, so they should have linear relation-
ships between them. At this point, it is useful to analyze
some real monitoring data from our testbed system. Our
testbed system is a realistic three-tier e-commerce system
with emulated user requests and scenarios as workloads.
We will introduce the details of our testbed system in
Section 7. Here, we choose three monitoring points to
calculate flow intensity: Apache Web server’s HTTP access
log, JBoss [16] application server’s CPU usage, and MySQL
database server’s SQL queries. Denote the intensity mea-
sured from these three points by Iweb, Icpu, and Isql,
respectively. Since the Apache log includes the information
about the time taken to complete each HTTP request, we
calculate two intensity measurements: Ir

web for the flow
intensity that enters the Apache server (the point A in Fig. 1)
and Il

web for the flow intensity that leaves the Apache server
(the point D in Fig. 1).

Fig. 4 shows the four intensity measurements during a
one and a half hour period. Our sampling time is 10 seconds
and the Y axis shows the average intensity (per second)
during each sampling time. Note that the best sampling
time is dependent on the dynamics of modeled transaction
flows. For example, if the flow dynamics varies quickly, its
sampling rate has to be high so as to capture its dynamics.
From the above figures, it is straightforward to find that the
curves of Ir

web, Il
web, and Isql are very similar, which implies

that there are strong linear relationships between these
measurements. The original curve of Icpu (the thin line)
shows some high frequency cycles, which result from JVM’s
periodical garbage collection operations. We use a low-pass
filter to filter out the signal with frequency higher than
0:05 rad=s, which results in the filtered curve of Icpu (the
thick line). It is clear that the filtered curve of Icpu also has a
shape similar to those of other measurements. In the
following sections, we will use this filtered Icpu in analysis.

For convenience, here we choose Ir
web as the input to

model its relationship with Icpu, Isql, and Il
web, respectively.

Studies have shown that users are usually not satisfied with
Internet service performance if the latency of their requests

is more than 10 seconds. Our sampling time is 10 seconds
because we don’t want to introduce much overhead in
monitoring. Therefore, we believe that the output flow
intensity will not be delayed much than the input flow
intensity and the range of the model orders should be very
narrow. With Algorithm 3.1 (Fig. 3), we learn the following
models:

IcpuðtÞ … 1:968Icpuðt � 1Þ � 0:972Icpuðt � 2Þ þ 0:002Ir
webðtÞ;

ð9Þ

IsqlðtÞ … 0:2099Isqlðt � 1Þ þ 0:2931Isqlðt � 2Þ þ 1:791Ir
webðtÞ;

ð10Þ

Il
webðtÞ … Ir

webðtÞ: ð11Þ

We verified that these models fit the real observed data
well under many different workloads and user scenarios.
More details will be discussed in Section 7. For some
models, it is easy to understand their physical meanings.
For example, (11) implies that all user requests were
completed in less than 10 seconds (the sampling time).
However, for some models such as (9), the physical
meanings of their parameters are not obvious. If the
structure of a model is known and given, the learned
parameters usually represent some physical meanings. For
a complex system, we seldom have such knowledge about
model structures. Though system identification approaches
can be applied to learn a model that fits the observed data
well, it is usually difficult to interpret the physical meanings
of its parameters. For example, multiple models could fit
the observed data well but there is only one real structure of
a specific system. However, as long as such a learned model
can always fit the observed data well in a dynamic system,
we can use such a model/relationship as an oracle in fault
detection and we don’t have to interpret the real structure
of systems.

4 MODEL-BASED FAULT DETECTION

If these models/relationships continue to hold all the time
under different user scenarios and workloads, we can
regard them as “invariants” of the monitored system. One
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Fig. 3. Flow dynamics modeling algorithm.
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concern is whether such invariants are still valid after user
behavior changes. For example, the distribution of HTTP
requests to various pages of a Web server is significantly
changed. This change could affect the relationship between
Ir

web and Isql because some HTTP requests could access the
back-end database server more frequently than others.
Conversely, this change will not affect the relationship
between Ir

web and Il
web in a normal situation. In general, we

believe that some of these relationships could be sensitive to
specific environmental changes. In Section 6, we will
introduce an automated model validation algorithm to
dynamically track whether such a model/relationship
continues to hold, and we will derive a confidence score
to evaluate its “validity.” Those unstable models are
discarded and not used in fault detection and isolation.

Meanwhile, we believe that the mass characteristics of
user requests will not change much. Internet services
receive a large number of user requests during each time
period and most of these requests actually focus on several
major functions. An important fact is that each user’s
behavior is usually independent due to the nature of
Internet services. With a large number of independent
users, according to the Central Limit Theorem in statistics
[17], the sampling distribution of user scenarios always
follows a normal distribution with narrow variance. There-
fore, we believe that the randomness of individual user
behavior will not change the mass characteristics much and
many learned models/relationships of flow intensity will
continue to hold. However, some external factors could lead
to emergent user behavior. For example, on sale advertise-
ments could suddenly cause collective user behavior, which
may violate some of the invariants. As mentioned above, in
Section 6, we have an algorithm to dynamically track the
model validity over time. In addition, many invariant
relationships do not change no matter how user behavior
varies. For example, if one specific HTTP request always
leads to two related SQL queries as written in the
application logic, this relationship should always hold no
matter how user behavior varies.

As briefly discussed in Section 2, a fault’s occurrence
inside the monitored system could break some of these
invariants. Therefore, we can detect such a fault by tracking
whether the real outputs stay on the trajectory expected by
the models. The model-based FDI approach is based on the
use of analytical redundancy, i.e., comparing the real
system with a mathematical model. This approach has
been well analyzed in control theory and engineering, but,
to the best of our knowledge, it has not been applied to
complex information systems. One probable reason is that it
is not easy to obtain analytical models in a complex
information system. Fig. 5 shows the basic structure of the

model-based FDI approach. Here, we use the general term
“component” to represent a segment of the monitored
system such as the segment between the points A and C in
Fig. 1. Model k is the learned analytical model that describes
the flow dynamics for the kth component. For example, (9),
(10), and (11) are such analytical models. xk and yk are the
flow intensities measured at the input and output of the real
component k. yk is the simulated output of the model k
when fed with the real xk and yk, i.e., yk … fkðxk; ykÞ, where
fk represents the model k. Note that the real outputs yk
observed at the earlier time steps are needed to compute the
current simulated output yk. For example, in (9), at time t,
we need Icpuðt � 1Þ and Icpuðt � 2Þ to compute the current
output IcpuðtÞ. Instead of using the simulated output
Icpuðt � 1Þ and Icpuðt � 2Þ, we use the real output observed
at the earlier time steps to compute the current simulated
output. Otherwise, the estimation error will be accumulated
over the time. Thus, we can generate the kth residual by

RkðtÞ … ykðtÞ � ykðtÞ: ð12Þ

If we model n of such dynamic relationships among flow
intensity measurements, we can generate n such residuals.
In a normal situation, these residuals can be regarded as the
noise resulting from modeling and they are usually small. If
some fault occurs inside the system, some of these
n relationships could be affected and their residuals become
significantly larger. Therefore, by tracking these residuals,
we could detect such a fault. Many faults could cause
service failure or performance deterioration in a complex
system, which include various software bugs, hardware
problems, network faults, and operator mistakes. Due to the
diversity of faults, it is impossible to use one general pattern
to detect all these faults. In fact, various faults affect a
system in different ways and they can only be detected
using different patterns. Since we have n models rather than
one for fault detection, we believe that our approach could
detect a wide class of faults by tracking these n residuals.
Note that these n models characterize the normal behavior
of the monitored system from various perspectives, as
exampled by (9), (10), and (11). In Section 6, we will discuss
how to automatically discover as many such relationships
as possible based on collected intensity measurements.
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Fig. 5. Structure of the model-based FDI.

Fig. 6. Comparison of residuals.
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