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Efficient and Scalable Algorithms for Inferring

Likely Invariants in Distributed Systems

Guofei Jiang, Haifeng Chen, and Kenji Yoshihira

Abstract—Distributed systems generate a large amount of monitoring data such as log files to track their operational status. However,
it is hard to correlate such monitoring data effectively across distributed systems and along observation time for system management.
In previous work, we proposed a concept named flow intensity to measure the intensity with which internal monitoring data reacts to the
volume of user requests. We calculated flow intensity measurements from monitoring data and proposed an algorithm to automatically
search constant relationships between flow intensities measured at various points across distributed systems. If such relationships

hold all the time, we regard them as invariants of the underlying systems. Invariants can be used to characterize complex systems and
support various system management tasks. However, the computational complexity of the previous invariant search algorithm is high
so that it may not scale well in large systems with thousands of measurements. In this paper, we propose two efficient but approximate
algorithms for inferring invariants in large-scale systems. The computational complexity of new randomized algorithms is significantly
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reduced, and experimental results from a real system are also included to demonstrate the accuracy and efficiency of our new

algorithms.

Index Terms—Distributed systems, monitoring data, time series, data management, invariants, randomized algorithms, computational

complexity.

1 INTRODUCTION

THE growing complexity of information systems has
significantly increased the difficulty and cost to
maintain and manage large-scale distributed systems.
According to an IDC study, 20 percent of IT costs were
spent on operational system management in 1990 and,
now, this percentage is approaching 70 percent [21], [20].
Large information systems such as Google.com and
Amazon.com consist of thousands of components includ-
ing servers, software, networking devices, and storage
equipments. Although each of these components is com-
plex enough by itself, the dynamic interaction among them
introduces another dimension of complexity. The complex-
ity of information systems originates not only from their
scale but also from their dynamics and heterogeneity. For
example, user behaviors and loads are always changing,
software and hardware components are frequently re-
placed or upgraded, and a system itself may also include
many uncertainties such as caching. Meantime, each
information system is integrated with various software
and hardware components, which are usually supplied by
many different vendors and have their specific configura-
tions. Therefore, it has been a great challenge to maintain
and manage distributed systems with such scale and
complexity.

During system operation, a large amount of monitoring
data can be collected from distributed systems to track their
operational status. Software log files, system audit events,
and network traffic statistics are typical examples of such
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monitoring data. If we regard an operational system as a
dynamic system like those in control theory [4], this
monitoring data can be considered as the observable of its
internal states. For example, a fault occurrence could scatter
its trace in the monitor data so that we can interpret the
monitoring data to observe the fault. Though much mon-
itoring data may have temporal and spatial dependencies, it
is hard to correlate such monitoring data effectively across
distributed systems and along observation time for system
management. One fundamental reason is the difficulty to
characterize and model the dynamic behavior of complex
systems. In practice, without reasonable models to char-
acterize complex systems, we can hardly import intelligence
and develop reasoning capabilities to interpret the monitor-
ing data. We believe that much of this knowledge is
inherently system dependent, that is, it is hard to generalize
such knowledge across different systems.

In previous work [14], [30], we proposed to model and
track transaction flow dynamics in distributed systems for
operational system management. Many transaction sys-
tems receive millions of transaction requests every day,
and these requests flow through system components
sequentially according to their application logic. We
introduced a concept named flow intensity to measure the
intensity with which internal monitoring data reacts to the
volume of user requests. The number of SQL queries, the
number of network packets, and the average CPU usage
(per sampling unit) are typical examples of such flow
intensity measurements. We calculated flow intensity
measurements from monitoring data and proposed an
algorithm to automatically search constant relationships
between flow intensities measured at various points across
distributed systems. If such relationships hold all the time,
we regard them as invariants of the underlying systems.
Invariants can be used to characterize complex systems
and support various system management tasks such as
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fault detection and isolation (FDI), performance debug-
ging, capacity planning, and resource optimization [13].
Though the invariant search algorithm can run offline to
infer invariants from monitoring data, its computational
complexity is high so that it may not scale well in large
systems with thousands of measurements. In this paper,
we propose two efficient but approximate algorithms for
inferring invariants in large-scale systems. The computa-
tional complexity of the new randomized algorithms is
significantly reduced, and experimental results from a real
system are also included to demonstrate the accuracy and
efficiency of our new algorithms.

2 RELATED WORK

To the best of our knowledge, we believe that we are the
first research group to propose the concept of invariant in
dynamic systems and its uses for large-scale system
management. We have done much work to develop
invariant-based frameworks for autonomic system manage-
ment. We verified that such invariants widely exist in
distributed transaction systems such as Internet services,
and they can be used to support various system manage-
ment tasks [13]. In previous work [14], [30], we also gave
algorithms and technical details about how such invariants
can be used for FDI in complex information systems.
Experimental results were also included in these literatures
to demonstrate the effectiveness of invariant-based system
management solutions. We have been testing such solutions
on several large systems and networks including one of the
largest systems in the world. In practice, we notice that it is
very important to develop computationally efficient algo-
rithms to systematically search invariants in monitoring
data, especially for large-scale systems and networks. This
motivates the work of this paper.

There is much existing work on the invariant analysis of
software programs though the concept of invariants is
thoroughly different in this paper. Ernst et al. developed a
system named Daikon to discover likely program invariants
for supporting program evolution [8], [22]. Daikon infers
invariants at specific program points such as procedure
entries and exists. It instruments a software program and
checks for invariants involving variables in the code. Large
test suites have to be generated so as to discover invariants
at various program points. Hangal and Lam also developed
a tool named DIDUCE to aid programmers in detecting
complex program errors and identifying their root causes
[10]. DIDUCE instruments a software program and ob-
serves its behavior as it runs. It associates with each
instrumented program point a set of expressions and
dynamically formulates hypotheses of invariants from these
expressions. By dynamic invariant detection and checking,
DIDUCE is able to detect software bugs and further hunt
down the root cause of bugs. However, the concept of
invariants and the invariant extraction algorithms are
thoroughly different in this paper because we search
invariant relationships between flow intensities calculated
from the monitoring data in distributed systems rather than
invariant expressions in software programs.

In the knowledge and data engineering community,
there is much existing work on applying data mining
approaches for Web log analysis. Some works use mining
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techniques to discover Web access patterns and build
customer profiles [29], [26], [1]. Some other works mine
Web access logs for system performance analysis [28], [25].
Arlitt and Williamson [2] studied workload characterization
for Internet Web servers and discovered several workload
invariants from six different Web sites. For example, one of
such workload invariants is that images and HTML files
account for 90-100 percent of the files transferred between
clients and Web servers. Menasce et al. [17] defined a
hierarchical structure to characterize e-business workloads
and examined the statistical and distributional property of
workloads from two actual e-business sites. The workload
characterization was done at the session, e-business func-
tion, and request levels, and they found several invariants
in e-business workloads. For example, one of their invar-
iants is that most sessions last less than 1,000 sec. The
concept of invariants in this paper is thoroughly different
from these workload invariants though we both extract
invariants from monitoring data such as log files.

Recently, Jiang et al. [15] introduced a data mining
approach called ADMiRe to system performance analysis.
They used regression analysis to discover correlations
between various system and workload metrics, and the
correlation results were then summarized in sets of
regression rules. System administrators can manipulate
these sets of rules to narrow down problems in performance
analysis. Whereas their paper focused on regression rules
and algebraic expressions, we use AutoRegressive models
with eXogenous inputs (ARXs) [16] to systematically search
invariant relationships between flow intensities measured
at various points across large-scale distributed systems.
They only considered spatial correlations between system
metrics in their regression analysis. Instead, ARX models in
this paper can characterize temporal dependencies, as well
as spatial dependencies, between measurements. This is
important because there exist time delays in correlating
various measurements across distributed systems, and
various system components also may not have a standard
clock. We also introduce a sequential testing process to
validate the robustness of invariants along time. Besides
that, in this paper, we focus on the scalability and efficiency
issues of invariant search algorithms, which were not
addressed in their work.

3 FLOW INTENSITIES AND INVARIANTS

Many large transaction systems receive millions of transac-
tion requests every day. The large volume of user requests
flow through system components sequentially according to
the application software logic. If we regard the control flow
graph of application software as a pipe network, the mass of
user requests that flows through various software paths can
be considered as fluid flowing through that pipe network.
During system operation, various system components
produce a large amount of monitoring data such as log files
to track their operational status. Our first observation is that
much of internal monitoring data reacts to the volume of
user requests accordingly. For example, network traffic
volume and CPU usage usually go up and down in
accordance with the volume of user requests. Here, we use
flow intensity to measure the intensity with which internal
monitoring data reacts to the volume of user requests. Flow
intensities can be calculated from the monitoring data
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Fig. 1. Correlation of flow intensities.

collected at various points across distributed systems. The
number of HTTP requests, the number of SQL queries, and
the number of network packets (per sampling unit) are
typical examples of such flow intensity measurements. In
our experiments, we collect as many as over 100 flow
intensity measurements from a typical three-tier Web
system. More flow intensity examples are included in
Section 9.

Our second observation is that there exist strong correla-
tion or cointegration between many of the flow intensity
measurements. This is because these measurements mainly
respond to the same external factor—the volume of user
requests. The correlation between the flow intensities
measured at the input and output of a component could
well reflect the constraints the component should bear. As an
engineered system, a distributed system imposes many
constraints on the relationships among flow intensity
measurements. Such constraints could result from many
factors such as hardware capacity, application software
logic, system architecture, and functionality. Two examples
are shown in Fig. 1 to illustrate such constraints. Note that
here, we use | x to represent the flow intensity measured at
point x. Assuming that a load balancer has one input x and
two outputs y; and y,, we should always have | x ..
l'y: |y, because this is the physical property of a load
balancer. Meantime, in a Web system, if a specific HTTP
request x always leads to two related SQL queries y, we
should always have | y ... 21 x because this logic is written
in its application software. No matter how these flow
intensities change in accordance with varying user loads,
such relationships (the equations) of the flow intensities are
always constant. Our previous work [13] verified that such
invariant relationships widely exist in real distributed
systems, which are governed by the physical properties or
logic constraints of system components.

We model and search constant relationships between
flow intensities measured at various points across distrib-
uted systems. If the modeled relationships hold all the time,
they are regarded as invariants of the underlying systems.
In the above examples, the relationships (equations) I x ...
ly:, 1y, and 1y ..21 x but not the flow intensities
are considered as invariants. Note that unlike a flow
intensity itself, the validity of an invariant is not affected
by varying user loads. In order to support operational
system management, we have to understand basic proper-
ties of target systems. However, as discussed earlier, it is
extremely hard to characterize large, dynamic, and complex
systems in a holistic way. Rather than modeling the whole
system, we characterize many local properties of system
components. Each invariant is able to capture some local

IEEE TRANSACTIONS ON KNOWLEDGE AND DATA ENGINEERING, VOL. 19,

NO. 11, NOVEMBER 2007

properties of its related components. Therefore, if we can
discover a large number of invariants from distributed
systems, the combination of these invariants enables us to
characterize a complex system well. Further, we can
interpret system operational status in real time by tracking
the changes of these invariants.

4 MODELS OF INVARIANTS

To make this paper self-contained, we will introduce the
models of invariants and discuss our previous invariant
extracting algorithm in the next two sections before we
propose our new algorithms. For convenience, in the
following sections, variables such as x and y are used to
represent flow intensity measurements, and we use equa-
tions such as y ... f x to represent invariants. With flow
intensities measured at various points across systems, we
need to consider how to model the correlation between these
measurements. As mentioned earlier, many of such measure-
ments change in accordance with the volume of user
requests. As a time series, these measurements should have
similar evolving curves with the workload curve along time t.
Therefore, we believe that many of the flow intensities should
have linear relationships. In this paper, we use ARXs to learn
linear relationships between flow intensity measurements.

At time t, we denote the flow intensities measured at the
input and output of a component by xt and yt,
respectively. The ARX model describes the following
relationship between two flow intensities:

yt ayt 1
boxt k

anyt n

bmxt k m;

where tn; m; k is the order of the model, and it determines
how many previous steps are affecting the current output.
a; and b; are the coefficient parameters that reflect how
strongly a previous step is affecting the current output. Let
us denote

bas;  anibo;  ibm ' 2
t o o hyt 1; ; yt n; 3
xt k; ;xt k m T
Then, (1) can be rewritten as
yt ...t T ; 4

where T refers to matrix transposition.
Assuming that we have observed two flow intensity

measurements over a time interval 1 t N, let us denote
this observation by

Oy ..Tx1l;y1l; ;xN;yNGg: 5
For a given , we can use the observed inputs xt to
calculate simulated outputs ¢ tj according to (1). Thus, we
can compare the simulated outputs with the real observed

outputs and further define the estimation error by:
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Note that the ARX model can also be used to model the
relationship between multiple inputs and multiple outputs
[16], that is, we can have multiple flow intensities as the
inputs and/or outputs in (1). For simplicity, here, we only
model and analyze the correlation between two flow
intensities.

There are several criteria to evaluate how well the
learned model fits the real observation. Here, we use the
following equation to calculate a normalized fitness score
for model validation:

SPN . . -2#
= 1 calyt 94 ]
N 2
Lalyt oyl

where y is the mean of the real output y t . Basically, (8)
introduces a metric to evaluate how well the learned model
approximates the real data. A higher fitness score indicates
that the model fits the observed data better, and its upper
bound is 100. Given the observation of two flow intensities,
we can always use (7) to learn a model even if this model
does not reflect their relationship at all. Therefore, only a
model with a high fitness score is really meaningful in
characterizing the data relationship. We can set a range for
the order in; m; k rather than a fixed number to learn a list
of model candidates, and then, the model with the highest
fitness score can be chosen from them to characterize the
data relationship. Note that we use the ARX model to learn
the long-run relationship between two measurements, that
is, a model y ... f x only captures the main characteristics
of their relationship. The precise relationship between two
measurements should be represented with y ... f x ,
where is the modeling error. Note that is very small for a
model with a high fitness score. This is one reason why we
regard such models as likely invariants. In this paper, we
choose a threshold of fitness scores to control the level of
modeling errors .

100; 8

5 INVARIANT EXTRACTING ALGORITHM

Given the model template shown in (1), we analyzed how to
automatically learn a model instance between two flow
intensities. We may collect many flow intensity measure-
ments from a complex system, but obviously, not any pairs
of them would have such linear relationships. Meantime,
due to system dynamics and uncertainties, some learned
models may not be robust along time. Then, a challenging
question is how to extract invariants from a large number of
flow intensity measurements. In practice, we may build
some relationships based on prior system knowledge.
However, we believe that this knowledge is very limited
and system dependent. In this section, we introduce our
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FullMesh Algorithm

Input: 7;(¢t), 1 <i<n
Output: M} and pg(0) for each time window k

Part I: Invariant Search
at time ¢t =1 (i.e., k=1),
for each I; and 7;, 1 <i,j <n,i#j
learn a model 6;; using Equation (7);
compute F(0;;) with Equation (8);
if 7 (0;;) > F, then
set M1 = M U {Gij} and pl(eij) =1.

Part II: Invariant Validation
for each time t = k-1, k > 1,
for each 0;; ¢ M,
compute the F(6;;) with Equation (8) using
Ii(t) and I;(t), (k—1)-1+1<t<k-[;
update py(6;;) with Equation (10);
if pk(ew) S P and k& 2 K,
then remove 0;; from the M.
output Mj and pg(0).
c=k+ 1.

Fig. 2. Invariant extracting algorithm.

previous invariant extracting algorithm—FullMesh algor-
ithm—and then discuss its computational complexity.

Assume that we have n measurements denoted by I,
1 i n. Since we have little knowledge about their
relationships in a specific system, we try any combination
of two measurements to construct a model first and then
continue to validate whether this model fits with the new
monitoring data, that is, we construct all hypotheses of
invariants first and then sequentially test the validity of
these hypotheses in operation. Note that we always have
sufficient monitoring data from an operational system to
validate these hypotheses. The fitness score F;  given by
(8) is used to evaluate how well a learned model matches
the data observed during the ith time window. We denote
the length of this window by |, that is, the window includes
I sampling points. Further, we select a threshold ¥, and the
following piecewise function is used to determine whether
a model fits the data:

1 ifF > e

fF
' 0 ifF e

After receiving monitoring data for k of such windows,
that is, the total k | sampling points, we can calculate a
confidence score with the following equation:

Pk . PprobFy >PE
|:)k
i T Fi
Tk 10
Pk 1 k 1 fFg
k

Denote the set of valid models at time t ... k | by My, that is,
Mg ... T jpx  =>Pg. P is the confidence threshold we
choose to determine whether a model has the potential to
be an invariant. The invariant extracting algorithm is shown
in Fig. 2, which consists of two parts: invariant search and
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Fig. 3. The process of invariant validation.

invariant validation. Part | starts to build a model for any
two measurements and, then, Part 1l sequentially validates
these models with the new monitoring data. After a time
period (K | sampling points and K is a selected number), if
the confidence score of a model is less than the selected
threshold P, we consider this model invalid and stop
validating this model as an invariant. Theoretically, we
should set P ... 1 because a model can be regarded as an
invariant only if this model holds all the time. However,
since some rare incidents such as fault occurrences could
affect normal relationships and deteriorate p, ~ temporally,
we need several time windows of monitoring data to make
sure that a model is invalid. The process of sequential
validation is illustrated in Fig. 3.

It is straightforward to see that the computational
complexity of the FullMesh algorithm mainly results from
Part | of the algorithm. Given n flow intensity measure-
ments, Part | needs to construct n n 1 =2 models as the
candidates of invariants. Note that given two flow intensity
measurements, logically, we do not know which one should
be chosen as the input or output (that is, x or y in (1)) in
complex systems. Therefore, in our algorithms, we con-
struct two models (with reverse input and output) first but
only choose the model with the higher fitness score as the
invariant candidate. For convenience, in this paper, we
consider this as one time of invariant search though we
construct two models between two measurements. If two
learned models have very different fitness scores, we must
have constructed an AutoRegressive (AR) model rather
than an ARX model. Since we are only interested in the
strong correlation between two measurements, we filter out
those AR models by requesting a high fitness score in both
models. In addition, compared to the sequential validation
process—Part Il, the computational complexity of Part | is
much high because it involves matrix inverse operation in
(7). However, given monitoring data, in fact, Part | can run
offline to construct all possible candidates of invariants so
that the computational complexity of the FullMesh algo-
rithm should not be a serious issue for many problems. In
practice, we can also use prior knowledge such as the
system architecture to split all measurements into several
subsystems and only search invariants within each sub-
system to reduce the computational complexity.

Though Part | of the FullMesh algorithm can run offline
to search invariants, it still may not scale well in large
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systems with thousands of measurements. We have been
testing invariant-based solutions on several large informa-
tion systems and networks. We notice that it can take days
to search invariants from a huge amount of monitoring data
though Part 11 of the algorithm runs very fast. To this end,
we propose two efficient randomized algorithms to search
invariants, which can be used to replace Part | of the
FullMesh algorithm. However, these two algorithms are
approximate algorithms with different levels of approxima-
tion in accuracy. Given n measurements, theoretically, we
will need nn 1=2 searches to extract all possible
invariants, and any reduction of search complexity may
result in the loss of invariants. Therefore, our approximate
algorithms may not be able to discover all invariants though
their computational complexity can be significantly re-
duced. Note that we usually extract a large number of
invariants from large systems, and in fact, these invariants
include much redundancy in characterizing systems. There-
fore, a little loss of invariants may not affect system
management tasks at all, that is, in practice, we do not
need the complete set of invariants most of the time. In
addition, sometimes, we have to trade off accuracy with
computational time because some systems evolve quickly
(for example, adding and removing a server, installing new
software, and so forth), and we want to extract invariants
quickly and use them for system management tasks long
before the system itself changes and the invariant set
becomes invalid.

6 USE OF INVARIANTS

Large-scale distributed systems such as Internet services
could consist of thousands of components. These system
components produce a large amount of monitoring data to
track their operational status. However, it is hard to
correlate such monitoring data effectively across distributed
systems and along observation time for system manage-
ment. We calculate flow intensities from monitoring data
collected at various points across distributed systems.
Further, we derive invariant relationships between these
measurements, and the validity of such invariants is not
affected by the dynamics of user loads. Each invariant
enables us to model some local properties of its related
system components, and the combination of many invar-
iants could well characterize the whole complex system.
Therefore, we can interpret the system operational status in
real time by tracking the changes of these invariants.

In previous work [14], [30], we proposed to track abrupt
changes of invariants for fault detection in complex systems.
After we extract invariants from distributed systems,
model-based FDI methods are applied to track invariants
in real time for anomaly detection. Model-based FDI
methods have been widely analyzed in control theory [12],
[9]. As discussed in Section 4, flow intensities x and y are
measured, respectively, at the input and output of a system
component. Assume that we derive an invariant relation-
ship y ... f X to characterize the correlation between these
two measurements. At time t, we use y; to represent the
actual observed output and use ¥; to represent the simulated
output from the invariant, that is, y, ...  X; , where X is the
real observed input. Therefore, we should always have the
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