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Abstract- Service hosting platforms typically run a large
number of third-party applications that are composed of multiple
communicating components distributed on a dynamic set of
hosting servers. Understanding the real-time behaviors of these
applications and the intricate interactions/dependency relation-
ships among these application components is very important
to service management tasks such as load balancing, capacity
planning, performance debugging and fault diagnosis. In this
paper, we present the Scalable Real-time Application Monitoring
and Diagnosis (SRAMD) tool, for applications consisting of
"black box" components: software without source code available,
and usually without desired logging instrumentation. SRAMD
runs at application layer and requires no modification to existing
applications, middleware, or messages. For each application
component collocated at its hosting server, a SRAMD mon-
itor traces the component's packet-level traffic unobtrusively,
summarizes its local resource utilization and performance (e.g.
response time) online, performs interactive queries (e.g. per-
request resource utilization) to locate possible bottlenecks on-
demand, and discovers inter-component dependence relationships
statistically. The SRAMD controller simply aggregates reports
from distributed monitors to construct real-time application
topologies with rich runtime information. We have developed
mechanisms to decentralize the computation overhead and mini-
mize the communication cost in the monitoring and diagnosis
process, and two schemes to discover application component
dependency relationships in different scenarios. The SRAMD tool
offers an alternative to server logs and message-level traces for
service monitoring and performance diagnosis.

I. INTRODUCTION

Service hosting platforms are prosperous on the Internet,
including web service hosting data centers, enterprise service-
oriented utility computing networks, and Peer-to-Peer service
composition based computing grids. A service hosting plat-
form typically runs a large number of third-party applications
(online shopping, overlay media streaming, Internet gaming,
etc.), and each application is composed of a number of
communicating components distributed on a dynamic subset
of hosting servers, which overlaps to maximize utilization of
computing resources as shown in Fig. 1. Besides the complex-
ity in component structure, third-party applications are usually
delivered as black boxes (i.e. without source code available),
and usually without sufficient logging instrumentation. Even
if the source code is available, it is costly to modify and
instrument application software to meet specific monitoring
and debugging requirements.
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Fig. 1. An illustration of a service hosting platform with six hosting
servers and four active applications. Communicating application components
are distributed on different subsets of hosting servers.

Without visibility into these applications and their run-time
relationship, it is difficult to effectively perform various service
management tasks such as load balancing, capacity planning,
performance debugging and fault diagnosis. This problem has
become even more acute with the increasing complexity in
application infrastructure (e.g. J2EE and NET). The result
is that usually no one can understand all components of an
application and how they interact. For example, one of the
most challenging tasks in managing modern enterprise systems
is to identify and isolate the root cause of a problem. The task
would be easier if topology snapshots about which components
of an application have been changed were available. However,
there has been little work on automated runtime dependency
tracking to improve the problem detection, isolation and res-
olution processes. Thus, a tool that has minimal assumption
on application internals (i.e. not depending on any support
from application components) but is able to effectively monitor
interacting software components and to profile dependencies
between them in real-time is beneficial to service hosting
platforms consisting of black box components.

The design requirements of such a tool are: (i) easy porta-
bility across platforms, (ii) real-time monitoring and diagnosis
and (iii) unobtrusive and application independent. First, the
tool is targeted at service hosting platforms composed of
heterogeneous hosting servers. Thus, it should be designed
with minimum operating system support and be easily portable
across mainstream computing platforms (avoiding the use
of system features that are platform-specific). Second, the
tool is intended to provide accurate, detailed and up-to-
date monitoring and diagnosis information about a service
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