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Abstract

Cablingcompleity in datacenterss reachingunmanageablproportionsJeadingto

maintenancehallengesinef cient cooling, and substantiabperationalcosts(about
7-8% of thetotal infrastructurecostaccordingto arecentstudy). To reducethis com-
plexity, this paperervisionsreplacingsomeor all of thewiresin thedatacenterswith

wirelessinterconnectoperatingin the 60 GHz range. We describeseveral features
that 60 GHz radiosoffer, anddiscusgheir suitability in meetingthe stringentcapac-
ity, reliability and securityrequirementsn datacenters.\We proposean approactto

enablerapid andseamlessleploymentof wirelessinterconnectsn datacentersand
identify interestingchallengesn realizingthis vision.

1 Introduction

Overthelastdecadegatacentes have becomea critical partof enterprisenfrastructurg23], and
a fundamentaheedinsidethesedatacenterss thatof reliable,high-speedconnectity between
nodessuchasseners, switches,routers,etc. While state-of-the-artablingtechniquesuse CAT
6 or ber optic cablesalongwith industry “best practices’suchas structued cabling [17] and
manajeddensity[2], cablingcomplity is still amajorissuethatneedgurtherconsideration.

Cablingcompleity existsin multiple networking domains,suchashomesandof ces. How-
ever, datacenterstake this problemto a whole new level by increasingthe numberof intercon-
nectedcomponentdy at leasttwo ordersof magnitude(For example,lessthan 10 nodesin a
homevs. tensof thousand®f nodesat eachsite of adatacenter[23]). Furthertheeverincreasing
processingequirement$or theeverevolving servicegsuchasweb?2.0,searchGFS[11], MapRe-
duce[8], etc.) andspaceconstraint§23] have led to increasediensityof senersperunit volume.
This hassubsequentlyed to densercabling networks (seeFigures1(a) and 1(b)). Apart from
necessitatingigni cant manualeffort in connectinghesesenersandkeepingaccuratepercable
information for maintenanceand troubleshootingthesenetwork cablesadditionally affect data
centercooling[16]. Cablebundlesbehind/betweesener racks(seeFigurel(b)) or underraised
oor s' cancauseair ow blockagesleadingto inef cient coolingandincreasednegy consump-
tion [16]. Finally, cablegake up spacewhich couldotherwisehave beenusedfor accommodating
moreseners.

1The corventionaldesignof datacentersadwcatesthe useof raised oor thatsenesasa conduitfor power and
network cables.



(a) Unstructuredcabling [7]: A de nite problem (b) Structuredcabling[4]: Thesecablebundlesin-

for maintenancandcooling cur signi cant initial effort andcostto setup,and
still may causeair ow blockagesand inef cient
cooling.

Figurel: Unstructuredandstructureccabling.

In thispaperwetaketheambitiouspositionthatcablingnetworkswithin datacentershouldbe
replacedoy wirelessinterconnectsThis would reducecablingcompl«ity in datacentersandthe
associateadosts(7-8% of initial infrastructurecosts[5]) andhasthe potentialto inherentlyavoid
the problemscreatedby wired cablesoutlinedearlier Thisvisionis a tantalizingone: automatic,
con gurablelink establishmenbetweemodeswith minimal manualeffort.

This proposalmay trigger a knee-jerkreactionof skepticismand even dismissal,primarily
becaus@oneof thewirelesstechnologiecommonlyin usetodayachieve the sameevel of band-
width, reliability or securityas their wired counterparts. Interestingly however, the nearterm
availability of newer radiotechnologiesuchastheonein the 60 GHz bandwithin the unlicensed
spectrunbetweerb7-64GHz [10, 29, 31, 9, 32 givesushopethatthis visionis achiezable.

In this paper we explore in detail the bene ts and challengesof exploying wirelessinter
connectsoperatingin the 60 GHz license-freespectrumto replacesomeor all of the wires for
connectvity in datacenters.Unlike otherwirelesstechnologiestadiosin thelicense-freé60 GHz
rangehave several unique characteristicshat give them operationaladvantagesover othersfor
providing link connectwity in datacenters.In particular a combinationof large bandwidthand
high allowable effective radiatedpower (up to 10W [28]) implies that speedsf multiple Gbps
canbe achieredreliably. Further the achiazabledirectionality of transmissiongt this frequeng
resultsin reducedinterferencejncreasedsolation,and henceimproved security Finally, since
the wavelengthat thesefrequenciess around ve millimeters,antennasizesare correspondingly
small. This makesit possibleto integratethe entire transceter, including the antennaspnto a
singlesmallchip, afeatnot achiezed by arny otherwirelesstechnologysofar[15].

Despitethe bene ts of 60 GHz wirelessinterconnectstealizingthe samelevel of bandwidth,
reliability and securityaswires in datacentersengender& numberof challenges.We outline
several of thesechallengestheir uniguenessomparedo otherdomainsanda a vor of solutions
thatwe arecurrentlyexploring.



The restof this paperis organizedasfollows. The next sectionmakesthe casefor using60
GHz wirelesstechnologyfor providing link connectvity in datacenters. Section3 describesa
datacenterarchitecturghatincorporatesheseradiosfor wirelessconnectvity. Section4 looksat
relatedwork andconclusionsarepresentedn Section5.

2 The Case for 60 GHz Wireless

Our proposalis to replacewired connectity in datacenterswith wirelessconnectity. In this
section,we rst outlinetherequirements wirelesstechnologyhasto satisfyto achieve the same
level of operatioraswires. We thendescribenow 60 GHzradiospromiseto meettherequirements.
Finally, we presenta setof challengedo operatingin the 60 GHz environmentthat needto be
addressetb make our vision areality.

2.1 Data Center Requirements
To replacewires,wirelessconnecwity in datacentersshouldexhibit thefollowing properties:

1. High inter-nodelink capacity: To deliver adequateuntimeperformancegnary onlinein-
frastructureservicemeedhigh link andnetwork capacity Examplednclude: (a) distributed
le systemgqe.g. GFS[11]) thatusebandwidth-demandingperationsand(b) servicesn-
volving distributedprocessingf largeamountf data(e.g. MapReducg8]).

2. Reliability: Provisioningof network resource$o meettherequirement®f hosteddatacen-
ter serviceaassumegpredictableperformancef links overtime.

3. Security Isolation: Dataexchangedbetweenserviceshostedon multiple nodesin a data
centermustbeisolatedfrom otherunintendedservicedor securityandcon dentiality.

4. Scalability: Networking infrastructureinside datacentersinterconnectsensof thousands
of seners. Link connectvity shouldscaleto supporttheselarge numbersof machinesand
alsoallow for theincrementahdditionof new machinego the network.

5. Small form factor of networking components: Higher processingrequirements,oor
spaceconstraintsandreducedenegy consumptior[23], necessitat¢hatall machinecom-
ponentsjncludingnetwork interfaces have smallform factors.

2.2 Suitability of 60 GHz radios

Intuitively, wirelessinterconnectsare an obvious alternatve to cablesto avoid their dravbacks.
While several spectralrangesand standardizedechnologieqseeTable 1 for a summary)such
as802.11nandUWB exist, we believe thatradiosin the license-frees0 GHz rangehave several
uniquecharacteristicthatmake themmoresuitablefor adoptionin datacenters:

1. Spectrum availability: The available 7 GHz of spectrumin the license-freerangeof 57-
64 GHz enableghe creationof multiple links of Gbpsspeedger unit volume. Further as
spectralef ciencies keepimproving dueto bettermodulationand codingtechniquesgven
greatemumberof links of thesamecapacitycanbeplacedn thesamevolume.For example,
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Figure2: IBM' s dime-sized0 GHz chipsetpackaggfor illustrative purpose®nly): smallwave-
lengthsat high frequenciegnablethe designof smallform-factorinterfaces.

with a spectralef ciency of 10 (thatis commonin today's technologiesuchas802.11n),
creationof a 1Gbpslink requiresachannebandwidthof 200MHz. In the 60 GHz spectrum,
with 7 GHz of total bandwidth this will amountto about70 orthogonakchannels.

. Impr oved interfer encemitigation and security: Dueto two factor®, 60 GHz radiospro-
vide increasedmmunity to wirelessinterferenceandreducedpportunitiefor over-hearing
wirelesstransmissionsFirst, sincepathlossattenuatiorof wirelesssignalsis directly pro-
portionalto the squareof the frequeng, signalsat 60 GHz have reducedrangerelative to
signalsat lower frequenciege.g. 2.4 GHz or 5GHz, where802.11interfacesoperate)1].
Secondsincewavelengthsat 60 GHz arerelatively small (approx. 5mm), it facilitatesthe
useof phasearray antennawith a large numberof elements. Sincephase-arraygntenna
dimensionsaredictatedby signalwavelength entirearraysof antennaganbeaccomodated
in asinglechip packagd15, 30|, oronaboardof thesizeof aPCMCIA card.For instancea
circularphasedarray(suchasPhocusArray [24]) with 40 antennalementoperatingn the
60 GHz rangecaneasily t ona5cmX 5cmboard. Notethatincreasedhumberof antenna
elementsin a phasedarray helpsachiere highly directionalbeamswith small footprints,
therebyincreasingthe numberof simultaneougransmissionsgn a network of nodesusing
suchantennaskFor example,with 40 elementsthe phasedarraycangeneratdoeamwidthof
lowerthan10degrees.

To illustrate the capacityimprovementsof using highly directionalbeamswe borrav the

20Oxygenabsorptiorin the 60 GHz range[10, 38] is seemasa concernin othercontexts, but this loss(15dB/km)is
nagligible for thetypical distancesvithin datacenterqfew 10sof meters).

Spectrum Spectrabandwidth Form-Factorfor FreeSpacePath | Relative succeptibility
N=40antennalements| Loss(10 meters) to obstacles
2.4/5GHz (e.g.802.11n) 83.5/575MHz 60cmx 60cm 60to 65dB low
3.1-10.6GHz (e.g.UWB) 7 GHz 30cmx 30cm 70dB low
mmWave 60 GHz 7 GHz 5cmx 5cm 88dB high

Tablel: A comparisorof availablespectra
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resultsfrom recentwork by Yi et. al [39] in the context of ad hoc networks. They demon-
stratethatin a randomnetwork of tenthousandhodes with beamformingon both senders
andrecevers,network capacityapproachesloseto the capacityof a correspondindyypo-
theticalwired network with thesameperlink capacity(i.e. mostof thesenderrecever pairs
communicatesimultaneouslyyvhenthe beamwidthusedby the senderandreceveris less
than15 degrees.Suchlow beamwidthsarereadilyachiezablein the 60 GHz range.Further
adaptivebeamformingcanbe usedto dealwith temporaryobstructionsn the line-of-sight
(LOS) path[30] andnon-LOS(NLOS) locations.

3. Scalability: Thecombinatiorof alargeamountof spectrumandalargenumberof indepen-
dentlyoperatingdirectionallinks possiblen the60 GHz range promisedo scaledatacenter
connectvity in asmallvolumeto tensof thousandsf links of Gbpscapacity

4. Small form-factors: Smallwavelengthsat 60 GHz enablethe designof sophisticatedn-
terfaceswith very small form factors,asalsodiscussecarlier (seeFigure 2) [15, 30]. In
contrast3.1to 10.6GHz(suchasUWB) requires30cmx 30cmform factor

5. Universal operation: From a deployment perspectie, the band between57-64GHzis
license-freen alargenumberof countriesmakingit possibleto launchproductswvorld-wide.

2.3 Propagation Challeng es

Despitethe bene tsoutlinedin the previoussection radiosignalpropagtion characteristicat 60
GHz posesomechallengeshatneedto be addressewvell to createhigh bandwidthreliablelinks.
Signalpropag@tionat 60 GHz is very differentfrom thatat lower frequenciege.g. the 2.4 and5
GHzusedin 802.11a/b/gViFi networks)[27]. Mainly, transmissionstthesefrequencies

travel shorterdistancege.g.,free spacepropagtionlossat 60 GHz, for a giventransmitter
recever distancejs 20 dB morethanwhatit would beat5 GHz).

suffer signi cant attenuationfrom obstacleqcannotdiffract aroundthem) dueto smaller
wavelengths.

Theabove two characteristicgeadto a) lower bandwidthin practicethanwhatis theoretically
achievable, and b) lower reliability dueto high propagtion loss and attenuation. One way to
recover someof theselossesis to usehigh transmitpowers; however, this is inef cient sinceit
may adwerselyimpactnetwork throughputandmoreimportantly increaseenegy consumption.

Along with propagtion challenges several systemlevel challengeshave to be addressed,
whichwe discussn detailin the next section.

3 Architecture

While thedevelopmeniof 60 GHz radiohardwareandits physicallayerhasrecevedconsiderable
attention[14, 3, 31, 33, 13, 34, 35], the questionof how one organizesa setof theseradiosinto
anetwork is not well understood As such,networks of 60 GHz radiosrepresenan opportunity
for clean-slatedesignof a high-performancevirelessLAN, for boththewirelessandnetworking
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Figure3: A WirelessDataCenterwith directionalwirelesslinks. Rackandceiling-mountede-
ectors [26] enableindirect LOS paths. Multihop routing canbe usedwhen (direct or indirect)
LOS pathsareunavailable.

communities.In this section,we rst proposeenhancingoasicwirelessconnectvity usingthree
complementarapproacheandfollow with a descriptionof a network architecturghat aimsto
satisfythekey datacenterrequirements.

3.1 Deployment Scenarios

Figure3 shavsthetypicalarrangemendf nodesn adatacenter Fromawirelesslink perspectie,
nodescaneitherbeondifferentracks(in LOS or in NLOS positions)or onthesamerack(NLOS).
To dealwith thesescenariosandto avoid constraininghodeplacementywe proposehreecomple-
mentaryapproachet enhanceonnecwity: (a) theuseof arrayantennaso createthin directional
beams(b) the useof re ectorsto form indirect LOS paths,and(c) the useof multi-hop routing
in NLOS situationswherea directLOS pathis not availableandanindirect LOS pathcannotbe
easilyformed.

It is well known thatarrayantennaganbe usedto createdirectionalbeamswith smallbeam
widths[1]. Suchdirectionality mitigatesfree spacepathloss, providesbetterimmunity to inter
ference[36, 25] and multipathfading [35, 34] therebyimproving bandwidthandreliability, and
reduceghe possibility of earesdroppingherebyimproving security Usingre ectors, thatactas
mirrorsfor high frequeng signalsandenableindirect LOS paths,hasbeenexploredin otherdo-
mains[26]. Here,we proposeusingrack-mountede ectors, to enablecommunicatiorbetween
nodeson the samerack, andceiling-mountede ectors to aid communicatiorbetweemodeson
differentracks. As shawvn in Figure 3, rack-mountede ectors enablemultiple links to operate
in parallelwithoutinterferenceFinally, in theabsencef LOS or re ector-enabledndirectLOS,
multihoprouting[19, 27] canbe usedto improve performance.

To effectively createandoperateanetwork consistingof thesethreeconnectvity choiceqLOS,
indirectLOS throughre ector, andmulti-hopNLOS), we proposeanarchitecturalescribecext.



Figure4: SolutionArchitecture

3.2 Solution Approach

Figure 4 shaws our proposedarchitecturethat consistsof several componentsncluding: (a) a
separatecontrol planeanda centralizedcontrol and managemenentity for increasecef ciency

andmanageability(b) a network-wide beamforming solutionthat determineghe bestbeamfor

eachtransmittefrecever pair, and (c) a wirelessnetwork virtualization framework that isolates
wirelesstransmissionandenablesoncurrenexecutionof multiple servicesonthe samewireless
infrastructure We describeéhesecomponentsiext.

3.2.1 Centraliz ed Control and Management

The stringentbandwidth reliability, andmanageabilityequirement®f datacentershave signi -
cantimplicationsfor the designof algorithmsandprotocolsatboththelink andnetwork layers.In
particular they demandhighly ef cient useof availableresourcesiswell asmechanismslesigned
to monitorperformancandproviderobustnessgainstfailures.An effective wayto dealwith these
challengess to separatelataandcontroltraf c ontodifferentchannel420], andto usea central-
izedcontrolandmanagemergntity. Further for increasedeliability andto easeroubleshooting,
we proposehatthe controlplaneuseanalternatve connecwity technology(e.g.wires). We ervi-
sionthatthecontrolplanecanbe usedfor exchangingnformationrelatedto synchronizatiorof the
nodes(for example,time synchronizatiormmongthe nodeshelp schedulecollision-freetransmis-
sionsonacommonwirelessaccesghannel)schedulingandroutingof thevarious o wsacrosghe
nodesandadmissiorcontrolandresourcenanagemenrfor variousserviceghatareimplemented
acrosghedatacenter Sucha centralizeccontrolarchitectureeaseslesignandmanageability

3.2.2 Beam Selection and Steering

Thiscomponentis concerneavith how eachpair of nodesdeterminghebestbeamo communicate
with. Onepossiblemechanisnto determinethe bestbeamis for the transmitterto usefeedback
channelinformationfrom the receversto “form” beamsoff-line and usea table-lookupat run-
time. In orderfor thereceversto feedbackchannelinformation,they shouldbe ableto estimate
the channelfrom the transmitter This problemis well-known [22] and the preferredsolution
consistof a”’sound-oncepertransmitter’approachThis approachnvolvesall nodegakingturns



to transmitin omnidirectionalmodewith receversin-rangeof thesetransmissiongeedingback
the channelresponser channeltransferfunction Basedon this feedbackfransmitterscanform
optimal beamsusingexisting algorithms[22]. Note thatthis approachs attractve becausef its
low compleity — for n nodesthe channeimeasuremercompleity is O(n).
Somepracticalquestiongemain:(a) How oftenshouldnodescarryoutchannelmeasurements

for beamforming? (b) Shouldnodesusethe samebeamin transmitandreceve mode? (c) Of
thealgorithmsthatmaprecever feedbacko antenngatterng22], which oneis the mostsuitable
for datacenternetworks?,(d) How would transmittersdeal with dynamicchannel uctuations
causedby peoplewalking within the datacenter? One possiblesolutionwould be to usebeam
recon gurationto bypasssuchinterferenceThistypeof beamrecon gurationwithin durationson
theorderof millisecondshasbeenshowvn to be possiblen emeging wirelesstechnologieshatuse
60 GHz specturmsuchaswirelessHD[37].

3.2.3 Wireless Network Virtualization

Successfupartitioningof a wirelessnetwork to supportthe concurrenexecutionof multiple ser
vices posesseveral challenges.Firstly, unlike wired networks, the underlyinglinks are hetero-
geneouswith capacitythatcanchangeover time. Undera physicalinterferencemodel[12], the
achiezablecapacityonalink, atary instantof time, depend®n all otherlinks thatareactive atthe
sametime, whichin turn, varieswith time basednnetwork trafc. Secondlyexplicit mechanisms
arerequiredto isolatetraf c from differentservicesatthelink layer, to guarante@erformancend
security(this is becausef the unshieldechatureof wirelesstransmissionsvhich meanthatpairs
of links thatcanoperatesimultaneouslynustbe chosercarefully). Third, the broadcashatureof
wirelesschannelposessecurityand con dentiality threats. To addresseachof thesechallenges,
thearchitectureencompasseasechanism$or admissiorcontrol,routesetup(includingthe option
of usingre ectors),andscheduling.

Severalissuesrelatedto eachof thesecomponentsequirefurther study For routesetup,we
would like to determine:(a) How would multi-hop routesbe computedtio connecttwo arbitrary
nodesthat cannotbe directly connected?b) How would the routing algorithmhandlenodeand
link failures?,c) If multiple pathsexist betweenwo nodeshow would the optimal pathbe cho-
senand how would the trafc be distributed amongmultiple pathsfor load balancing?and (d)
Do nodesneedto maintainmultiple paths(e.g. one LOS path, oneindirect LOS pathandone
multi-hop path)to eachrecever to dealwith smalltime-scalechanneluctuations? With regards
to re ector deployment, we areinterestedn: (a) By how muchdo re ectors help improve link
reliability?, and (b) Is therean optimal placemenbf re ectors, given a particularplacementof
nodesthatmaximizesperformanceindminimizesthe numberof re ectorsused?~or scheduling,
thecentralquestionis: how shouldpernodeinformationaboutlink connectity beusedto “pack”
themaximumnumberof non-interferindinks in athree-dimensionapaceperunittime?Finally,
thearchitecturenayalsousesecuritytechniquestthevirtual machinemonitor(VMM) to achieve
serviceisolation.

In summarywe believe thatthisisrich eld for furtherresearchwith severalunexploredprob-
lems.



4 Related Work

Prior work can be categorizedinto solutionsfor reducingcabling complity for datacenters,
network designfor 60 GHz radiosandwirelessnetwork virtualization.

Cabling comple xity: This problemis primarily dealtwith usingstandardizedechniquedor ca-
bling (i.e. structued cabling [17]) and balancingthe maximizationof sener densitywith the
increasan cabledensity(i.e. manageddensity[2]).

60 GHz Network Design: Themajority of existing literatureon 60 GHz radiosfocusse®n physi-
callayerissueg33, 13, 34, 35] andhardwarechallenge$14, 3, 31]. Network designefforts closest
to ourscomefrom the standarddodies[37, 18] andrecentwork [27] focusingon wirelessper
sonalareanetworks (WPANSs). However, theseefforts aretargettingervironmentswith different
requirementshatdo not have to dealwith the stringentdemand®f datacenters.

Wireless network vir tualization: While signi cant progresshasbeenmadewith virtualizationof
wired network elementgsuchasswitchesandrouterg[6]), wirelessnetwork virtualizationis in its
infang/. Relevantprior work includes[21] wherethe authorsoutline somepotentialsolutionsfor
802.11-basedetworks. However, virtualizationschemesor datacentersaarefar morechallenging
dueto thestricterQoSrequirements.

5 Conclusion

This paperervisions replacingsomeor all of the wires in the datacenterswith wirelessinter

connectoperatingin the 60 GHz range. We describeseveral featureshat radiosin the 60 GHz

rangeof thewirelessspectrunoffer, anddiscusgheir suitability in meetingthe stringentcapacity
reliability, andsecurityrequirementsn datacenters.We proposean architecturghatwill enable
rapid andseamlessleploymentof wirelessinterconnectsn datacentersandidentify interesting
challengesn realizingthis vision.
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