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Abstract

Cablingcomplexity in datacentersis reachingunmanageableproportions,leadingto
maintenancechallenges,inef�cient cooling, andsubstantialoperationalcosts(about
7-8%of thetotal infrastructurecostaccordingto a recentstudy).To reducethis com-
plexity, thispaperenvisionsreplacingsomeor all of thewiresin thedatacenterswith
wirelessinterconnectsoperatingin the 60 GHz range. We describeseveral features
that60 GHz radiosoffer, anddiscusstheir suitability in meetingthestringentcapac-
ity, reliability andsecurityrequirementsin datacenters.We proposean approachto
enablerapid andseamlessdeploymentof wirelessinterconnectsin datacenters,and
identify interestingchallengesin realizingthisvision.

1 Intr oduction

Over thelastdecade,datacentershavebecomeacritical partof enterpriseinfrastructure[23], and
a fundamentalneedinsidethesedatacentersis thatof reliable,high-speedconnectivity between
nodessuchasservers,switches,routers,etc. While state-of-the-artcablingtechniquesuseCAT
6 or �ber optic cablesalongwith industry “best practices”suchasstructured cabling [17] and
manageddensity[2], cablingcomplexity is still amajorissuethatneedsfurtherconsideration.

Cablingcomplexity exists in multiple networking domains,suchashomesandof�ces. How-
ever, datacenterstake this problemto a whole new level by increasingthe numberof intercon-
nectedcomponentsby at leasttwo ordersof magnitude(For example, lessthan 10 nodesin a
homevs. tensof thousandsof nodesateachsiteof adatacenter[23]). Further, theever increasing
processingrequirementsfor theeverevolving services(suchasweb2.0,search,GFS[11], MapRe-
duce[8], etc.)andspaceconstraints[23] have led to increaseddensityof serversperunit volume.
This hassubsequentlyled to densercabling networks (seeFigures1(a) and 1(b)). Apart from
necessitatingsigni�cant manualeffort in connectingtheseserversandkeepingaccurateper-cable
information for maintenanceand troubleshooting,thesenetwork cablesadditionallyaffect data
centercooling[16]. Cablebundlesbehind/betweenserver racks(seeFigure1(b)) or underraised
�oor s1 cancauseair�o w blockages,leadingto inef�cient coolingandincreasedenergy consump-
tion [16]. Finally, cablestakeupspace,whichcouldotherwisehavebeenusedfor accommodating
moreservers.

1Theconventionaldesignof datacentersadvocatestheuseof raised�oor thatservesasa conduitfor power and
network cables.
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(a) Unstructuredcabling [7]: A de�nite problem
for maintenanceandcooling

(b) Structuredcabling[4]: Thesecablebundlesin-
cur signi�cant initial effort andcost to setup,and
still may causeair�o w blockagesand inef�cient
cooling.

Figure1: Unstructuredandstructuredcabling.

In thispaper, wetaketheambitiouspositionthatcablingnetworkswithin datacentersshouldbe
replacedby wirelessinterconnects.This would reducecablingcomplexity in datacentersandthe
associatedcosts(7-8%of initial infrastructurecosts[5]) andhasthepotentialto inherentlyavoid
theproblemscreatedby wired cablesoutlinedearlier. This vision is a tantalizingone:automatic,
con�gurablelink establishmentbetweennodeswith minimalmanualeffort.

This proposalmay trigger a knee-jerkreactionof skepticismand even dismissal,primarily
becausenoneof thewirelesstechnologiescommonlyin usetodayachieve thesamelevel of band-
width, reliability or securityas their wired counterparts.Interestingly, however, the near-term
availability of newer radiotechnologiessuchastheonein the60 GHz bandwithin theunlicensed
spectrumbetween57-64GHz [10, 29,31, 9, 32] givesushopethatthisvision is achievable.

In this paper, we explore in detail the bene�ts and challengesof exploying wirelessinter-
connectsoperatingin the 60 GHz license-freespectrumto replacesomeor all of the wires for
connectivity in datacenters.Unlike otherwirelesstechnologies,radiosin thelicense-free60GHz
rangehave several uniquecharacteristicsthat give them operationaladvantagesover othersfor
providing link connectivity in datacenters.In particular, a combinationof large bandwidthand
high allowableeffective radiatedpower (up to 10W [28]) implies that speedsof multiple Gbps
canbeachievedreliably. Further, theachievabledirectionalityof transmissionsat this frequency
resultsin reducedinterference,increasedisolation,andhenceimproved security. Finally, since
thewavelengthat thesefrequenciesis around� ve millimeters,antennasizesarecorrespondingly
small. This makes it possibleto integratethe entire transceiver, including the antennas,onto a
singlesmallchip,a featnotachievedby any otherwirelesstechnologysofar [15].

Despitethebene�ts of 60 GHz wirelessinterconnects,realizingthesamelevel of bandwidth,
reliability and securityas wires in datacentersengendersa numberof challenges.We outline
severalof thesechallenges,their uniquenesscomparedto otherdomains,anda �a vor of solutions
thatwearecurrentlyexploring.
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The restof this paperis organizedasfollows. The next sectionmakesthe casefor using60
GHz wirelesstechnologyfor providing link connectivity in datacenters.Section3 describesa
datacenterarchitecturethatincorporatestheseradiosfor wirelessconnectivity. Section4 looksat
relatedwork andconclusionsarepresentedin Section5.

2 The Case for 60 GHz Wireless

Our proposalis to replacewired connectivity in datacenterswith wirelessconnectivity. In this
section,we �rst outlinetherequirementsa wirelesstechnologyhasto satisfyto achieve thesame
level of operationaswires.Wethendescribehow 60GHzradiospromiseto meettherequirements.
Finally, we presenta setof challengesto operatingin the 60 GHz environmentthat needto be
addressedto makeourvisiona reality.

2.1 Data Center Requirements
To replacewires,wirelessconnectivity in datacentersshouldexhibit thefollowing properties:

1. High inter-nodelink capacity: To deliver adequateruntimeperformance,many onlinein-
frastructureservicesneedhigh link andnetwork capacity. Examplesinclude:(a)distributed
�le systems(e.g. GFS[11]) thatusebandwidth-demandingoperationsand(b) servicesin-
volving distributedprocessingof largeamountsof data(e.g.MapReduce[8]).

2. Reliability: Provisioningof network resourcesto meettherequirementsof hosteddatacen-
ter servicesassumespredictableperformanceof links over time.

3. Security Isolation: Dataexchangedbetweenserviceshostedon multiple nodesin a data
centermustbeisolatedfrom otherunintendedservicesfor securityandcon�dentiality.

4. Scalability: Networking infrastructureinsidedatacentersinterconnectstensof thousands
of servers. Link connectivity shouldscaleto supporttheselargenumbersof machinesand
alsoallow for theincrementaladditionof new machinesto thenetwork.

5. Small form factor of networking components: Higher processingrequirements,�oor
spaceconstraints,andreducedenergy consumption[23], necessitatethatall machinecom-
ponents,includingnetwork interfaces,havesmallform factors.

2.2 Suitability of 60 GHz radios
Intuitively, wirelessinterconnectsarean obvious alternative to cablesto avoid their drawbacks.
While several spectralrangesandstandardizedtechnologies(seeTable 1 for a summary)such
as802.11nandUWB exist, we believe that radiosin the license-free60 GHz rangehave several
uniquecharacteristicsthatmake themmoresuitablefor adoptionin datacenters:

1. Spectrum availability: The available7 GHz of spectrumin the license-freerangeof 57-
64 GHz enablesthecreationof multiple links of Gbpsspeedsperunit volume. Further, as
spectralef�ciencies keepimproving dueto bettermodulationandcodingtechniques,even
greaternumberof links of thesamecapacitycanbeplacedin thesamevolume.For example,
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Figure2: IBM' s dime-sized60 GHz chipsetpackage(for illustrative purposesonly): smallwave-
lengthsathigh frequenciesenablethedesignof smallform-factorinterfaces.

with a spectralef�ciency of 10 (that is commonin today's technologiessuchas802.11n),
creationof a1Gbpslink requiresachannelbandwidthof 100MHz.In the60GHzspectrum,
with 7 GHzof total bandwidth,thiswill amountto about70orthogonalchannels.

2. Impr oved interfer encemitigation and security: Dueto two factors2, 60 GHz radiospro-
vide increasedimmunity to wirelessinterferenceandreducedopportunitiesfor over-hearing
wirelesstransmissions.First, sincepathlossattenuationof wirelesssignalsis directly pro-
portionalto the squareof the frequency, signalsat 60 GHz have reducedrangerelative to
signalsat lower frequencies(e.g. 2.4 GHz or 5GHz,where802.11interfacesoperate)[1].
Second,sincewavelengthsat 60 GHz arerelatively small (approx. 5mm), it facilitatesthe
useof phasearrayantennaswith a large numberof elements.Sincephase-arrayantenna
dimensionsaredictatedby signalwavelength,entirearraysof antennascanbeaccomodated
in asinglechippackage[15,30], or onaboardof thesizeof aPCMCIA card.For instance,a
circularphasedarray(suchasPhocusArray [24]) with 40antennaelementsoperatingin the
60 GHz rangecaneasily�t on a 5cmX 5cmboard.Notethat increasednumberof antenna
elementsin a phasedarray helpsachieve highly directionalbeamswith small footprints,
therebyincreasingthe numberof simultaneoustransmissionsin a network of nodesusing
suchantennas.For example,with 40elements,thephasedarraycangeneratebeamwidthsof
lower than10degrees.

To illustratethe capacityimprovementsof usinghighly directionalbeams,we borrow the

2Oxygenabsorptionin the60GHzrange[10, 38] is seenasaconcernin othercontexts,but this loss(15dB/km)is
negligible for thetypicaldistanceswithin datacenters(few 10sof meters).

Spectrum Spectralbandwidth Form-Factorfor FreeSpacePath Relativesucceptibility
N=40antennaelements Loss(10meters) to obstacles

2.4/5GHz(e.g.802.11n) 83.5/575MHz 60cmx 60cm 60 to 65dB low
3.1-10.6GHz(e.g.UWB) 7 GHz 30cmx 30cm 70dB low

mmWave60GHz 7 GHz 5cmx 5cm 88dB high

Table1: A comparisonof availablespectra
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resultsfrom recentwork by Yi et. al [39] in thecontext of adhocnetworks. They demon-
stratethat in a randomnetwork of ten thousandnodes,with beamformingon bothsenders
andreceivers,network capacityapproachescloseto thecapacityof a correspondinghypo-
theticalwirednetwork with thesameper-link capacity(i.e. mostof thesender, receiverpairs
communicatesimultaneously)whenthebeamwidthusedby thesendersandreceiver is less
than15degrees.Suchlow beamwidthsarereadilyachievablein the60GHzrange.Further,
adaptivebeamformingcanbeusedto dealwith temporaryobstructionsin the line-of-sight
(LOS)path[30] andnon-LOS(NLOS) locations.

3. Scalability: Thecombinationof a largeamountof spectrumanda largenumberof indepen-
dentlyoperatingdirectionallinks possiblein the60GHzrange,promisesto scaledatacenter
connectivity in asmallvolumeto tensof thousandsof links of Gbpscapacity.

4. Small form-factors: Small wavelengthsat 60 GHz enablethe designof sophisticatedin-
terfaceswith very small form factors,asalsodiscussedearlier(seeFigure2) [15, 30]. In
contrast,3.1to 10.6GHz(suchasUWB) requires30cmx 30cmform factor.

5. Universal operation: From a deployment perspective, the band between57-64GHzis
license-freein alargenumberof countriesmakingit possibleto launchproductsworld-wide.

2.3 Propagation Challeng es
Despitethebene�tsoutlinedin theprevioussection,radiosignalpropagationcharacteristicsat 60
GHz posesomechallengesthatneedto beaddressedwell to createhigh bandwidthreliablelinks.
Signalpropagationat 60 GHz is very differentfrom thatat lower frequencies(e.g. the2.4 and5
GHzusedin 802.11a/b/gWiFi networks)[27]. Mainly, transmissionsat thesefrequencies

� travel shorterdistances(e.g.,freespacepropagationlossat 60 GHz, for a giventransmitter-
receiverdistance,is 20dB morethanwhatit wouldbeat5 GHz).

� suffer signi�cant attenuationfrom obstacles(cannotdiffract aroundthem)due to smaller
wavelengths.

Theabove two characteristicsleadto a) lowerbandwidthin practicethanwhatis theoretically
achievable, and b) lower reliability due to high propagation loss and attenuation. One way to
recover someof theselossesis to usehigh transmitpowers; however, this is inef�cient sinceit
mayadverselyimpactnetwork throughputandmoreimportantly, increaseenergy consumption.

Along with propagation challenges,several systemlevel challengeshave to be addressed,
whichwediscussin detail in thenext section.

3 Architecture

While thedevelopmentof 60GHzradiohardwareandits physicallayerhasreceivedconsiderable
attention[14, 3, 31, 33, 13, 34, 35], the questionof how oneorganizesa setof theseradiosinto
a network is not well understood.As such,networksof 60 GHz radiosrepresentanopportunity,
for clean-slatedesignof a high-performancewirelessLAN, for boththewirelessandnetworking
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Figure3: A WirelessDataCenterwith directionalwirelesslinks. Rackandceiling-mountedre-
�ectors [26] enableindirect LOS paths. Multihop routing canbe usedwhen(direct or indirect)
LOSpathsareunavailable.

communities.In this section,we �rst proposeenhancingbasicwirelessconnectivity usingthree
complementaryapproachesandfollow with a descriptionof a network architecturethat aimsto
satisfythekey datacenterrequirements.

3.1 Deplo yment Scenarios
Figure3 showsthetypicalarrangementof nodesin adatacenter. Fromawirelesslink perspective,
nodescaneitherbeondifferentracks(in LOSor in NLOSpositions)or onthesamerack(NLOS).
To dealwith thesescenarios,andto avoid constrainingnodeplacement,weproposethreecomple-
mentaryapproachesto enhanceconnectivity: (a) theuseof arrayantennasto createthin directional
beams,(b) theuseof re�ectors to form indirectLOS paths,and(c) theuseof multi-hop routing
in NLOS situationswherea directLOS pathis not availableandan indirectLOS pathcannotbe
easilyformed.

It is well known thatarrayantennascanbeusedto createdirectionalbeamswith smallbeam
widths [1]. Suchdirectionalitymitigatesfree spacepathloss,providesbetterimmunity to inter-
ference[36, 25] andmultipathfading[35, 34] therebyimproving bandwidthandreliability, and
reducesthepossibilityof eavesdroppingtherebyimproving security. Usingre�ectors, thatactas
mirrors for high frequency signalsandenableindirectLOSpaths,hasbeenexploredin otherdo-
mains[26]. Here,we proposeusingrack-mountedre�ectors, to enablecommunicationbetween
nodeson thesamerack,andceiling-mountedre�ectors to aid communicationbetweennodeson
different racks. As shown in Figure3, rack-mountedre�ectors enablemultiple links to operate
in parallelwithout interference.Finally, in theabsenceof LOS or re�ector-enabledindirectLOS,
multihoprouting[19, 27] canbeusedto improveperformance.

To effectively createandoperateanetwork consistingof thesethreeconnectivity choices(LOS,
indirectLOSthroughre�ector, andmulti-hopNLOS),weproposeanarchitecturedescribednext.
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Figure4: SolutionArchitecture

3.2 Solution Appr oach
Figure 4 shows our proposedarchitecturethat consistsof several componentsincluding: (a) a
separatecontrol planeanda centralizedcontrol andmanagemententity for increasedef�ciency
andmanageability, (b) a network-widebeamforming solutionthatdeterminesthebestbeamfor
eachtransmitter-receiver pair, and (c) a wirelessnetwork virtualization framework that isolates
wirelesstransmissionsandenablesconcurrentexecutionof multipleserviceson thesamewireless
infrastructure.Wedescribethesecomponentsnext.
3.2.1 Centraliz ed Contr ol and Management

Thestringentbandwidth,reliability, andmanageabilityrequirementsof datacentershave signi�-
cantimplicationsfor thedesignof algorithmsandprotocolsatboththelink andnetwork layers.In
particular, they demandhighly ef�cient useof availableresourcesaswell asmechanismsdesigned
tomonitorperformanceandproviderobustnessagainstfailures.An effectivewaytodealwith these
challengesis to separatedataandcontroltraf�c ontodifferentchannels[20], andto usea central-
izedcontrolandmanagemententity. Further, for increasedreliability andto easetroubleshooting,
weproposethatthecontrolplaneuseanalternativeconnectivity technology(e.g.wires).Weenvi-
sionthatthecontrolplanecanbeusedfor exchanginginformationrelatedto synchronizationof the
nodes(for example,time synchronizationamongthenodeshelpschedulecollision-freetransmis-
sionsonacommonwirelessaccesschannel),schedulingandroutingof thevarious�o wsacrossthe
nodes,andadmissioncontrolandresourcemanagementfor variousservicesthatareimplemented
acrossthedatacenter. Suchacentralizedcontrolarchitectureeasesdesignandmanageability.
3.2.2 Beam Selection and Steering

Thiscomponentis concernedwith how eachpairof nodesdeterminethebestbeamto communicate
with. Onepossiblemechanismto determinethebestbeamis for the transmitterto usefeedback
channelinformationfrom the receivers to “form” beamsoff-line andusea table-lookupat run-
time. In orderfor the receiversto feedbackchannelinformation,they shouldbeableto estimate
the channelfrom the transmitter. This problemis well-known [22] and the preferredsolution
consistsof a”sound-oncepertransmitter”approach.Thisapproachinvolvesall nodestakingturns
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to transmitin omnidirectionalmodewith receiversin-rangeof thesetransmissionsfeedingback
thechannelresponseor channeltransferfunction. Basedon this feedback,transmitterscanform
optimalbeamsusingexisting algorithms[22]. Note that this approachis attractive becauseof its
low complexity — for n nodes,thechannelmeasurementcomplexity is O(n).

Somepracticalquestionsremain:(a) How oftenshouldnodescarryoutchannelmeasurements
for beamforming? (b) Shouldnodesusethe samebeamin transmitandreceive mode? (c) Of
thealgorithmsthatmapreceiver feedbackto antennapatterns[22], which oneis themostsuitable
for datacenternetworks?,(d) How would transmittersdeal with dynamicchannel�uctuations
causedby peoplewalking within the datacenter?Onepossiblesolutionwould be to usebeam
recon�gurationto bypasssuchinterference.This typeof beamrecon�gurationwithin durationson
theorderof millisecondshasbeenshown to bepossiblein emergingwirelesstechnologiesthatuse
60GHzspecturmsuchaswirelessHD[37].
3.2.3 Wireless Network Vir tualization

Successfulpartitioningof a wirelessnetwork to supporttheconcurrentexecutionof multiple ser-
vicesposesseveral challenges.Firstly, unlike wired networks, the underlyinglinks arehetero-
geneouswith capacitythat canchangeover time. Undera physical interferencemodel[12], the
achievablecapacityona link, atany instantof time,dependsonall otherlinks thatareactiveat the
sametime,whichin turn,varieswith timebasedonnetwork traf�c. Secondly, explicit mechanisms
arerequiredto isolatetraf�c from differentservicesat thelink layer, to guaranteeperformanceand
security(this is becauseof theunshieldednatureof wirelesstransmissionswhich meanthatpairs
of links thatcanoperatesimultaneouslymustbechosencarefully). Third, thebroadcastnatureof
wirelesschannelposessecurityandcon�dentiality threats.To addresseachof thesechallenges,
thearchitectureencompassesmechanismsfor admissioncontrol,routesetup(includingtheoption
of usingre�ectors),andscheduling.

Several issuesrelatedto eachof thesecomponentsrequirefurtherstudy. For routesetup,we
would like to determine:(a) How would multi-hop routesbe computedto connecttwo arbitrary
nodesthatcannotbedirectly connected?,(b) How would the routingalgorithmhandlenodeand
link failures?,(c) If multiple pathsexist betweentwo nodes,how would theoptimalpathbecho-
senandhow would the traf�c be distributedamongmultiple pathsfor load balancing?,and(d)
Do nodesneedto maintainmultiple paths(e.g. oneLOS path,one indirect LOS pathandone
multi-hoppath)to eachreceiver to dealwith small time-scalechannel�uctuations?With regards
to re�ector deployment,we are interestedin: (a) By how muchdo re�ectors help improve link
reliability?, and(b) Is therean optimal placementof re�ectors, given a particularplacementof
nodes,thatmaximizesperformanceandminimizesthenumberof re�ectorsused?For scheduling,
thecentralquestionis: how shouldper-nodeinformationaboutlink connectivity beusedto “pack”
themaximumnumberof non-interferinglinks in athree-dimensionalspace,perunit time?Finally,
thearchitecturemayalsousesecuritytechniquesat thevirtual machinemonitor(VMM) to achieve
serviceisolation.

In summary, webelieve thatthis is rich �eld for furtherresearchwith severalunexploredprob-
lems.
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4 Related Work

Prior work can be categorizedinto solutionsfor reducingcabling complexity for datacenters,
network designfor 60GHzradiosandwirelessnetwork virtualization.

Cabling comple xity: This problemis primarily dealtwith usingstandardizedtechniquesfor ca-
bling (i.e. structured cabling [17]) and balancingthe maximizationof server densitywith the
increasein cabledensity(i.e. manageddensity[2]).

60 GHz Network Design: Themajorityof existing literatureon60GHzradiosfocussesonphysi-
cal layerissues[33,13, 34, 35] andhardwarechallenges[14, 3,31]. Network designeffortsclosest
to ourscomefrom the standardsbodies[37, 18] andrecentwork [27] focusingon wirelessper-
sonalareanetworks (WPANs). However, theseefforts aretargettingenvironmentswith different
requirementsthatdonothave to dealwith thestringentdemandsof datacenters.

Wireless netw ork vir tualization: While signi�cant progresshasbeenmadewith virtualizationof
wirednetwork elements(suchasswitchesandrouters[6]), wirelessnetwork virtualizationis in its
infancy. Relevantprior work includes[21] wheretheauthorsoutlinesomepotentialsolutionsfor
802.11-basednetworks.However, virtualizationschemesfor datacentersarefarmorechallenging
dueto thestricterQoSrequirements.

5 Conc lusion

This paperenvisions replacingsomeor all of the wires in the datacenterswith wirelessinter-
connectsoperatingin the60 GHz range.We describeseveral featuresthat radiosin the60 GHz
rangeof thewirelessspectrumoffer, anddiscusstheirsuitability in meetingthestringentcapacity,
reliability, andsecurityrequirementsin datacenters.We proposeanarchitecturethatwill enable
rapidandseamlessdeploymentof wirelessinterconnectsin datacenters,andidentify interesting
challengesin realizingthisvision.
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