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Abstract

In this paper, we describe the design and evaluation of
a scheduler (referred to asEverest) for allocating proces-
sors to services in high performance, multi-service routers.
A scheduler for such routers is required to maximize the
number of packets processed within a given delay tolerance,
while isolating the performance of services from each other.
The design of such a scheduler is novel and challenging be-
cause of three domain-specific characteristics: (1) difficult-
to-predict and high packet arrival rates, (2) small delay tol-
erances of packets, and (3) significant overheads for switch-
ing allocation of processors from one service to another.
These characteristics require that the scheduler beagileand
wary simultaneously. Whereas agility enables the scheduler
to react quickly to fluctuations in packet arrival rates, wari-
ness prevents the scheduler from wasting computational re-
sources in unnecessary context switches. We demonstrate
that by balancing agility and wariness,Everest, as com-
pared to conventional schedulers, reduces by more than an
order of magnitude the average delay and the percentage of
packets that experience delays greater than their tolerance.
We describe a prototype implementation ofEverest on Intel’s
IXP2400 network processor.

1. Introduction

In this paper, we describe the design and evaluation of a
novel scheduler forhigh-performance, multi-service routers.
Over the past decade, new uses and commercialization have
pushed the Internet well beyond the expectations of its de-
signers. Yet, the network architecture and the services pro-
vided by the Internet have changed little. The size and the
multi-provider nature of the Internet have led to its ossifica-
tion [4, 25].

It has been argued [4, 25] that two recent trends—
overlay networks and high-performance programmable
router hardware—can be combined to address Internet os-
sification. Overlay networks enable the deployment of sev-
eral rich network services (such as content distribution [1],
virus and worm detection [41], DDoS detection and pre-
vention [38], IPv4-IPv6 translation [36], QoS [35], etc)
on the existing Internet. Whereas, high-performance pro-

grammable routers can support multiple such services at
multi-Gb/s speeds [17]; these routers utilize multiple paral-
lel processors to achieve high throughput. The two trends
together promise the evolution of a new generation ofmulti-
service routers[4, 5, 25].

This paper focuses on one key problem in such multi-
service routers—how should processors be multiplexed
among competing services such that (1) the number of pack-
ets served within their delay tolerance is maximized, and
(2) the throughput guaranteed to a service is not affected
by traffic fluctuations for other services. This problem is
similar to scheduling in various domains (e.g., real-time sys-
tems [8, 11, 23, 31, 34], conventional operating systems [37],
web servers [6, 12, 39], software-based routers [27, 32],
storage systems [18, 24], and multi-media servers [16, 40]).
However, the following unique characteristics of the domain
of network applications render the above solutions unsuit-
able for multi-service routers.

• The arrival rate of packets at multi-service routers can
be at least two to three orders of magnitude greater
than the arrival rate of requests in other hosting envi-
ronments (e.g., millions of packets per second vs. thou-
sands of requests per second in a web hosting envi-
ronment). Further, the minimum inter-arrival time of
packets is much smaller than the packet processing time
(tiat ¿ tpkt), and network traffic is bursty and difficult
to predict, especially at fine timescales (10-100s of mil-
liseconds) [26, 42].

• Network services are required to process packets within
a small delay from their arrivals. In contrast to con-
ventional OSes and hosting environments where a rel-
atively large delay (e.g., 10ms) is tolerable even for in-
teractive applications, in this environment adding even
a 1msdelay per hop (router) for each packet can be pro-
hibitive.

• The context-switch overheadtsw of reallocating proces-
sors from one service to another can be large and often
one to three orders of magnitude greater than the time
required to process a packet. For instance, researchers
have observed that simply loading the instruction store
of a processing core with the code for a new service
on IntelR©’s network processors takes of the order of a
millisecond [21, 9], while a packet can often be pro-
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cessed within a few microseconds (tswÀ tpkt). Simi-
larly, Qie et al. [27] observetsw to be twicetpkt in PC-
based routers.

In this paper, we describe the design and evaluation of
Everest, a novel scheduler for multi-service routers that
meets these challenges by balancing two key properties:
agility and wariness. Whereas agility enablesEverest to re-
act quickly to fluctuations in packet arrival rate, wariness
preventsEverest from wasting computational resources in
unnecessary context switches.Everest balances agility and
wariness by modeling the delay tolerance of packets and
the context-switch overhead explicitly in making processor
scheduling decisions. Through a detailed simulation study,
we demonstrate thatEverest, as compared to conventional
schedulers, reduces by more than an order of magnitude the
average delay and the percentage of packets that experience
delays greater than their tolerance. We then describe a proto-
type ofEverest on IntelR©’s IXP2400 network processor, and
demonstrateEverest’s effectiveness in a real multi-service
router that hosts two services—a port-scan detector and a
TCP-SYN flood detector.

The rest of the paper is organized as follows. Section 2
presents the system model and the requirements of a sched-
uler in a high-performance multi-service router. In Sec-
tion 3, we develop a taxonomy of multi-processor sched-
ulers that exposes the drawbacks of existing schedulers and
guides the design ofEverest. In Sections 4 and 5, we de-
sign and evaluateEverest. Section 6 describes the efficacy
of Everest in a prototype multi-service router built using the
Intel R©’s IXP2400 network processor. Section 7 summarizes
our contributions.

2. System Model and Requirements

Consider a multi-service router that multiplexesNp proces-
sors amongSA services (see Figure 1 and Table 1). Each
processor has a local instruction cache to load the services;
at any instant, a subset of the processors in the system are
allocated to each service. For simplicity, we assume that all
processors have the same processing capacity, and at most
one service can be loaded and run on a processor1. Switch-
ing a processor’s context from one service to another incurs
an overhead oftsw time units2; and the processor is unavail-
able to process packets for that duration. This overhead in-
cludes the time it takes to checkpoint and migrate the data of

1Everest can be extended with a few modifications (by appropriately
scaling the throughput that each service receives from the processor and
applying scheduling techniques such as those explored by Qie et al. [27] for
hosting multiple services on a single processor) to accommodate multiple
services per processor and processors with different capacities.

2Although we assumetsw to be the same for all services for simplicity,
our solution remains the same whentsw is different for each service.
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Figure 1. System model.

the service, and to load the code of the service onto a pro-
cessor’s instruction cache. We note here that the instruction
caches of processors are often limited in capacity that only
a subset of the services can be loaded onto each processor,
and hence the above definition oftsw is justified. This hard-
ware model closely approximates IntelR©’s IXP2400 network
processor, a multi-core processor commonly used to design
multi-service routers [17].

Each service is associated with a queue; packets are placed
in the queue until a processor allocated to the service be-
comes available to process the packet. Let the time taken to
process a packet by servicei be t i

pkt units. Packets at each
service are processed in the order of their arrival. After be-
ing processed by a service, the packet is queued either for
processing at another service or for transmission at an out-
going link. We do not deal with the complementary problem
of packet scheduling at the outgoing link—several research
efforts in the past have dealt with the problem [14, 33].

Let Di denote the packet delay tolerance for servicei, i.e.,
a packet should be processed by servicei within Di time units
of the packet’s arrival. Processing packets prior to their de-
lay tolerance at each router ensures that (1) the total delay
and jitter perceived by packets that traverse multiple routers
between two communicating end-points is within a range ac-
ceptable by the end-points, and (2) the queue (buffer) sizes
maintained at the routers (services) are small and do not
overflow. Also, letRi

arr (∆) denote the rate of packet arrivals
into the queue for servicei, estimated over∆ units of time.

In such an environment, a scheduler that multiplexes pro-
cessors among the services should meet two requirements:
(1) maximize the number of packets processed within the
delay toleranceDi , and (2) isolate the throughput guaranteed
to a service from the fluctuating requirements of other ser-
vices. We define the throughput isolation requirement pre-
cisely as follows. LetNi

reqd denote the number of processors
that servicei needs to process all packets queued at service
i at timet within their delay toleranceDi . Then, at timet,
the minimum number of processors that are guaranteed to be
allocated to servicei (regardless of the requirements of other
services) is given by:

Ni
min = min (Ni

reqd, Gi ×Np) (1)



Table 1. System model parameters for Everest design.
Parameter Description Parameter Description

Np Number of processors in the system SA Number of services
Ri

arr (∆) Estimated packet arrival rate for servicei t i
pkt Processing time per packet for servicei

tsw Context switch overhead Di Delay bound for servicei
Gi Guaranteed allocation to a servicei Ni

reqd Processors required byi at any instant
Ni

alloc Processors allocated toi at any instant t i
iat Minimum inter-arrival time of packets

whereGi denotes the fraction of total processors in the sys-
tem that are guaranteed to be allocated to servicei when the
system is overloaded (i.e., the cumulative requirements of
services exceed the processing capacity of the system).

Observe that, when the system is underloaded, a service
may be allocated greater thanGi ×Np processors. Hence, at
time t, the number of processorsNi

alloc allocated to servicei
satisfies the relationshipNi

min ≤ Ni
alloc ≤ Np.

3. Design Considerations

To address the above two requirements, a scheduler for
multi-service routers should balanceagility andwariness.

1. Agility: Since bursts of packets can arrive at high rates
(t i

iat ¿ tsw), andDi ≈ tsw, it is crucial to detect the right
instants at which: (1) processors should be allocated to
a service to minimize the number of packets whose de-
lay will exceedDi , and (2) processor should be released
to provide the desired isolation among services. De-
layed reaction can lead to significant number of packets
suffering delays greater thanDi .

2. Wariness: Sincet i
pkt ¿ tsw, and each context switch

makes a processor unavailable fortsw time units, context
switches reduce the effective processing capacity avail-
able for serving packets. Hence, it is crucial to switch a
processor’s contextonlywhen necessary.

In what follows, we first address the question,are any
known schedulers applicable in high-performance, multi-
service routers?We present a taxonomy of multi-processor
schedulers and argue that most of the well-known schedulers
fail to balance agility with wariness, and hence are not suit-
able. We then utilize the taxonomy to designEverest.

3.1. Multi-processor Scheduler Taxonomy
To multiplex a set of processors among services, any multi-
processor scheduler addresses four questions.

1. When does a service become eligible to receive addi-
tional processors? To determine this, schedulersmon-
itor the system, and decidewhen to triggeradditional
allocations.

2. When does a service release a processor? Services can
release processorsvoluntarily or a scheduler canforce
them to release processors.

3. When a service becomes eligible, how is a victim ser-
vice (from whom a processor is reclaimed) chosen? A
scheduler addresses this question under two scenarios:
(1) when the system contains unallocated processors
(i.e., the system isunderloaded), and (2) when all the
processors are allocated (i.e., the system isoverloaded).

4. When a service releases processors, how are beneficiary
services (who receive the released processors) chosen?
A scheduler addresses this question under two scenar-
ios: (1) when the number of released processors ex-
ceeds the requirement of eligible services (underload),
and (2) when the requirement of eligible services ex-
ceeds the number of released processors (overload).

We first discuss how several well-known schedulers ad-
dress these questions (also see Table 4 for a summary), and
then argue that these schedulers are unsuitable for high-
performance, multi-service routers.

Static allocation: State-of-the-art programming environ-
ments for multi-processor, multi-service routers allocate pro-
cessors to services statically [7, 28, 30]. During system oper-
ation, no service becomes eligible to receive any additional
processors, and no service releases processors either volun-
tarily or is forced by an external event. Hence, no victim or
beneficiary selection is necessary.

Quantum-based schedulers: Quantum-based schedulers
[8, 11, 13, 16, 18, 23, 27, 31, 32, 37, 40] in both conventional
operating systems and real-time systems allocate a processor
to a task for a time quantumQ such thatQÀ tsw. In these
schedulers, a service with a non-zero queue is eligible to re-
ceive an additional processor. A service releases a processor
voluntarily when its queue becomes empty, or is forced to
release a processor at the end of the quantum. Beneficia-
ries for released processors are chosen using a wide range of
policies, including round-robin or proportionate-share.

Cohort scheduler: In Cohort scheduling [22], the processor
allocation eligibility and beneficiary selection are similar to
quantum schedulers. However, a service releases processors



onlyvoluntarily when its queue becomes empty. This allows
Cohort scheduler to maximize data and instruction cache lo-
cality. Since processors are only released voluntarily, Cohort
scheduler does not involve any victim selection.

Observation-based schedulers:In these schedulers, the el-
igibility for processor allocation or release is based on some
function of the observed arrival rate or performance of re-
quests. For instance, Chandra et al. [12] and Abdelzaher et
al. [6] measure the average latency and arrival rate in fixed
intervals, and when the latency exceeds a threshold, adjust
the allocation of processors across services. SEDA [39]
monitors the90th percentile latencies suffered by requests
and allocates extra resources if the latency exceeds a thresh-
old. Services release threads (processors) to a free pool when
they are idle for a certain time duration.

3.2. Limitations of Past Schedulers
To address the challenges unique to multi-service routers, a
scheduler should carefully balance agility and wariness. We
now discuss qualitatively why existing schedulers fail to do
the same.

Static allocation: Since packet arrival rates for services fluc-
tuate significantly, static allocation requires substantial over-
provisioning of processors for each service to process pack-
ets within their delay tolerance [20].

Quantum-based schedulers: In a multi-service router,
whereDi ≈ tsw, the choice of the quantum size is crucial.
Small quantum sizes make the scheduler more agile but less
wary; they lead to substantial reduction in processing capac-
ity of the system because of significant number of context-
switches. A large quantum size (QÀ tsw) makes the sched-
uler more wary but less agile, thereby letting packets miss
their delay tolerance; packet delays can be of the order ofQ.
Further, since network traffic fluctuates, any single quantum
size may not be the best value at all times.

Note that most real-time scheduling algorithms proposed
in the literature assume that processors can be reallocated
at task or request boundaries; further, they assume that
the context switch overhead is negligible as compared to
the task’s processing time and deadline (or delay toler-
ance) [8, 11, 23, 31]. This assumption is not valid in a multi-
service router sincet i

pkt ¿ tsw andtsw≈ Di ; hence, these al-
gorithms may be significantly more agile and less wary than
necessary and waste processing capacity in context switch-
ing. In a related effort to ours, Srinivasan et al. [32] dis-
cuss the problem of providing service guarantees to applica-
tions when allocating processing resources in programmable
routers, and make similar observations as above. The au-
thors articulate the design considerations for a scheduler for
programmable routers. However, we are not aware of any
follow-up work that presents the design of such a scheduler.

Cohort scheduler: Since Cohort scheduling does not force
a service to release processors, the time between when a ser-
vice becomes eligible and when a processor is actually allo-
cated to the service is not bounded. This can lead to a sig-
nificant number of packet experiencing delays greater than
Di , and the lack of performance isolation across services in
overload.

Observation-based schedulers:Observation-based sched-
ulers that adapt processor allocations when packets observe
degraded performance (such as exceeding delay tolerance)
are often less agile than necessary; sincet i

iat ¿ tsw in multi-
service routers, many packets that arrive after the packet that
triggered processor allocation can experience delay greater
thanDi before the new processor is available to the service.
On the other hand, schedulers that adapt processor alloca-
tions based on predictions of packet arrival rate are often
not wary; the difficulty in predicting the arrival rates accu-
rately [26, 42] leads to unnecessary context switches.

4. Design ofEverest

The design ofEverest is guided by the following principles.

• Make a service eligible to receive additional processors
only whenand as soon asit is evident that the cur-
rent processor allocation is not sufficient to serve all the
packets queued at the service within their delay toler-
ance. When a service becomes eligible, the processor
of least utility to other services should be selected for
allocation; this maximizes the possibility that the victim
service will not request reallocation of the processor in
the near future.

• Make a service release processors voluntarilyonly when
andas soon asthe residual processing capacity (after
releasing the processors) is sufficient to process the in-
coming packets within their delay tolerance. To min-
imize unnecessary context switches, the released pro-
cessor should continue to process packets for the cur-
rent service until another service is eligible to receive
the processor.

• In overload (i.e., when the total demand for processors
exceedsNp), to provide performance isolation across
services, the scheduler should first allocateNi

min proces-
sors to each servicei, and then distribute the remaining
processors among services to minimize the number of
packets exceeding their tolerance.

Algorithm 1 shows the pseudo-code forEverest. Lines
3 and 4 represent allocation eligibility, lines 6 and 7 rep-
resent voluntary processor release, and lines 5 and 8 repre-
sent victim and beneficiary selection respectively. Note that



Algorithm 1 Everest Algorithm

1: while (1) do
2: for (each servicei) do
3: if (qlen > Q j

lim) then
4: Make servicei eligible to receive processors
5: victim select(i)
6: else if(qlen = 0) then
7: Mark (or unmark) processors such that at most

k j are marked
8: bene f iciaryselect(i)
9: end if

10: end for
11: end while

forced processor release is a part of victim selection. In what
follows, we derive the details of allocation eligibility, pro-
cessor release, beneficiary and victim selection. Since the
derivation of allocation eligibility and processor release are
per-service, for brevity, we will eliminate any reference to a
specific service (and drop the superscripti) in the next two
subsections. We will re-introducei for beneficiary/victim se-
lection. Also, to represent processors allocated to a service,
we use the variablej interchangeably withNi

alloc for brevity.

4.1. Processor Allocation
To determine the requirement for additional processors as
soon as possible,Everest monitors and reacts to the state of
each service’s packet queue. In particular, given a delay tol-
eranceD on a service and current level of processor alloca-
tion j, Everest determines a thresholdQ j

lim on each service’s
queue.Everest monitors the length of the packet queue for
each service and declares a service eligible to receive a new
processorif and only if the service’s queue length exceeds
Q j

lim.

Deriving Q j
lim: The queuing delay observed by a packet de-

pends on the queue length when the packet arrives and the
rate at which packets are serviced from the queue. The rate
at which packets are serviced from the queue is a function
of the number of processorsj allocated to the service; the
number of packets that can be serviced withinx units of time
is

P j
dep(x) =

⌊
x

tpkt

⌋
× j (2)

Let Q j
lim be the maximum queue length thatj processors

can process within the delay toleranceD. If there areQ j
lim

packets in the queue and the service is allocatedj proces-
sors (that are currently processingj packets), then the total
number of packets in the system for the service isQ j

lim + j.

Hence, the maximum lengthQ j
lim that a queue can grow to

tSW

tSW

D −
D

Time

qlen=Q

Packet p arrives

lim
j

+ 1

Processor AllocatedInitiate Processor
Allocation

Figure 2. Processor allocation timing diagram.

without exceeding the delay tolerance for any packet is given
by:

Q j
lim + j = P j

dep(D)

⇒Q j
lim = j ∗

(⌊
D

tpkt

⌋
−1

)
(3)

Observation: Suppose the arrival of a packetp causes the
queue length to becomeQ j

lim +1 (and hence the total number

of packets in the service to becomeQ j
lim +1+ j). Then, with

only j allocated processors, the delay incurred by packetp
would exceedD. To ensure that packetp can be serviced
within its delay tolerance, an additional processor must be
allocated. Observe, however, that since allocating a proces-
sor incurs an overhead oftsw, packets will continue to be
processed withj processors fortsw duration; only after that
time, ( j + 1) processors will begin processing packets(see
Figure 2). Hence, packetp will be processed before delayD
only if the total packets processed byj processors inD units
of time and the( j + 1)th processor inD− tsw units of time
includesp, i.e.,

Q j
lim +1+ j ≤ P j

dep(D)+P1
dep(D− tsw)

⇒Q j
lim +1+ j ≤ j ∗

⌊
D

tpkt

⌋
+

⌊
D− tsw

tpkt

⌋
(4)

By substitutingQ j
lim from Equation 3 and simplifying, the

above requirement reduces to
D ≥ tpkt + tsw (5)

Equation 5 indicates that ifD ≥ (tpkt + tsw), then for all
values of j the packet that triggers a new processor allo-
cation will be serviced before its delay tolerance. When
D < (tpkt + tsw), the packet that triggered processor alloca-
tion as well as some of the follow-on packets may experience
delays greater than the tolerance. In this case, it is possible to
adjust the queue threshold to allocate processors proactively
(in anticipation of the event that queue length will exceed
Q j

lim); however, doing so requires prediction of the future
packet arrival rate. Our experiments with such a proactive
scheduler showed that significant fluctuations in packet ar-
rival rates lead to inaccurate predictions and cause unneces-
sary processor reallocations; such reallocationsonly increase



the number of packets that exceed their delay tolerance when
compared toEverest (For more details, please refer to [19]).
To minimize such unnecessary reallocations,Everest allo-
cates a processoronlyupon receiving a packet that results in
the queue length exceedingQ j

lim.

4.2. Processor Release

Voluntary release: When the queue for a servicei becomes
empty,Everest marksfor release all processors that are not
required to process packets at the current arrival rate. In par-
ticular, if Rarr(∆) is the current arrival rate of packets for
servicei estimated over an interval∆, thenEverest marksk j

processors for release only if:

P( j−k j )
dep (tpkt) ≥ Rarr(∆)× tpkt

⇒ k j =
⌊

j−Rarr(∆)× tpkt
⌋

(6)

Processors marked for release are retained with servicei un-
til some other service becomes eligible to receive proces-
sors. If the same service becomes eligible to receive pro-
cessors before the marked processors are context-switched
to another service, then the necessary number of processors
are unmarked without incurring a context switch (exploit-
ing locality); line 7 of Algorithm 1 represents this behav-
ior. These design choices makeEverest wary; they reduce
the number of context-switches and also makeEverest non-
work-conserving. Since processors are only marked for re-
lease but not switched immediately to another service (unless
an eligible service exists),Everest can tolerate inaccuracies
in Rarr(∆) estimates.

Forced release:If a service is allocated processors beyond
its guaranteed allocation,Everest can reclaim the extra pro-
cessors (during victim selection) through an interrupt to sat-
isfy the guaranteed allocation of a different service; this en-
ablesEverest to achieve the desired isolation across services.

4.3. Victim Selection
When a service requires an additional processor, a victim
service is selected to reclaim a processor. At this instant,
a system can be either underloaded or overloaded; the sys-
tem is underloaded if there are processors marked for release,
otherwise it is overloaded.

Underload: When the system is underloaded, our objective
in selecting a victim service is to pick the processor that has
the leastutility at that instant. In particular,Everest selects
the processor that has been marked for release for the longest
duration; we refer to this as the Least Recently Allocated
(LRA) policy. Using LRA reduces the chances of context
switching due to transient fluctuations in traffic. Also, this
policy ensures that processors remain with a service unless
the service is chosen as a victim; only the processors that
need to be re-allocated pay the context switch overhead.

Overload: When the system is overloaded,Everest provides
the desired isolation across services using the overload con-
trol policy outlined in Section 4.5.

4.4. Beneficiary Selection
When a servicei releases processors, beneficiary services
are chosen to receive the released processors. At this instant,
the system can be in two states, (1) the number of released
processors exceeds the requirement of eligible services (un-
derload) and (2) the requirement of eligible services exceeds
the number of released processors (overload).

Underload: If the requirements of the eligible services are
less than or equal to the marked processorsNi

marked, then
all the requirements are satisfied by a subset of servicei’s
marked processors. The rest of the marked processors (if
any) will remain allocated to servicei (and process any fu-
ture packets) until a servicek becomes eligible and selects
i as the victim service. This design decision of maximizing
locality avoids unnecessary context switches.

Overload: If the requirements of the eligible services are
higher than the marked processors,Everest uses the overload
control policy outlined in Section 4.5.

4.5. Overload Control
When the system is overloaded, i.e. the cumulative require-
ments of services exceeds the number of processors in the
system,Everest uses the following two-step policy to pro-
vide isolation across services.

1. Everest first ensures that each service is allocated pro-
cessors equal to the minimum of the guaranteed alloca-
tion to the service and its current requirements.

Ni
newalloc = min (Ni

reqd, Gi ×Np)

2. Let Nextra = Np−∑i N
i
newalloc, denote the extra proces-

sors. Our objective in distributing the extra proces-
sors is to minimize the maximum queue build-up for
each service to ensure that minimum packets (1) expe-
rience delays greater than their delay tolerance, and (2)
get dropped due to queue overflow. To do so, we al-
locate each free processor to the service that has the
maximum residual queue length—the difference be-
tween the queue length and the current threshold on the
service. This policy has a bias towards services with
longer backlogged queues. When there are two services
with maximum residual queue length, the service with
Ni

alloc > Ni
newalloc is chosen to avoid a context switch. If

neither service satisfies the condition, a service is cho-
sen arbitrarily.

Observe that when all services are overloaded andGi = 1,
only step 1 gets executed; in this case, any adaptive system
can do only as good as a system that statically allocates pro-
cessors in the ratio ofGi .



5. Evaluation

In this section, we demonstrate the effectiveness ofEver-
est using trace-driven simulations. Our simulator is built
using CSIM [15] event driven simulator.

5.1. Experimental Methodology

Table 2. tpkt for IPv4-v6 gateway services.
Service tpkt (µs) Service tpkt (µs)

v4→v6/TCP 18.22 v6→v4/TCP 10.09
v4→v6//UDP 13.27 v6→v4/UDP 9.72
v4→v6//ICMP 4.64 v6→v4/ICMP 1.78

Network service: We present our results in the context of
the IPv4-v6 gateway application (NAT-PT) [36] that enables
seamless communication between devices that only support
IPv4 and devices that only support IPv6 through protocol
translation. Further, depending on whether the packet type
is TCP, UDP or ICMP, the application translates transport
identifiers (e.g. TCP and UDP port numbers, ICMP query
identifiers), and updates header checksums [36]. We profile
a NAT-PT application [3] and measure the time required to
process a packet at each of the six services (Table 2).

Table 3. Trace characteristics.
Trace Peak b/w Duration #pkts Collected on

(in Gbps) (secs) (million) (Sept 2000)

UNC-2.5 2.5 42.4 30 29th, 11am
UNC-1 1 83.2 30 29th, 11am
UNC-10 10 21.1 60 29th, 11am
UNC-58 2.5 70.1 30 25th, 8.30am
UNC-51 2.5 59.3 30 25th, 11am

Traces: We use traffic traces collected at an edge link con-
necting UNC, Chapel Hill to its ISP [29]. Additionally, we
derive representative traces for higher bandwidth links using
well-known trace scaling techniques [10]; we scale the num-
ber of flows observed in unit time, and retain the flow level
properties (see Table 3). Each UNC trace consists of two
packet sequences—incoming and outgoing. To emulate the
behavior of an IPv4/v6 gateway, we treat all packets on in-
coming link as IPv4 packets, and those on the outgoing link
as IPv6 packets.

Proportional share: Through trace analysis, we determine
the maximum processor requirementNi

max of each service
to process all the packets within their delay tolerance. The
proportional share for each servicei is defined as

Gi =
Ni

max

∑SA
1 Ni

max

(7)

Scheduling algorithms: We compareEverest with several
well-known schedulers as described below (Table 4).

Static: A system with static allocation assigns processors to
services at the beginning of the experiment in proportion to
the guaranteed allocation [7, 28].
Quantum:Quantum schedulers [11, 13, 16, 18, 27, 32, 37,
40] make services eligible eagerly whenqlen > 0, and release
processors after a quantum expires or when a service’s queue
becomes empty.
Cohort-E:Cohort scheduler [22] makes services eligible ea-
gerly whenqlen > 0, and releases processors only after a ser-
vice’s queue becomes empty. We enhance the scheduler (to
Cohort-E) to proportionally allocate processors at each adap-
tation step; a released processor is allocated to a service such
that at that instant processors are allocated in proportion to
queue lengths.
Everest-LD: We defineEverest-LD (represents observation-
based schedulers like SEDA [39]). UnlikeEverest, Everest-
LD (1) adapts processor allocations to a service onlyafter a
packet of the service suffers delay greater than its tolerance,
and (2) separates two consecutive processor allocations to a
service by at leasttsw units of time to ensure that the previous
allocation has taken effect prior to initiating a new allocation.

Everest-AE: We define a work-conserving variant ofEver-
est, Everest-AE, whose allocation eligibility is a prioritized
combination ofEverest and Cohort-E. In particular, services
with queue lengths exceedingQ j

lim are designated as eligible
to receive additional processors with a higher priority, and
all services with a non-zero queue length are eligible with a
lower priority. Processors are released by a service as soon
as its queue becomes empty, just like Quantum or Cohort-E.
However, unlike Cohort-E, the prioritized eligibility criteria
allowsEverest-AE to release processors by force for provid-
ing isolation.

5.2. Benefits ofEverest

The experiments in this section demonstrate the benefits of
balancing agility and wariness inEverest. Figure 3(a) com-
pares the percentage of packets that suffer delays greater than
the service’s tolerance with different schedulers in a sys-
tem with 16 processors,tsw = 2ms, and UNC-2.5 trace (The
parameter settingtsw = 2ms represents the time it takes to
switch the context of a processor from one service to another
on the Intel’s IXP2400 platform [17]; we perform a sensitiv-
ity analysis with different values oftsw in Section 5.3). For
Everest andEverest-LD, the arrival rateRarr(∆) for each ser-
vice is estimated as the rate of packets received in the last
tsw amount of time, i.e.,∆ = tsw. For Quantum schedulers,
we experiment with different quantum sizes. We only show
results for two quantum sizes; the observations with other
quantum sizes are similar.

Figure 3(a) shows thatEverest reduces the number of
packets that suffer delays greater thanD by orders of magni-
tude compared to other schedulers. The difference between



Table 4. Taxonomy of multi-processor schedulers for comparison.

Allocation Eligibility Processor Release Victim Beneficiary
Algorithm ↓ Monitor Trigger Voluntary Forced Underload Overload Underload Overload

Static – qlen = ∞ – – – – – –
Quantum qlen qlen > 0 qlen = 0 Talloc > Q – Prop share Locality Prop share
Cohort qlen qlen > 0 qlen = 0 – – – Locality RR
Observation pkt delay 90-th pkt delay> δ proc idle> ε – – – Free pool Prop share
(e.g. SEDA) andTlastalloc > tsw

Everest qlen qlen > Q j
lim Mark k j when Interrupt LRA Prop share Locality Prop share

qlen = 0 and
Rdep> Rarr

Everest-LD pkt delay pkt delay> δ Mark k j when Interrupt LRA Prop share Locality Prop share
andTlastalloc > tsw qlen = 0 and

Rdep> Rarr

Cohort-E qlen qlen > 0 qlen = 0 – – – Locality Prop share

Everest-AE qlen Hi: qlen > Q j
lim qlen = 0 Interrupt LRA Prop share Locality Prop share

Lo: qlen > 0

Everest andEverest-LD demonstrates the benefit ofagility.
Since processors are allocated late withEverest-LD, queues
at services build up and cause greater number of packets to
exceed their delay tolerance. This phenomenon can be ob-
served in Figure 3(b) that plots the distribution of instanta-
neous queue lengths of all services with various schedulers
for the entire trace duration. Increased number of packets
missing delay tolerance also triggers greater number of pro-
cessor context switches as demonstrated by Figure 3(c).

The difference between the various work-conserving
schedulers (Quantum, Cohort-E andEverest-AE) andEver-
est in Figure 3(a) demonstrates the benefits ofwariness.
Recall that these schedulers make services eligible eagerly
whenqlen > 0, and release processors as soon as a service’s
queue becomes empty. This eager behavior leads to sub-
stantially larger number of context switches than necessary
to process packets within their delay tolerance, thereby re-
ducing the effective processing capacity. This leads to larger
queue buildup (as demonstrated by Figure 3(b)) and results
in a large number of packets suffering delays greater than
the toleranceD. In contrast,Everest makes a service eligi-
ble only when it receives packets that will experience delay
greater than their tolerance, and releases processors only af-
ter the requirement drops below the processing capacity for
some amount of time. Observe thatEverest-AE performs
better than Quantum and Cohort-E because of the priori-
tized allocation eligibility (see Table 4). Unlike Quantum
and Cohort-E,Everest-AE has more knowledge of when a
packet may exceed its delay tolerance, and triggers proces-
sor allocation as soon as required.

Figure 3(d) shows the variation of the percentage of pack-
ets that observe delay greater than the tolerance (D = 2ms)
in a system with different number of processors (and with
tsw = 2ms). The graph shows thatEverest outperforms the

other schedulers by orders of magnitude at various levels of
provisioning due to its agility and wariness.

5.3. Design Space Exploration
The design ofEverest is motivated by the relationship be-
tween the constraints of state-of-the-art programmable hard-
ware and the characteristics of network services,D≈ tsw and
tswÀ tpkt. In this section, we expand the design space and
study the applicability of the schedulers to evolving router
hardware and network services by varying the relationships
between the system and application parametersD, tpkt and
tsw. To make the experiments tractable, in this paper, we
hold tpkt constant and only varyD andtsw. The results hold
for different and widely varying values oftpkt.

Figure 4(a) compares the percentage of packets that suf-
fer delays greater thanD with varying ratio of tsw and D
when using different schedulers. The system contains 16
processors,D is set to 500µs, the workload used is UNC-2.5
trace, andtsw is varied. The graph shows that at smaller val-
ues oftsw, work-conserving schedulers (Quantum, Cohort-E
and Everest-AE) perform better thanEverest and Everest-
LD; by making all services with packets to process eligible
to receive additional processors, the schedulers can maintain
smaller queues at the cost of small context switch overhead.
Everest-AE performs better than Quantum and Cohort-E be-
cause of the prioritized allocation eligibility (see Table 4).
As tsw increases, work-conserving schedulers waste signif-
icant processing capacity in eager context switching, and
thereby end up with longer queues. By minimizing con-
text switches enablesEverest to minimize reduction in the
effective processing capacity. Figure 4(b) shows the same
observations forD = 2 ms.

Figure 5 compares the schedulers with respect to the av-
erage delay observed by packets in systems with different
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Figure 5. Average packet delay.

values of tsw
D at D = 2 ms. At large values oftsw

D Everest,
although non-work-conserving, achieves an order of magni-
tude smaller average delay when compared to various work-
conserving schedulers. Further, the graph demonstrates the
effectiveness ofEverest even in systems with much smaller
context-switch times (0.05< tsw

D < 1) than state-of-the-art.

We observed the same behavior of the schedulers under
several workload conditions by using traces with different
characteristics as shown in Table 3(b). One key observation
we made is that at various values oftsw

D , one ofEverest and
Everest-AE outperform all other schedulers.

6. Prototype

We have implementedEverest on a platform consisting of
a RadiSys ENP-2611 board, with a 600MHz IXP2400 net-
work processor [17]. The IXP2400 processor contains one
XScale controller and eight RISC cores called microengines
(MEs). The XScale runs MontaVista Linux, and is used to
control what runs on the MEs. Each ME has a private in-
struction store of size 4K instructions, on which the code for
a service is loaded. All instances (loaded on different proces-
sors) of a service share the same packet queue.Everest ex-
ecutes as a thread on the XScale.Everest monitors each
service’s input packet channel to estimate the packet queue
length and arrival rate, and adapts the allocation of MEs to
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services. Adapting processor allocations also requires sev-
eral mechanisms to safely checkpoint services and migrate
data, and utilize special hardware features (e.g., fast mes-
sage passing and shared memory communication) to maxi-
mize throughput. Detailed discussion of the mechanisms and
implementation is presented elsewhere [19].

To demonstrate thatEverest effectively multiplexes MEs
among competing services, we consider a simple deploy-
ment scenario with two services—portscan detector [41] and
TCP-SYN flood detector [38]. Two MEs are used for the re-
ceive and transmit drivers that read/write packets from/to the
network ports, and two MEs classify packets to be belonging
to one of the two services. Hence, four MEs are available to
be multiplexed between the portscan and SYN-flood detector
services. We use the IXIA packet generator [2] to simulate
workload fluctuations for each service (see the top graph in
Figure 6). Figure 6 shows that as traffic mix changes with
time, Everest adapts the allocation of MEs to match the de-
mands of the two services. During overload (between 2.2
and 4 seconds), processors are allocated to services accord-
ing to proportional share; for this experiment, we chose the
share to be equal for both services.

7. Conclusion

We describeEverest, a novel processor scheduler for high
performance, multi-service routers.Everest maximizes the
number of packets processed within a given delay toler-
ance, while isolating the performance of services from each
other. By incorporating two key properties—agility and
wariness—Everest addresses several domain-specific chal-
lenges. (1) difficult-to-predict and high packet arrival rates,
(2) small delay tolerances of packets, and (3) significant
context-switch overheads.

We study the applicability of different schedulers to the
evolving router hardware and network services by varying
the relationships between different system and application
parameters. We observe that for various ratios oftsw andD,
one ofEverest andEverest-AE outperform all other sched-
ulers. While it is desirable to define a single scheduler whose
behavior follows thelower envelopeof Everest andEverest-
AE(refer Figure 4), the design of such a scheduler can be
challenging [19]. We are exploring the design of such a
scheduler as a part of our ongoing work.
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